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SPOTLIGHT ON TRANSACTIONS

How Artificial
ntelligence Is
Reshaping Our

to Unravel Its
Complexities

Antonio Mastropaolo™, William & Mary

This article from IEEE Transactions on Software
Engineering infroduces LUNA, a universal
analysis framewaork designed to enhance the
inferpretability, refiability, and trustworthiness
of large language models by addressing key
challenges such as hallucinations, biases, and
inconsistencies.

Digitm] Ofvirct [dentifier 101100 MO 2075 35494872
Do of carrend version: 20 Moy 2026

COMPUTER PUBLIGHED BY THE SEEE COMMITIN SOCEETY

|ives: A Framework

rtificial mtelligence [Al)

refers to a collection of

methodologies and tech-

nigues that allow ma-
chinesto emulate human intelligence.
One of the most transformative ad-
vancemants in Al in recent years has
been the emergence of large language
models (LLMz), which are deop learn-
ing systems capable of understanding
and generating human-like text. The
success of thezse models hinges on two
eritical factors: the availability of vast
amounts of data and the computa-
tional power to process it.

Data act as the foundation, embed-
ding knowladge into the modal, similar
to how a child leamns from their par
ents' experiences. Meanwhile, compu-
tational power, particulardy through
graphics processing units, provides the
tachnical backbone thar allows LLMs,
the “learming child" to efficiently pro-
cess and internalize this knowledge.

0IE. N 4 00 B FE. A et resamwend, mohusinip rgivts ol foat snd
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The rapid prowth in data availability
and hardware capabilities has driven a
revolutionary shift in Al enabling the
creation of increasingly advanced and
efficient methods. Asof2 February 2025,
thege advancements continue to push
the boundaries of Al leading to broak-
throughsin areas rmanging from language
understanding to multimoedal learning
and beyond.

Truth be told, data and computa-
tional power are often seen as the sole
main drvers behind today's transforma-
tive technologies, while often times we
forget about the fundamental saentfic
breakthroughs that acted as a catalyst
for the Al revolution. A pivotal moment,
or, more aptly, "the milestons," was the
introduction of the ransformar model *
proposed by Vaswani et al. in 20177 This
architecture revolutionized Al by en-
abling modals to process and generate
humanike text with unprecedented
accuracy. Building on this foundation, a
new wave of modsls has been advancing
the automation of diverse practices and
fialds %7 These developments not only
enhance existing workflows but also
open up new opportunities for innova-
tion, driven by the ability of LLM= to gen-
arate accurate, contextually relevant,
and human-ike responses. Such inno-
vations reflect the continuous evelution
of the technology, paving the way for
broadser and mors transformative appli-
cationsinthe future. And yet, despite the
tangible and immediately observable
improvements, fundamental guestions
remain unanswered. For instance, have
you ever wondered, Would you trust
an Al to manage your finances, or to
prescribe your madication? These unre-
solved issues;, particularly concerning
the interpretability of LLMs' outputs,
inevitably limit their applicability and
potential benefits. In critical domains,
where understanding why event A

37 deep lzarming srchitecture defines how the
elemenis ol a network are stroctured and ioteract.

leads to event B can have consequences
as significant as human lives, these lim-
itations becoms even more pressing.

It is mow clear that withoot addrass-
ingthese challenges, the full value and
impact of these advancements cannot
be rsalized. Despite their remark-
abla capabilities, LLMs still operate

enabling the assessment and mitigation
of critical issues such as hallucinations,
biazes, and inconsistencies. This marks
a major milestone as it lays the ground-
work for future ressarch and facilitates
the creation of more dependable and
trustworthy Al systems. With frame-
works like LUNA and similar future

The success of these models hinges on two critical
factors: the availability of vast amounis of data and
the computational power to process it

a5 opaque systems, making their de-
cision-making processes opague and
difficult to trust.

This month's article tackles the
critical yet undezexplored aspects of
LLMs' putput consistency, through
LUNA® a universal analysis frame-
work designed to evaluate LLMs in a
flexible and human-interpretable way.
At its core, LUNA enables the creation
of an abstract medel, a simplified rep-
resentation of the original LLM. This
abstraction serves as a powerful tool to
break down and understand the com-
plex inmer workings of LLMs, which
encode information in billions of pa-
rameters in the form of patterns. By
addrassing challenges such ashalluci-
nations® and biases * LUNA reprosents
a significant step forward in improv-
ing the reliability and trustworthiness
of LLMs, ensuring they can be safely
and affectively applied across diverse
real-world contexts.

By employing modaling techniques,
the anthors of this article aim to create
an abstract representation of LLMs that
simplifies and supports their analysis,

Hallocinations refer o insta poeswheee LLMs geoer
ate confident bat incorrect, nonsensical, or fabricaied
information, aften due to gaps in taining data or
overgeneralization.

"Hiases in LM arise when the models prodoce
sutputs that reflect unfair, skewed, or prejodiced
pemspeciives; ofien inherited from the taining data
orsocieial patterns embhedded inthe data

approaches, the safe and offective appli-
cation of LLMs arross diverse real-world
contexts becomes increasingly attain-
able, ensuring these groundbreak-
ing technologies can be deployed with
greater confidence and impact®
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Computer Highlights Society Magazines

The IEEE Computer Society's lineup of 11 peerreviewsd
technical mapgazines covers cutting-edge topics rang-
ing from software design and computer graphics to Inter-
net computing and security, from scientific applications
and machine intelligence to visualization and microchip
design. Here are highlights from recent issues:

Building and Sustaining a Community Resource for
Best Practices in Scientific Software: The Story of
BSSw.io

Tha autheors of this October-December 2024 Computing in Sci-
ence & Engineering articla introduce the Bettar Scientific Soft-
ware gite (https://bssw.io), a platform that hosts a commu-
nity of researchers, developers, and practitioners who share
their experiences and insights on scientific software devel-
opmant. Since 2017, this collaborative hub has gained trac-
tion within the scientific computing community, attracting
agrowing numberofreaders and contributors eagerto share
ideas and elevate their software dovelopment practices.

Annals

af tar Mastre ul Cormpusng

A Compelling Image: The Tower of Babel and the
Proliferation of Programming Languages During
the 1960s

In 1961 and in 1969, two towers of Babel of programming
languages were published. The first one appeared on the
cover of Communications of the ACM. The second one appeared
on Jean E. Sammet's Programming Languages: Historyand Funda-
meentals. These two towers have come to symbaolize the frag-
mentation that plagued the development of programming

Digrited (fgect Identiffer 101000/ 202E 3ERIOL
Dinteof roreees wersio 20 Sifmy 207
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as a result of the multiplicity of notations. The author of
this article, featured in the January-March 2025 issue of
IEEE Annals of the History of Computing, argues that contrary to
this common view, the tower on the cover of Communications
should be understood as a proud display of the research that
profoundly transformed computer programming during
the lats 1950s.

Understanding Collaborative Learning of Molecular
Structures in AR With Eye Tracking

In this November/Dacember 2024 [EEE Computer Graphics
and Applications articls, the authors present an approach for
ongite instruction of multiple students accompaniad by
pgaze-based monitoring to observe patterns of visual atten-
tion during task solving. They focus on collaborative pro-
cessos in augmented reality [AR) that play an essential role
in onsite and remote teaching alike: From a teaching per-
spactive, it is important in such scenarios to communicate
content and tasks effectively, observe whether students
undarstand the task, and help appropriately.

Iitelligent Sustems

Large-Scale Package Deliveries With Unmanned
Aerial Vehicles Using Collective Learning

Unmanned aerial vehicles (UAVs] have significant practi-
cal advantages for delivering packagos, and many logistics
companies have begun deploying UAVs for commercial
package deliverios. To deliver packages quickly and cost-ef-
factively, the routes taken by UAV: from depots to custom-
ers must be optimized. The authors of this January/Fabru-
ary 2025 IEEE Intelligent Systems article prezant an innovative,

O 56 © 005G BEL. A rights rescrved, i hatisg righie doe iex ) and
Atz mining, and Tesming of arisficeas mieisgonee 2 similar fechnoisg e,



practical package delivery model wherein multiple UAVs
deliver multiple packages to customers, who are compen-
sated forlate deliveries.

Iternet Computing

A Generative Modeling Method for Digital Twin
Shop Floor

Digital twin as a key enabling technology for achieving dig-
itization, flexibility, and customization in shop floors has
attracted significant attention. However, the shop floor
involves diverse assets across multiple dimensions, scales,
and interdisciplinary fields, making the modeling process
complex. To address this issue, thiz article from the Janu-
ary/February 2025 issue of IEEE Internet Computing analyzaes
the construction process of ontology-based information
modals and proposes a generative modeling method for dig-
ital twin shop floors driven by large language models.

micro

UcCle: Standard for an Open Chiplet Ecosystem
Universal chiplet interconnect express [UCle) is an open
industry standard die-to-die physieal layer, link layer, and
protocol layer for chiplets. It has industry-leading key per-
formanece indicators and has successfully coalesced the
industry around a common die-to-die specification. This
article featured in the January/February 2025 issue of IEEE
Micro provides an overview of existing UCla technology and

highlights the work being done to create the next layer of
standards required for an open chiplat ecosystem.

MulliMedia

Cryptanalyzing an Image Encryption Algorithm
Underpinned by a 3-D Boolean Convolution Neural
Network

This October-Decembar 2024 IEEE MultiMedin article ana-
lyzes the security performance of an image encryption
algorithm based on 2 3D Boolean convolutional neural net-
work (CNN). The algorithm utilizes the convelutional layers
of a CNN as the encryption component, thereby achisving
low-precision computations. Howevear, due to its low-pre-
cision computation, this encryption algorithm employs

one-to-one XOR and medule operations, altering individual
pixel values exclusively during encryption without diffus-
ing changes to neighboring pixels. Capitalizing on thisval-
nerability, the authors propose chosen plaintext attacks on
the one-round and multiple-round versions of this encryp-
tion algorithm.

lervasive

Lol Lot og ol Ll

Multilabel Classification Model for Infant Activity
Recognition Using Single Inertial Sensor

Recording and sharing childcare information is crucial
for accurately assessing a child’s health status and taking
appropriate action in case of illness or other emergencies. In
this article, featured in the October-December 2024 issuaof
IEEE Pervasive Computing, the authors implement a machine
learning model to recognize multilabeled infant activities
using 2 chestmounted low-sampling-rate accelerometer.
Tha performance evaluation considering multilabel elaszsi-
fication shows that their proposed model reaches over 88%
inthe Fl1score in the best case.

SECURITY &S]

Security Policy as Code

Engineering software systems to fulfill security require-
ments remains challenging. In this article, featured in the
March/April 2025 issus of IEEE Security & Privacy, the authors
advocate for designing and implementing software sys-
tems around integrated advanced security policies, captur-
ing security requirements. They report on experience gath-
erad with this approach in confidentiality-preserving data
analytics.

Soitware

How Pandemics Changed a Public Software
Ecosystem: Omaolo Case

Whan faced with a common threat, the ecosystem of com-
panies needs to unite to face the challenge. The authors of
this article from the March /A pril 2025 issue of IEEE Software
describe how Omaecle, a public digital platform for wal-
fars and healtheare, and its supporting scftware ecosys-
tem eveolved during the 2020-2022 COVID-19 pandemic in
Finland.
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Security-by-Design Issues in Autonomous Vehicles

article, featured in the January/February 2025 issue of IT
Professional, the authors spotlight imminent challenges
faced by AV operators and explore emerging technologies
for comprehensive solutions. They cutline the diverse

Ag autonomous vehicle (AV) technology advances toward

maturity, it becomes imperative to examine the security

vulnerabilities within these cyberphysical systems. In this

security layers, spanning physical, cyber, coding, and com-
munication aspacts, in the context of AVe. [

Edirorial: Unloss otherwise stated, bylined articles, as well as
product and service descriptions, reflect the anthor's or firm's
opinion. Inclusion in Computer does not necessarily constitute
endorsement by the [EEE or the IEEE Computer Society. All
submissions are subject to editing for style, clarity, and space.
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50 & 25

YEARS AGO

=DIT0F ERICH NEUHOLD®
¥ University of Vienna

JUNE 1975
hitps:’www computerorg/csdl/magoazine foo/1975/06

UPDATE {p. 9ff}: "1975 National Computer Conference-
Roeport on Selected Sessions; The first National Computer Con-
ference on the west coast, NCC ‘75 was held in Anaheim from
19 May to 22. The conference's technical program was divided
into throe categories: Science and Technology, Methods and
Applications, and Interaction with Soctety” [Editors note: Justa
litele history [see also http;fbitsavers. trailing-edge. com/pdf/afips/
AFIPS Conference Datestxt]. The Joint Computer Conferences
started in 1951 and ended in 1987. At the beginning they happened
twice a year (East and West). Then, organization was taken over by
American Federation of Information Processing Societies (AFIPS)
in 1962. They were combined and called The National Computer
Conference 1973 and ended in 1987 with the demise of AFIPS. Espe-
ciallyin the early years, they were quite formative for the American
computer research and application communities.|

Guest Editor: Structured Programming: Highlights of
the 1974 Lake Arrowhead Workshop; William F. Ross
|p. 21}: “But important efforts to address software technol-
ogy have been underway during the same period—notably
in the 60's by Bohm, Jacopini, Dijkstra, Parnas, and others in
the university environment, and in the 70's by such people as
Mills and Baker, who defined specific elements of 2 method-
ology directed toward reducing softwars costs and improving
software guality. ... Subsequently—and inevitably—all this
attention prompted guestions 25 to whether SP [Editors note:
structured programming] is in fact feasible and economically
practical on an industrywide basis, and if so to what extant.”
(p. 22} "A recurring question at the workshop was, Which of
the 5P techniques provided the greater bensfits? Although
many speakers presented extensive sxpenence and artestad
to significant benefits in employing SP none was able to
quantify each spacific techniques incremental contribution

Digital Diject Identifier 10 1100/ MC. 2075 1551701
Datr of rurrent versianz 20 Moy 2005
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toward the totality of benefit.” [Editor's note: A very interesting
workshop that raised, 50 years ago, many programming questions,
not only concerning “structured programming,” the tn-word of the
time. Of course, many other software development ideas came
about later, but even todoy many of the questions raised are still
not answered. This introduction is followed by many short, inter-
esting articles. For lack of space, I'will anly cite the titles and leave
it to you, my réaders, to delve into them |

Session I: Structured Programming: Concepis and Defi-
nitions: Overview; John Naughton (p.23) ... Stroctured
Programming: Review of Some Practical Concepts;
Clairmont MeGowan (p.24) ... Structured Program-
ming: Fortran: Can it be Structured - Should it be?; Ellis
Horowitz (p. 30).

Session [II: Structured Programming: A Quantita-
tive Assessment: Overview; Barry W. Boehm (p. 38) ...
Structured Programming at AUTO; Charles E. Holmes
{p. 41] ... Applying Structured Programming to Command,
Contrel, and Communication Software Development;
Gene R. Katkus (p. 43| ... An Implementation of Struc-
tured Code Techmiques on a Real-Time System; James
P. RBomanos {p. 48] ... Measuring Programming Improve-
ment at [BM-FSD; Robert Me Henry (p. 49] ... Experience
and Accomplishments with Structured Programming;
E. Fent Gordon (p. 50) ... Concluding Remarks; Barry W,
Boehm (p. 53).

Session IIl: Structured Programming: Problems,
Appreaches, and Technigues: Overview; Robert R. Brown
{p.55) ... Structured Programming: Agony and for Ecstasy;
John R. Brown (p. 56} ... Experience with Module-Level
Specification Methods; John W. Brackett (p. 58).

Seszion [V: Impact of Structured Programming on Evolv-
ing Technologies and Related Programming Technolo-
gies: Overview; Guy de Balbine et al. (p. 62) ... The Need
for Improved Programming Language; Charles T. Zahn,
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Jr. [p.563] ... The Structuring Engine: A Transitional Tool; Townsley (p. 68) ... Software Development for Distributed
Guy de Balbine et al. (p. 64) ... A Formal Design Medium  Systems; David ], Faber {p. 58] ... The Need for Langunage
for Software; Larry Robinson (p. 66) ... Structured Code Advances; Alfred 5. Liddle (p. 63) ... Preparing for Future
via Stack Machine; Richard Bigelow (p. 67] ... Strue- Needs; Noah 5. Prywes (p. 70] ... Conclusions; Guy de

tured Programming Applied to Equipment Testing; Judy Balbine (p. 7Z).

COMPUTING THROUGH TIME

BY ERGUN AKLEMAN"

BESUN AELEMANGSMAIL £OM
DATA STOERAGE BEFORE COMPUTERS: DATA STORAGE AFTEE DIGITAL:
IN ANY LARGE ARCHIVE IN THE IN ANY HOME O OFFICE IN THE
NINETEENTH CENTUEY TWENTY FIEST CENTUEY

GREAT! IN THIS UGGH! T CANNOT EVEN |
ARCHIVE I CAN FIND ANY REMEMBER THE NAME OF

FILE I AM LOOKING THE FILE I AM LOOKING
FOR. FOR! -

BEFOEE THE DIGITAL ERA, DATA STORAGE RELIED ON PHYSICAL
MATERIALS AND MANUAL ORGANIZATION. STONE TABLETS AND CLAY
TABLETS WEEE AMONG THE EQELIEST FORMS, INSCEIBED WITH
IMPOETANT BECOEDS IN ANCIENT CIVILIZATIONS. THESE GAVE waY
TO SCEOLLS, BOUND LEDGEES, AND MANUSCEIPTS, CAEEFULLY
PEESERVED IN LIBEARIES AND 4BRCHIVES. OVER TIME,
INSTITUTIONS USED FILING CABINETS AND PAPER ARCHIVES TO
MANAGE GROWING VOLUMES OF INFORMATION—EACH FOLDERE AND
SHEET METICULOUSLY LABELED AND CEOSS-EEFERENCED. THOUGH
ROBUST AND TANGIBLE, THESE SYSTEMS WERE SPACE-INTENSIVE,
PEONE TO DEGRADATION, AND REQUIRED SIGNIFICANT EFFORT TO
MATINTAIN AND RETEIEVE DATA-

Digital Object IdentifTer 10, 1109 M C_2035 JECEI0E
Daie of currmnl versson: 29 Moy 500
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Special Tutorial; Introduction to the Role of Redundancy
in Computer Arithmetic; D. E. Atkins {p. 74}): "Rather, tha
focus will be on the other two potential benefits: more speafi-
cally on the judicious use of number systems amploying redun-
dancy in representation. ... Redundancy in the Partial Product:
The use of carry-save adders to accelerate the iterative portion
of digital multiplication is well-known. Its basis is the realiza-
tion that carries need not be propagated during each addition
of along series of additions, provided that carries are explicitly
stored.” {p. 75) “Redundancy in the Multiplier: Anothar accel-
aration technigue, typically used in conjunction with intro-
ducing redundancy into the partial product, is that of recoding
the multiplier from a nonredundant to a redundant digit sat. ...
Redundancy in the Quotient: To accelerate the performance of
division, redundancy may be introduced into the represanta-
tion of the guotient. ... Redundancy to Provide Structural Flex-
1bility: The emphasis hasbeen on the use of a so-callad signed-
digit number system.” [Editors note: An inferesting, but rather
specialized, tutorial about increasing the efficiency of numeric cal-
culations. Using references like Wikipedio, you will find a difference
between signed-number representations (mostly talked about here)
and signed-digit representations, a much wider fteld |

JUNE 2000
hitps:/fwww.computerorg/csdl/magazine foo/2000/06

Are Too Many Programmers Too Narrowly Trained?;
David Clark (p. 12}: “The use of programmers with narrow
training can lead to buggy or broken applications, as well as
sxpensive delays of product releases. ... A broad, engineer-
ing-based education iz important because programming, as
wall as other elements of computer tachnology, has becoma
vary complex. ... Some eritics say that software development
companies, in their msh to profitability, are interested only in
hiring peoplewith the specific programming skills” (p. 14] "To
improve programmer quality, educators and consultants often
suggest that the software industry adopt a modal of manda-
tory licensing and certification, as is used in the medical and
legal professions” [Editor’s note: An interesting orticle that
remains valid even today Higher educational institutions offer
broad computer education, not just skills, and many certification
programs are around. Unfortunately, there was never on agreement
as to what actually would be the best education and certification to
prepare students for their software development future. ]

Distributed Net Applications Create Virtual Supercompui-
ers?; George Lawton (p. 16): "The most computationally inten-
sive long-term distributed Internet application on the planet,
SETI(@heome, which analyzes signals in space locking for signs
of intelligent life, runs on more than 2 million computers and
processes an average aggregate of 12 teraflops, according to the
project’s chief scientist.” (p. 17} “In coarse-grained applications,
clients communicate with master and proxy servers but not
with sach other. ... In fine-grained applications, participating

clisnts must commumicate with each other” {p. 20) “CON-
CERNS: .. SECURITY" {p. 21} "Bandwidth consumption ... Inter-
net congestion ... for the first time we can truly aggregate this
unused resource for valuable applications” [Editor’s note: An
interesting article that cites, besides SETI {"search for extraterrestrial
intelligence” that ended 2020) o number of other applications. Of
course, distributed Internet computing stayed with us using guite o
numberof different names, e.g., network, grid, clond, fog, edge, etc. but
in all cases hased on the same basic principles.]

News Briefs; Ed: Anne C. Lear [p. 221f): "Love Hurts: New
E-Mail Worm Afflicts Millions: A treacherous successor to
last yoar's Melizssa virus charged across the Internet in early
May. ... New Chip Helps with Network Security: A new net-
work processor could ward off denial-of-service and other
network attacks by greatly accelerating the rate at which net-
works filter data packets. ... In addition to filtering, Juniper's
processor can sample, count, or log packers.” [Editor’s note:
Despite promizes made then, malware news, as well as techrigoes
to sofve those problems, still abound. We know, howewver, thaot those
problems have not disappeared but became even worse. True solu-
tions, | believe, are not around as governments, their agencies, and
corparations ore quite involved in producing all types of malware. ]

Components: What If They Gave a Revolution and
Nobody Came?; Peter M. Maurer (p. 28): “Unlike earlier
so-called revolutions—such as stroctured or object-criented
programming—component-level programming 15 a true rav-
olution on a par with stored-program computers and high-
leval languages. ... Daspite the lack of press coverage, there
1z no gquestion that a revolution has taken place. Visual Basic,
the first language that supportad component-leval program-
ming, is now the preferred language for new development.®
{p: 31} "Today OLE [Editor's note: object linking and embedding]
controls are called ActiveX controls ... based on a technology
known as the Common Object Model (COM), which in turn
1z based on the concept of publishad, immutable interfaces.”
[Editor's note: This very interesting article onalyzes in detail
concepts of component-based programming and predicts many
aspects that made component-based programming an essential
technigue of today’s system development. Complex systems aswell
as APPs are using the technigue for the save rense of components.]

Winning Teams: Performance Engineering during
Developmient; Robert 5. Oshana. (p. 36} “Loosaly dafined,
software performance enginesring [Editor's note: SPE] 15 a set
of techniques designed to gather data, construct a system
performance model, evaluate that moedel, manage the risk
of uncertainty, evaluate alternatives, and verify the models
and results. ... Integrating SPE techniques across the varous
functional organizations proved instrumental in mitigating
these risks" (p. 37) “As mentioned proviously, SPE iz-a sat of
techniques for constructing and evaluating system perfor-
mance models.” [Editor’s note: A very interesting article as it uses
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a digital signal processor project to exemplify the various stoges
where performance engineering has played an important role.|

Guest Editor: Real-Time Distributed Object Computing:
An Emerging Field; Eltefaat Sholkri =t al. (p. 45): “While tha
fiald of object-oriented real time computing {ORC) is young, it
1z growing guickly because it offers such a wide range of appli-
cability, from complex real time systems to the next genara-
tion of computing and communication devices. ... With this
collection of articles, we've tried to emphasize innovative and
practical solutions for integrating 00 [Editor's note: object on-
ented] computing technologies into RT [Editor’s note: real time]
gystems enginesring methods. ... Wae are pleaszed to ba abla to
present four valuable articles that cover a wide range of issues
that center on devaloping object-oriented, real time distnb-
uted computing systems." [Editor’s note: The four articles that 1
present below, only with their titles, authors, and abstracts, are very
interesting to read as they explain pros and cons guite in detail on
what approaches were taken to arrive at the proposed extensions,
respectively, adjustments of the discussed methodologies |

The Real-Time Specification for Java; Greg Bollella et al.
|p. 47): “The RTS] [Editor’s note: real-time specification for Java)
providesa platform that will let programmers correctly reason
abgut the temporal behavior of executing software. Two mem-
bars of tha Real-Time for Java Exparts Group explain the RTS]s
foatures and the thinking behind the specification's design.”

An Overview of the Real-Time CORBA Specification;
Deouglas C. Schmide et al. [p.56): "OMG's [Editor s note: object
management group's] Real-Time CORBA [Editor's note: common
object request broker architecture| provides standard policies
and mechamizsms that support quality-of-service require-
ments end to end. Such support enhances the offectiveness
of distributed object computing middleware as a platform for
performance-gensitive real time systems.”

A Generic Frnmework for Modeling Resources with
UML; Bran Selic [p. 64} “For real time systems, design-
ars must consider physical and logical resources. Davalop-
ars can use the OMG's Unified Modehing Language to model
tesources and thus predict crucial system properties bafore
fully implementing a system.”

APIs for Real-Time Distributed Object Programming;
E.H. (Kane) Kim (p. 72}: *This articls focuses on application
programming interfaces (APls) that take the form of C++ and
Java class libraries and support high-leval, high-predision,
teal time object programming without reguiring new lan-
guage translators.”

Communications: Recent Advances in Wiraless Nei-
working: Uplkar Varshmey (p. 100} “After discussing

advances in wired networking in a previcus column (Recant

2 COMPUTER

Advances in Wired Networking, Computer, April 2000,
pp. 107-109), I now turn to advances in wireless networking. ...
Thase factors—along with demand for higher bandwidth and
global roaming—will continue to push the standardization
and the near-future deployment of third-gensration wireless
networks using terrestrial and satellite components.” (p. 101)
“These specifications offer the flexibility needed by both the
satellite frerrestrial providers to design new third-generation
systems.” [Editor’s note: The article mostly discusses third-gener-
ation systems. As we know, fourth- and fifth-generation systems are
now here and the sixth generation is already intensely discussed |

The Empire Strikes Back ... with the X-Box; Michael
Macedonia (p. 104} “Microsoft's fortunes have certainly gone
sour recently. ... Overshadowing these developments, howeaver,
iz Microsoft’s announcement that it plans to build the X-Box."
{p- 105] "The console market will prove a tougher challenge,
though, because hers Microsoft faces dominant, entrenched
compatition: Sony" [Editor's note: Despite the title, the article
does not predict the success of the X-Box but rather analyzes the
expected properties of it. The X-Box was and sall is suecessful today
but is positioned in third place after PlayStation ond Nintendo.|

Alive and Well: Jini Technology Today; Jim Waldo
{p:107): "The Jini community is an ongoing eXxperiment in try-
ing to mix open-source development technigues with indus-
trial enginesring development. ... In a Jini network, services
adwvertise themsalves by saying what Java langnage interfaces
they implement. ... Advertisement and matching of client
and service oocurs in a Jini lookup sarvice, a place where pro-
viders of a'service can register what they provide, and clients
of services can look for what they need.” [Editor’s note: Yes, Jini
wizs alive in 2000 but was later moved to Apache as Apache River,
and was finally retired in 2022 due to lack of further activity]

The End of Research as We Know It?; Ted Lewis [p. 112}
“Venture capitalists stalk the halls of Stanford University's
Gates Building, secking cut high-profile research projects
and the bright graduate students drawn to them. ... Thus
has venture capital rapidly displaced government grants
as the preferred source of research funding. ... Once again,
rich private citizens will fund most research.” {p. 110] "A new
urgency is needed in the lab as well, to compress the prod-
uet-development model as follows: 1. Academic research still
provides new-product ideas, but the focus shifts to student
dissertations. Z. Venture capital funds a startup company
built around a new-product idea” ... [p. 111) “VCs routinaly
purchase innovation for a fow shares of stock, usually at the
expense of a students educational future, financial health,
or both." [Editor's note: This rather pessimistic prediction of
our research future has proven wrong, as the government funded
research, unfortunately much via the milttary, has grown signifi-
cantly over the years. Startup-funded research has also shown its
fallacy, as the dot-com crises and oversold claims have shown. ] M
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Michaal Chapiro=, SolutionsDiscovery [ R
. That article inspired us to lock at
Joffvcy Wons ¥y IEEE Fallow how data centers are impacting CO,

emissions beyond the impact from
concrete. Hare are a fow facts.

This message explores the relationship

between CO, emissions, data centers, and Al. “According to [EA, esti-
mated global data center

elactricity consumption, in

n the article “The Al Boom Rests on Billions of Tonnas 2022, was 460 terawatt-hours ([TWh) or around

of Concreta” (https:/fspectrum.iees.org /green-concrata), 1-1.3% of global final alectricity demand, ex-

wa werse struck by this comment: cluding energy used for cryptocurrency mining
(estimated to be 110 TWh in 2022) or for data

“Conicrete is not just a major ingredient in data transmission network energy use (estimated

centars and the power plants being built to energize to range from 260 to 360 TWh in 2022). Us-

them. Astheworld's most widely manufacturad ing the value of 350 TWh {40 GW) for data

material, concrete—and especially the cement centers, then in 2024, data centers consumed

within it—isalse a major contributor to climata more energy than all but a fow countries.™

change, accounting for around 6% of global green-

house gas emissions. Data centers use so much “In 2022, U.S. total primary energy consumption was

concrete that the construction boom iswrecking about 95 quadrillion British thermal units [Btu), which

tech giants’ commitments to eliminate their was egual to about 16% of total werld primary energy

carbon emissions. Even though Google, Meta, and consumption of about 600 quadrillion Btu."? Assuming

Microsoft have touted goals to be carbon neutral

ornegative by 2030, and Amazon by 2040, the

industry is now moving in the wrong direction.” DISCLAIMER

The authors are complately responsibbe for the content in
this message. The opinions expressed here are their own.

Digitnd Ofvject Identifier MR 1109 MC 2025 2048825
D of carrend version: 24 Moy 2005
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In this Issue, we're publishing four articles on diverse
fopics.

In the first article, AL the authors argue that dightal data
are necessary for science research. The-authors expiain that
they already published a Research Data Reference Architec-
ture (RDRA) that Is a high-level feature setuseful for data
storage implementations. However, they acknowbodge that
thelr RORA did not mandate technology cholces and did not
spectiy service levels. This article proposes a new Capability
Maturity Model that allows organizations 1o assess thelr spe-
cHicreguiremnents, including projected growth, risk profiles,
and budgets.

In the second article, A< the authors explore the impact
of artificial inteliigence (A on humans. The article discusses
Responsible Al as itrelates to designing, developing, and
deploying more ethical Al systems. The article proposes
knowledge graphs for Responsible Al and suggests how these
graphs process unstructared information.

In the third articke. %= the author explores the shift from
manual to automated testing, emphasizing the role of Al and
machine learming in enhancng efficlency and quality assur-
ance in the software development ifecycle. The article evalu-
ates.current practéces and discusses advancements, Inclading
shift-ieft tosting, cominuous testing, and Al-driven metrics. An

Digitad Object Tdentifier 10.1 104 MC 2035 3557071
Dot a[lrmrrrend version : 29 Moy 26025

experimental evaluation Is provided that compares tradimanal
testing with Al-enhanoed methods.

In thie fourth articlo, M the authors envision a futare whisns
information systems actively assist incompleting tasks and
reducing workloads. This article discusses research on Al
agents and artificial capable mielligence that atms woreach
the next frontier Ininformation access: tosk completion. This
includes task automation and action engines that work with
humans and regoire reliability, safety, and securtty.

—Joffrey Voo™, Editor in Chief

APPENDIX: RELATED ARTICLES

Al. D Abramson and |. Carmoll, "A capability maturity
model for research data storage systems,” Compurer,
vol 58, no. §; pp. 30-39, jun. 2025, dok 101108/
MC 2025 3540003

A2, X LL Q. L, Q. Bal, and X Xu, *The role of knowledge
graph on responstble artfical Inteliligence realization:
Resparch opportunities and challenges,” Computer,
vol. 58, no. 6, pp. 30-48, Jun. 2025, dot: 10. 11097
MC 2025 3545036,

AS. A Saxena, "Rethinking software testing for modem
development,” Compirter, vol. 58, no 6, pp. 40-58,
Jun. 2025, dot: 10.1100/MC_ 2025 35545004,

Al 5. Nathetal, "Fromsearchenglnes 1o action engines,”
Computer, vol. 58, no. 6, pp. 59-68, jun. 2025, dok
101100/MC 2025 355664T,

all U.S. data centers consume 50% of
the globally consumed electricity for
the data centers, dara centers in the
United States consume about 3.9 qua-
drillion Bru or about 4.1% of the total
slectric energy consumption in the
Unitad States.

If we assume that the data trans-
mission network energy use and
the energy used for cryptocurrency
mining in the United States consti-
tute 50% of the pglobal use for those
activities, then we can assume that
the United States spent anocther 4
guadnllion Btu, or about 4.1% of the
total electric energy consumption in
the Unitad States, for data transmis-
sion and eryptocurrency mining.

14 COMPUTER

“By 2026, the energy spent in the
United States on data centers is esti-
mated to increasa by 1.5 timas.™ This
effactively makes energy consumpticn
by data centers in the United States
about & guadrillion Bru. If electricity
consumption for cryptocurrency min-
ing and datatransmission network en-
ergy usage also increases by 1.5 times;
we can add another 6 quadrillion Bru.

If slectricity consumption in the
United States stays at around 95 gua-
drillion Btu in 2026, then ensrgy con-
sumption by the data centers, data
transmission, and cryptocurrancy
mining will grow to about 12.1% of the
total electric energy consumption in
the Unitad States.

According to the Energy Infor-
mation Administration, “the annuoal
total energy-related carbon dioxide
emissions” in 2023 was approximataly
4_B07 million metric tons (MMT). “Tha
term energy-related CO, emissions, as
used in these tables, refers to emissions
released at the location where fossil
fuels are consumed.™ The electrical
power sector was responsible for 1427
MMT in 20233 Assuming in 2026 that
the elactrical power sector will be re-
sponsible for about 1,500 MMT, we can
conclude that the estimated carbon
dicxide emissions related to electric-
ity consumption for data centers, data
transmission, and cryptocurrency
mining (technology) will approach
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WRITING FOR COMPUTER

agarines aro great placoes 1o park stores. Computer

comtmually secks and encourages authors who have
good storles. Storytelling can be technical or nontechaical, for
example, opinlon pleces. If you've ever thought about writing
for Computer, let me explain your options.

Most readers are aware of Compurer's feature articles.
There are three types: researchfeature, perspective, and com-
puting practice. Feature articies undergo the normal lEEE poer
review and should be at least 4,000 words In length, Including
figures and tabbes, which account for 300 words each. (See
the guidelnes for submitting a feature article at ttpsfwwa.
computerorgicsdlimagazino/cofwrite-for-us/1501 32
title=Authors 20informationgéperiodical=Computer.) You
cansimply subimit 3 paper on a topic of your choosing, or you
cansubmit 3 paper to anexisting call for papers for aspecial
issue. (See the guidelines for submitteng a feature ariicle at
httpsdiwww_ computer.org/publications/author-resources/
calls-Tor-paperstype=magst&publication=co.}

Thie other side of Computer 1s the column articles. Our
curment codumins are *“Cybertrust,” *Microelectronics,” "Cyber-
Physical Systems," fIntermet of Things.” #IT innovation,” *0pen
Source,” *Data,” *Standards,” "Computing's Economics,” *Soft-
ware Engineertrig,” "Artificial Intelligence/Machine Learning.”
FEducation,” "Algorthms." *Memory and Storage,” *Computing
Architectures," "Humanity and Computing.” *Games,” "Notes

Diggitad Otfvjert Tdeatifier 10,1008 MIC. 2005 355594 36
Ddrof current version: 35 May 2026

From the Field,? and "Industry Insights.® Most of these columns
are open for unsolicived articles.

Column articles are usually either optnion pleces or short
techmnical artickes. Column articles should be fewer than 2,500
words (n length, Including figures and tables, whichaccount for
ZD0 words each. Column articles are approved for publication
by the column's ediors). Column articles do not go through
the peer-review process that feature articles do. If you wish
to write 3 colurmn artiche, you should pitch your Idea for your
article to the column's editon(s) first.

And we have one mare artkcle category, which we refer toas
virtuol roundtgble. These are created from virtual panel disous-
slons where a handiul of experts are given a set of questions
conceming a timely techndcal topic. The question responses are
written into the article. These articles are guite popukar with
the organizers, panelists, and readers. | you care to organize
one of these, please contact the edmor in et (EIC) ferst

H you're more Interested ingoest editing a special issus
of Computer, piease first read the guideimes for special issue
proposais at https:ihwww.computer.orgicsdlimagazineicol
write—for-us/ 1591 1 Mtitke=5pecai® 201ssupth 2 OProposalst
pericdical=Computer. IT you care 1o organize one of these
spodial lesups, please comtact the EIC first. Note that one guest
editor for a special lssue minst be a current member of the
Edttorial Board of Computer.

Writing for Computer is rewarding! Think about it

—Jeffrey Voas, Editor In Chief

about 180 MMT in 2026. This amount
constitutes about 50% of the C0, amis-
gions from the entire U.S. residental
sactor and mora than 50% of the entire
U.S. commercial sectorin 2023.

And finally, Amazon, Microsoft,
Google, and Oracle are the leaders in
clond computing. According to The
Washington Post, Amazon has doubled
down on nuclear energy with deals for
small reactors.?

"Amazon isleading a US5500
million funding round for

X-Energy Reactor, a company
that develops small modular
nuclear reactors and fuel. It's

also working with utilities in
Washington state and Virginia
on potential SME projects.
Google said Monday it will
purchase energy from small
modular noclear reactors buile
by Kairos Power. The first
Kairos Powear SME is intended to
com# online by 2030. Amazon
and X-Energy want to bring
maore than 5 gigawatts of power
projects online by 2039.7%

And although nuclear power teac-
tors do not directly emit CQ,, mining
and refining uranium ore for reactor
fuel require energy. "Muclear powar

plants reguire metal and concrete
which requiresenergy. [f fossil fuels are
used for mining and refining uranium
ore, or if fossil fuels are used when con-
structing nuclear power plants, the
emissions from burning those fuels
should bebalanced against the electric-
ity thatr nuclear powers genarata ™

a‘:'_";."'- nd finally, according to com-
i :_ﬁ puter scientists at the Univer-
& W sity of Waterloo in Canada,
changing 30 lines of code in Linux
could cut energy use at some data
centers by up to 30%.7 And, interest-

ingly, Microsoft is looking to build

JUNE 202C 15



EIC'S MESSAGE

data centers using wood to decresase
emissions.®

The bottom line is that data centers
increase CO, emissions. One solution
to reduce these emissions may be for
data centers to run more efficient com-
puting algorithms [for example, proef
of work in crypto iz an energy “guz-
zler"). Or maybe, the answerisasold as
time—wood.
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VIRTUAL ROUNDTABLE

and Machine
Learning

Phil Laplante'Z, IEEE Fellow

The most recent |JEEE Workshop on Assured
Autonomy, Artificial Intelligence and Machine
| earning provided a forum for experts to reflect

on the state of Al and security. This virtual

roundtable summarizes their observations and

recommendations.

rtificial intelligence (Al)and machinelearn-

ing (ML) systems are increasingly seen in

areas such as self-driving land vehicles, an-

. tonomous aircraft, and medical systems. Al

systems should egual or surpass human performance,
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Assured Autonomy,
Artificial Intelligence,

but given the consequences of fail-
ure in these systems, how do we
determine that the data gatherad
to train an Al system are suitably
representative of the real world?
How do we assure the public that
these systems work as intendad
and will not cause harm?

SECURITY AND AI/ML SYSTEMS
This virtual roundtable is bazed on
panels focused on security and Alf
ML systems at the Third [EEE Inter-
national Workshop on Assured Au-
tonomy, Artificial Intelligence and
Machine Learning (WAAM 2024) on
30 October 2024. We explored vari-
ous issues of AT/ML systoms and ze-
curity, including but not limited to
the secure design of AI/ML systems,
adversarial AL using AI/ML to secure other systems, and
using AI/ML for post-incident analysis. Participants listad
next provided a wide range of views on research, experi-
ences, and best practices.

The hope of this virtual roundtable is to provide a bet-
ter understanding of the state of trust and assurance for
autenomous systems and ML. Please note that the viows
presented here are those of the roundtable participants
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and authers only. We think this vir-
tual roundtable will give a nice base-
line on this topic for 2025 in this very
rapidly changing field.

COMPUTER: What are the current
and potential future security threats
to Al and ML systems?

ERIN LANLIE:

Key issues. Az with many other sys-
tems, ML models have primarily been
ovaluated in terms of their perfor-
mance, and as with many othar sys-
tems, security and privacy may have
a slight cost in terms of performance.
We nead to ensure that evaluations of
Al-enabled systems include security
and guantify the cost of losses dus to
security viclations against the cumula-
tive cost of performance dips due to the
employment of defense machanisms.
Another issue is that organizations
often structure Al secunty within Al
and not within cybersecurity. This sep-
aration can lead to the loss of security
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Torcingfunction.org.

pxpartise gained through decades of
exparienice. Many Al security issues
are mitigated or the attack surface is
narrowead through traditional cyberse-
curity practices. For example, the cor-
tect use of access control, encryption,
homomorphic encryption, and integ-
ity checking can all reduce the size of
the attack surface for data poisoning by
protecting data at rest and in compu-
tation, such as when using third-party
services for storage or model training:
OF course, securing against data pol-
soning may also require additional
new approaches due to the statistical
nature of amtacks, such as the number
of samples needed to be manipulated
to impact the model or aven physics-in-
formed detection when the physical re-
lationships prasent in the uncorrupted
data are known and can be modeled.
Still, eybersecurity iz already a varied
field {ranging, for example, through
darabases, networks, software, sensors,
and social engineering), and securing
each type of system requires domain
subject matter expert knowladge.

USA: Contact him at djstraci@sandia.gov.
Girija Subramaniam s the founder of Forcng Function LLC,
Montgomery Village, MD 20886 USA. Contacther at girfjaid

Al security could bensfit from
identifying other commonalities
among the varied systems for which
we already apply cybersecurity. For
example, security differs from safety
in that safety wviolations often occur
in rare events that happen with some
measurable probability while security
violations often occur in unexpected
events that an intelligent adversary
intentionally causes by hunting for a
woakness; adversarial thinking is an
important and teachabla skill. Sys-
tems that do or do not includs Al may
all be suscoptible to spoofing attacks,
making an input look like a different
input; examples from traditional cy-
barsecurity include phone phreaking
and spam detection evasion, while
patch and perturbation attacks are
used to evade ML perception. Differen-
tial privacy, 2 mechanism for ensuring
individual privacy by pguarantesing
that the result of a query i not sub-
stantially dependent on any indi-
vidual's data, has been employed for
protecting privacy in ML systems.
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State of security. Wa have known for
about a decade that ML models are
vilnerable to nowvel artacks. While
important and alarming, the prac-
ticality of the attacks is not always
clear. Parturbation-based attacks that
add noise to pixels are easily exploit-
able if there is a vulnerability in the
other system components that allows
an attacker to inject noise, eithar by
supplying their own noised sample,
possibly bypassing the systam input/
sansor, or by having noise added to the
sample somewhere on the communi-
cation channel between the input and
modal. Of course, there are many other
things an attacker could do with this
level of access that would not require
much of the knowladge needad to con-
struct an adversarial sample; such as
directly changing the output of the
modal to the desired class. That said,
these attacks may be stealthy. Work
that demonstrated the applicability of
physical attacks—placing stickers on
stroot signs, 3D printing turtle shells
with rifle patterns, or using light pat-
terns from lasers to spoof against a li-
darsensor—makesitpossibleto attack
the model with no system access so
long as the adversary can manipulate
the environment. We ara also sesing
ML not as the target of attack but used
to deliver a malicious payload. For ex-
ample, malware can be stored in the
least significant bits of model weights
and bypass security scanning without
impacting model performance.

Some defense mechanisms for per-
turbation attacks, like retraining on a
dataset with adversarial samples, put
the defender in the “whack-a-mole"
position of responding to attacks after
theyare found. Others, like smoothing
mechanisms that inveclve aggregat-
ing the predictions for samples taken
around the potentially compromised
point, can be more proactive. Ideally,
we would like defenses with a guar-
antee of security like what iz done
in cryptography, either in terms of
computational difficulty or provable
unconditional security. We also want
to think holistically about the entire

system. A lot of attention is currently
being paid to tweaking attacks against
an ML model because its exciting, but
there may be easier attack vectors else-
where in the system. In cybersacurity,
we know that the attacker is not go-
ing to try to break the cryptographic
algorithm if they can find a weakness
in the protocol or if they can just steal

are particulary vulnerable to data poi-
soning. Data poisoning may also occur
at rest while the data are stored when
there are weaknesses in the system's
access control or during computation
such asby training on a cloud platform
or using open socurce packages with
malicious code. Models may be up-
dated with new samples to avoid data

Al security could benefit from identifying other
commonalities amoeng the varied systems for which
we already apply cybersecurity.

the eryptographic key. We need secu-
rity employed across the entire sys-
tem. Additionally, as with all systems;
Alenabled system components are
not siloed, and weaknesses may occur
where the components interact. ML
developers should be given some basic
training in cybersecurity and deeper
knowledge of Al security to help se-
cure the final composed system.

Main threats. One of the biggest
threats against AI/ML systems iz data
poisoning due to the data-centric na-
ture of these systems. Data poisoning
is the act of tampering with the train-
ing data to cause a modal to learn an
incorrect function. It may be targeted
to aspecific class, possibly with aback-
door trigger that creates an exploitable
vulnerability known only to the at
tacker, or untargeted, where the goal
is degraded model performance more
genarally. Data poisoning is challeng-
ing bocause it can cccur in OUMerous
places throughout the AI/ML lifecy-
cle and is often difficult to detect. As
modals have difficulty generalizing
beyond the training data, the bast data
to use for training are gperationally
televant data. For systems that oper-
atein contested environments, the ad-
versary may poison the original data
art the ome of collection. In this case,
there may be no clean data to compare
against. Open source data without au-
thentication and integrity checking

drift over time via retraining or online
learning, but this creates anothar at-
tack vector for data poisoning.

Like data poisoning, the assump-
tions we make about the data may net
be correct. For example, anomaly de-
tection 15 an unsupervised learning
technigque where the “normal” data are
maodeled, and inference classifiss in-
coming samples that dont match the
original distribution as “abnormal®
Anomaly detection used to identify at-
tacks in network traffic requires that
attack traffic is not in the collected
data. However, zero-trust principles for
security tellusto assume that an adver-
saryis already present in the network.

Mis/disinformation. Generative Al
{GAIF has incraased the scale ar which
mis/disinformation campaigns can
be waged and has lowerad the bar to
entry. Previously, special gkills in spe-
cific domains were needed to create
forgeries that would pass scrutiny, but
generative technologies can automate
the process of creating decpfakes in
modalities like image, video, voice, and
text. The pood news is that GAI often
leaves fingarprints that are discernable
to 2 human on inspection. On the other
hand, GAI bots can create 30 much fake
content that they drown out the truth,

*The findings of anather panel on GAL and DevSeclips
will appear in the July edition of my “Software
Engimeering” colwmn.
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which has the similar effect of exhaust-
ing 2 human operator receiving too
many false positives and wears down
the ability to perform inspection.

Measures. The Al gsecurity literature
guantifies the effectivensss of attacks
interms of how many attacks achieved
their intended goal: the attack suc-
cess rate [(ASR). The ASR is often pa-
rameterized by aspects of the attack,
guch as the strength of perturbation
applied, as high-strength perturba-
tions can often completely disable
ML perception but at the cost of being
highly dotectable to 2 human operator
Inot stealthy). Defenders may measure
their medels in tarms of the numbear of
attacks against which they are robust
or the size of the robustness ball that
sarves as a distance around a sampla.
As in the cybersecurity community,
security evaluations should first be
made by defining the advarsary modsl
as wall as the assots to protect by any
defense mechanisms in place. Cov-
erage criteria have been used exten-
givaly in software testing to quantify
the coverage of the system by the test,
and combinatorial coverage has been
adapted for characterizing the ML
input space. There is likely a role for
coverage criteria over the adversary
characteristics to put into context
where and when models are vulnerabla.

Requirements. Securityisonlyproven
against a specific adversary model

Yat, for ML systems, requirements are
often implicitly specified by the data.
Both the intended use requirsments
and the security requirements—what
security properties (for example, con-
fidentiality, integrity, and availabil-
ity] the system should have, under
what conditions, and against which
adversary—should be specified like
other information systems.

Quality. In cybersecurity, and espe-
cially cryptography, we are taught
Kerckhoff's principle, summarized
as "security should not raly on obscu-
rity." While alack of knowledge about
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the system may slow down the adver-
sary, it rarely stops them. In the case
of ML, even if the adversary does not
hawe access to the model directly, they
may know quite a bit. If they know the
task being performed, they may be
able to guess the model architecture
(or similar) and aven possibly the data-
set. With query access, they can builda
surrogate model, and adversarial sam-
ples often transfer from one model to
another, even when they have differ-
ent architectures.

ALWYN GOODLOE: Most organi-
zations have siloed Al into separate
Al-forused groups isolated from tradi-
tional software enginesring. We often
hear how "Al iz difforent” meaning
that traditional cyber and software en-
gineering technigues do not apply to
the brave new world of AI/ML. This is,
of course, nonsensel Allthe old security
threats still apply, albeit sometimesina
slightly different guise. Hence the im-
portance of having eybersecurity prac-
titioners embedded in any Al group.
The biggest nontraditional security
threat comes from the fact that im ML,
data arealgorithmic, meaning thatthe
utmast care mustbetakentosecurathe
data. In particular, the provenance and
integrity of data are critical to prevent
advarsaries from attacking a system
by maliciously creating faltering data.
While practices are improving, 2 great
many ML models ara built from open
source data, which 15 not secure. In
addition, ML systems, aspecially those
for perception, are subject to adver-
sarial attacks where a scene is slightly
alterad (for example, putting tape on
highway signs], causing brittle sys-
tems to return answars that are wildly
off: While a great deal of research has
focused on how to ensure thar ML-
enabled systems are robust apainst
such attacks, thereremains alarge gap
between theresearch and practice.

ANOOP SINGHAL: The last several
years have witnessed the rapidly in-
creasing use of ML systems in multiple
industry sectors. Auto-driving ears

use ML to process the imagesfvideos
from cameras to understand the traf-
fic signalz and real-time traffic around
them. ML has been nsed to translate
text from one language to another in
several systems. Deep learning has
been used in products'such as Google
and Mozilla to understand speach.

It is widaly recognized that the ex-
isting security analysis frameworks
and technigues, which were deval-
oped to analyze emterprise [softwars)
systems and networks, are not very
suitable for analyzing ML systems. ML
systems have new kinds of causality
relationships that cannot be handled
by curremt approaches for security
analysis. For example, artack graphs
are fundamental tools for enterprise
security analysis but mainly focus on
relationships between security vulner-
ahilities [such as Common Vulnerabili-
ties and Exposures [CVEs]] and exploits
{which mainly focus on newly gained
permissions/accesses). In contrast, a
good foundation for analyzing security
issues in ML systems must also capture
the causality relationships invelved
in data poisoning and evasion attacks
using adwversarial examples. It is clear
that such causality relationships are
not really relevant to traditional at-
tacks that involve the exploitation of
common vulnerabilitias (CVEs).

Evasion attacks and data poisoning
attacks can make ML systems misbe-
have. Evasion attacks refer to crafting
adversarial examples after the train-
ing phase so that models produce in-
correct cutputs. Dato poisoning attocks
rafar to modifying the training data
so that the trained modal will ba mali-
cipusly altared.

Thare is a need to develop new tech-
nigues for modeling attacks om ML
systems using causality graphs. These
graphs can beused to capture the data,
model, and library dependencies in a
specific ML system:

SARA RAMPAZEIL:

Main threats. From a cybersecu-
rity perspective, there are two key
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challenges when we rely on Al algo-
rithms to make automatie eritical de-
cisions involving direct interactions
with humans, such as in autonomous
driving or health-care diagnostics.
The first challenge is to overcome the
assumption that Al modals are trusted
based only on the guality of their input
data. This arizses becanse we trust Al
based on how well formed, complate,
and unbiazed the data used to train
thesa models are. However, since wea
don't fully understand how thase al-
gorithms extract information and fea-
tures from the training data, we cannot
fully grasp the axtent of the relation-
ghips and correlations they identify,
egpecially in complex systems. This
makes these algorithms prone to be
manipulated by attackers as they ex-
ploit relationships hidden in the data.

The second challenge is creating
standardized and widely accepted
measures of the reliability and securnity
of these models. Currently, the parfor-
mance and accuracy of Al modaels are
often mistakenly equated with their
security and safety. Anaccurate modal
does not necessarily mean that it is se-
cura and reliable for human use. From
the cyberphysical system security per-
spective, we saw the emergence of two
main threats as follows.

Overloocked interactions between
Al, software, and hardware: Al algo-
rithms used In autonomons of samiau-
tonomous cyberphysical systems make
decisions and provide predictions based
on data captured and elaborated by
hardware and low-level software. How-
over, electronic components, sensor
data, and software can be manipulated
by attackers, leading to incorrect Al de-
cisions: For instance, physical attacks
use external signals to change sensor
measurements and trick Al modals
inte belisving false information, even
if the model iz designed correctly. Secu-
rity measures that do not considar the
overall interactions among software,
hardware, and Al model input/output
corralations can be easily circumvented
and sxploited by attackers.

Lack of external feedback to validate
the automatic decisions. Often, Alal-
gorithms are only validated by them-
selves or avaluated by other Al med-
els. This has been shown to generate
loophioles and backdoors, espacially in
complex and sophisticated cyberphys-
ical systems. Attackers can exploit the
lack of proper external feedback as a
point of access.

Measuring and testing. To guote
Stuart Russell, one of the major con-
tributors to Al, we should consider
incorporating the concept of uncer-
tainty where humans or the systam
itzalf i asking for external feedback
(for example, by humans, other sys-
tem components, of external systems)
when the modal is dealing with uncer-
tain situations and scenarios Instead
of leaving the algorithm, taking im-
mediate action, and then evaluating
the final cutcome. Efforts to regulate
and standardize data collection pro-
cedures, along with the creation of
universal safeguards and automated
guidalines for designing and testing
models (similar to the MISREA rules
in the automotive domain), can help
asgese the security and safety of Al/
ML systems without disclosing direct
information about the model architee-
ture and training data.

Ancther crucial point iz to inform
users about conformity and compli-
ance with regulations and tests. This
can incentivize manufacturers to ad-
dress potential issues and help users
build trust in this new technology. Sim-
tlar approaches have boen taken with
safety-critical systems such as avionics
and medical devices, and we should en-
vision something similar for AL

COMPUTER: What are the biggest
challsngesin managing risksin public
gystamsT

PAYEL DAS:
Model landscape. Some of the con-

cernswith Alsystemsand autonomous
agents are the availability of broad

attack surfaces (for example, 2 modal
intaracting with models, coda/ftools,
software, and data centars), which as-
calates their safaty risk and trast con-
siderations. Another related issue is
the mfusion/influence of a modal om
another model through the interaction
during training {synthetic data), eval-
uation [large lanpuage model (LLM)
as a judge], etc. This puts the autone-
mous agents at a very high risk of data
contamination and biased testing. It is
important to consider modal testing
in a dynamic humanized manner that
considers the tradeoff between safety
and utility.

Data landseape. The publicly avail-
able data can have ‘strong bias and
fairness issues. While current data cu-
ration technigues for generating train-
ing data for Al modals do consider the
usa of biasfairness/misinformanon/
hateftoxicity detectors, their defini-
tions of those dimensions are static
and therefore may not suit when there
iz a data drift. There are also risks in
missing unsxplored dimensions and/
or defining those dimensions as per
Waestern world standards.

Regulatory frameworks. [ advocated
for a U.S. Food and Drug Administra-
tion {FDA)like povernment body for
Alregulation, which will define safety
and regulation dimensions and imple-
ment a plan around thoge. The pansl
discussoed the European Union (EU) Al
Act, which iz ahead in Al regulation. [
shared some first-hand feadback from
business owners from the EU who
were concerned about the strict rules
and regulations described in the EU Al
Act and the lack of clarity and trans-
parency arpund them. The concern is
alzo that az of now, the plan of action
around the EUJ Al Act is to be defined,
which puts businesses, particularly
the low-margin ones, in a state of
uncertainty.

Data privacy. We discussed the im-
portance of model intention char

acterization before the model gets
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access to private data. The goal would
be to allow access only to the modaels
that meset the safety standards. This
again puts us back to the necessity of
aregulatory body like the FDA for AL

DAVID STRACUZZI:

Model landscape. One major risk in
any Al application relates to trust. Ide-
ally, we'd like our end users, particu-
larly those who use Al-based systems
to perform their daily jobs, to trust and
tely on Al systems with the goal of ac-
celerating and improving the quality
of their work. The rick arises whan we
try to develop Al-bazod systems to en-
gender that trust. Trust can be manip-
ulated, often unintentionally, causing
people to overrely on Al and other
data analysis systems, using the Al's
judgment in place of their own even
when unwarranted.

In practice, the goal of developing
an Al-based system iz to maximize
the decision-making performance of
the and user, with trust between the
userandthe Al arising as a side effect
of good task performance and com-
munication. Al systems must provide
sufficient information to support the
end user's decision-making process
without manipulating their natural
risk profile or bogging the user down
in excess detail. Developing such Al-
based systems will not be simple as
recant research indicates that there
are many mechanizsms by which in-
formation systems can influence
human users. Mereovar, ressarch
also shows that maximizing the per-
formance of the combined human-Al
gystem can often involve tuning the
Al to perform well against task-spe-
cific metrics as opposed to broad-
based metnes such as accuracy or F1
traditionally used in the Al research
literature. The Al community needs
to work with cognitive scientists
and experimental psychelogists to
develop improved human-Al inter-
action metheds, along with meth-
ods for assessing human-Al system
parformance.
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LANUS:

Privacy and security. Differential
privacy, 2 mechanism for ensuring in-
dividual privacy by guaranteeing that
the result of a guery is not substan-
tially dependent on any individuoal's
data hasbesn employed for protecting
privacy in ML systems. Often, privacy
and utility are expected to be at odds
as the idea is that sufficiently cbscur-
ing individual details leads to modal-
ing an approximation of the function.
However, some research suggests that,
in fact, differential privacy applied to
protect ML training data has the ben-
efit of preventing overfitting. That is;
the ML model should be learning a
more general function to generalize
to unszeen data and avoid memerizing
individual samplas.

Addressing bias and fairness. What
bast practices should be adopted to
mitigate bias in training datasets, par-
ticularlyin health care and transporta-
tion? This depends on the type of bias
involved. When the bias is a statistical
skow assoriated with the function to
be learned, mitigating bias may have
the unwanted effect of destroying the
utility of the model. In some cases, bias
exists in the population to be modeled
asthe result of institutional lias, but it
is noise and not the true function. In
these scenarios, there are a variety of
fairness meatrice that can be utilized,
such ax disparate impact; however,
this requires some domain knowledge,
such as identifying groups that may
be (un)favored or the identification of
sensitive attributes or those that may
be proxies for sensitive attributes.
Doing this well reguires an interdis-
ciplinary team probably composed of
an ML developer, a statistician or data
scientist, and a social scientist who un-
derstands the population being mod-
eled and harmful outcomes.

TRACY BANNON:

The uszs of Al-generated synthetic
data in GAl-augmented systems intro-
duces significant risks. When modsls

rely on other models for training or
validation, it creates a self-refarantial
loop that ecan amplify inaccuracies
and biasez—a phenomenon [ somie-
times described as “incestuous AL"
This practice risks degrading trust
and reliability over time, aspecially
in high-stakes applications. Under-
standing the specific context of the
system—its purpose, users, and im-
pacted populations—is paramount in
mitigating the risks. Al systems are
not one sizge fits all. Selutions, inchu-
sive of embedded Al models and train-
ing data, must be designad to reflect
the unique challenges and nuances of
their intended environment.

Geocentric biases mmherent in re-
gion-specific data can undermine fair-
ness and equity in public-facing sys-
tems. Mitigating these risks requires
an understanding of the representa-
tion gaps in datasets. It also requires
that data scientists and enginears are
committed to evaluating protected at-
tributas and coverage. Humaninvolve-
ment in the design and evaluation
process is critical to identifying biases
and then addressing them inways that
align with the system's goals. What is
the purpose of the system, who are the
ultimate decision makers, and who are
the impacted populations? For sxam-
ple, fairness-focused systems designed
to improve equitable access to re-
sources must define explicit measures
to counter bias, such as adjusting data
inputs or weighting outcomes to bal-
ance inequities. Conversely, statistical
orexploratory models may require lass
correction but still need transparency
about what iz missing from the train-
ing datasatis).

Balancing focoged models and me-
ga-modalsis another challenge. While
larger models provide broad applica-
bility, they often introduce systemic bi-
ases that ara difficult to detect and cor-
ract. Onthaother hand, focused models
tailored to specific applications may
lack robustness in diverse scenarios.
A contextualized approach—tailoring
modals to specific applications with a
forus on high-quality comprehensive
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training data—could mitigate these
risks. Involving humans to wvalidate
putputs and alignments with the in-
tended purpose may help navigate the
tradecffs betwaen broad applicability
and focused accuracy.

A final, though somewhat tangen-
tial, challenge lies in the tendancy
to anthropomorphize Al systems,
treating them as human-like decision
makerz rather than probabilistic tools.
This misplaced perception can lead to
overteliance on Al-generated outputs
and the underestimation of their lim-
itations. Clear communication about
what Al systems can and cannot do—
as well as edocating stakeholders on
the importance of human oversightin
Al-driven decisions—is crucial to re-
ducing misunderstandings. GAI tools
must be seen as augmentations to
human judgment, not replacements,
especially in contexts where fairness,
gafaty, or trust are eritical.

COMPUTER: What ara the biggest
challenges in managing rizks in gov-
ernment systems

GOODLOE:

Tradeoffs. Focuzing on the realm of
gafoty-critical systems, reinforcement
learning is simply not an acceptable
technology in this domain dué to the
difficulty in analyzing the behavier of
such systems. The unpredictable na-
ture of such systems poses a security
risk, especially if the attacker can dis-
cern the objective function.

Hallucinations. For the case of Al
generated code containing halluci-
nated calls to functions and packages
that do not exist, approaches such as
static analysis tocls may be helpful.
Pozsibly harder to detect are cases
where the wrong function is called. [
oncehadto deal with the consequences
of an application developer using the
game name a& a low-level system eall.
The linker would link in the system
eall, resulting in erratic behavior at
execution. We had to educate our

developers to be careful when choos-
ing function names. I could sazily see
this happening in LLM-generated code
aswall.

Will we ever get there? Wall, yes and
nol Al experts rightfully advertise ML
asthe solution for problems where you
can't precisely know what you want
to build but can collect a lot of exam-
ples, and you are willing to accapt
periodic failure. Neither of “these are
acceptable when we are talking about
safery-critical systems. Yot thers are
many applications in these domains
where we know how to build them us-
ing conventional means, but applying
ML counld yield sipnificantly improved
performance. In these cases, tech-
nigues like runtime assurance and
noval approaches to verifying ML-en-
abled systems are robust and may be
able to provide significant assurance.
On the other hand, areas such as per-
ception, whete we have no 1dea how to
characterize what the system is to do
and what it isn't supposed to do, may
remain indefinitely remain an open
research question.

M S RAUNAK:

Tradeoffs. The risks associated with
online or evolving models are likely
to be higher compared to statically
trained modsls. The standards, tests;
and validation processes are sasier to
apply on a statically developed model.
The tradeoff, of course, 1s that a static
modal can be more predictable and
easier to verify and validate. However,
it may lose its efficacy over time. On
the other hand, a dynamic or online
learning model will be changing con-
tinuously, making it very difficult to
verify and validate. [ expect the de-
velopment and use of dynamic or on-
line learning models to become more
prevalent and dominant over time.
Therafore, specific standards—as waell
as testing, validations, and monitor-
ing strategies—nead to be developed
for these evolving or online learning
maodels.

Hallucinations. Hallucinations, es-
pecially in Al-generated code, are one
of the biggest sources of vulnerability.
Code injection, taking advantage of
hallucinated methods and packages, is
an easy way to design an attack. Some
of software enginsering's traditional
approaches toward code guality, such
as code reviews, will remain relevant
and may even become mors important
to guard against such attacks. More-
over, systematic thorough testing
with special emphasis on boundary
analysis and input space coveragewill
be useful mitigation methods against
these vulnerabilities.

Red teaming. Red teaming iz a
wall-accepted approach to address the
risks of AI/ML systems. The October
2023 Presidential executive order on
the safe, secure, and trustworthy de-
velopment and use of Al specifically
mentions the importance of using red
teaming. It is an adversarial method
where a dedicated team locks for
woaknesses that the developars might
have missed. While Red teaming is
ussful and should be vsed for discov-
ering vulnerabilities, one should also
be aware of its limitations. This ap-
proach is not exhaustive. Thus, it may
provide a false sense of security. Sys-
tematic axploration of vulnerability
through proper testing should not be
avoided. One must also be conscious
of the highly resource-intensive and
costly nature of the approach. It takes
alot of time and effort to propecly ap-
ply red teaming for AI/ML vulnerahbil-
ity identification. [fone does not allow
the required time and properly trained
individuals with the right toels, red
teaming will not serve its intended

purpose.

Will we ever get there? We surely
hope so. With encugh resources and
rigorous wverification and validation
approaches, we have been successful
in producing ultra-reliable software
in the traditional aviation industry.
We need to develop similar metrics,
measurement processes, and their

JUNE 202C i3



VIRTUAL ROUNDTABLE

gystematic and rigorous application
in Al. However, wa are far from that
Place now. I see two additional chal-
lenges while building reliable AI/ML
gystems, namely the inherent uncer-
tainty revolving around theirbehavior
and the potentially evolving nature
of the systems. We need metrics and
measurement processes that can ad-
dress thesa characteristies. Nowvel ap-
proaches will be required.

BANNON:

Tradeoffs: One of the most pressing
concerns for government systems is
the risk of model training data vul-
nerabilities. Many of the training
data for GAI are derived from open

modals create outputs by sampling
from learned patterns and probabili-
tieg in their training data, which can
result in novel combinations of im-
formation. While these ocutputs may
seam nonsensical to humans in the
loop, they are comsistent with the
modal's probabilistic architecture.
Rather than dismissing hallucina-
tions as errors, the focus should shift
to better understanding when and
why GAI generates ountputs cutside
expected norms. This tiss back to the
discussions in Panel Z about context
and purpose; human involvement is
critical not only for validating GAI
putputs but alse for interpreting and
integrating them within the unigue
requirements of the system. Without

One immediate way to address some of the risks
is to apply today’s modern software practices, that
is, DevSecOps principies.

or public sources, which inherently
carry risks of bias, inaccuracy, and
intentional poisoning. The coneept of
model poisoning, Tecognized by re-
search groups, incloding MITRE, and
supported by the ATLAS framawork,
Teprasents a serious threat vector. Poi-
soning can lead to models embedding
both unintentional vulnerabilities
and maliciously engineerad behav-
iors. This issue is particularly critical
for government systems, which range
from human resources applications
to scientific research to cyberphysical
gystems like weapons platforms and
antonomous vehicles. Ensuring the
integrity of model training data and
implementing robust validation pro-
cesses must be prioritized to mitigate
these risks.

Hallucinations: The concept of hallu-
cinations in GAI also demands a more
nuanced perspective. Hallucinations
are often mislabeled as "bugs,” but
they are a natural consequence of how
GAl models generate output. These
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this contextual lens, the risks of over-
teliance or misuse of GAI outputs—be
it for content generation of augment-
ing human reasoning—will only grow.

Will we ever get there? The over
emphasis on code pgeneration in
discussions about GAl in software engi-
nearing risks overshadowing broader,
equally critical usage pattarns. My re-
search has identified two primary ap-
plications of GAl: content generation
(including but not limited to code) and
augmenting human reasoning. While
code generation draws attention due
to its immediate impact, there is in-
sufficient focus on the necessary mea-
sures and metrics to evaluats GAT's
effectivensss and risks across these
broader usa cazes. For instance, whila
multiple studies from institutions like
MIT and Stanford highlight security
vulnerabilities in generated code, we
lack comprehensive frameworks to
asgess GAI's contributions to augment-
ing human decision making—a erucial
application in systems where high

assurance and contextual reasoning
are required. One immediate way to
address some of the risks is to apply to-
day’s modern software practices, that
is, DovSecOps principles. Embedding
security and validation earlier in the
software development lifecycle (SDLC)
may reduce vulnerabilities introduced
by GAl-generated outputs. Automated
dependency validation and static anal-
ysis tools could identify potential se-
curity flaws in generated code before
deployment.

STRACUZZI: Will we ever get there?
My comments about understanding
the goals of Al systems in terms of
improving work and decision per-
formance in humans apply squally
to government systems. The main
challenge is that the Al rezearch and
applications community does not yet
have a set of general theories around
system safety, reliability, security, or
usar interaction. As a result, wa have
to play “whack-a-mole” on all of these
fronts, as Enn noted earlier. Parr of
the zolution will come from contin-
uad research by academia, industry,
and government labs to develop those
theories.

Another part will come from the
compogition of the development
teams that construct these public and
government Al systems. The explo-
sive growth in Al software packapes
and downloadable models across pro-
gramming languages and platforms
makes Al system development acees-
gible to almost anyone. Everyone can
experiment, which is great] Howewvaer,
developing an Al system for others to
use, particulariy when mistakes come
with a cost, requires sxpertise along at
least four dimensions.

Al Thesoftware packagesused to cre-
ate Al-based systems often hide com-
plex assumptions about training data,
the deployment environment, and a
host of other factors. While there are
no guarantess, formal training and ex-
perience with Al algorithms and tech-
niguesincrease the chances of success.
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The domain. Al-bazed systems are of-
ten purpose built, incorporating deep
knowledge and assumptions about the
application that are not necessarily
embedded in the training data. Man-
aging this background information,
identifying the needed performance
metrics, and determining whether the
tesulting systems meet the needs of
the application environment require
input from a domain expert.

The human-Al interface. Joint de-
cision making, as any married cou-
ple can attest, requires precise and
careful communication, as discussad
previously in greater detail. Al sys-
tems can produce more sophisticated
behavior—and more complex jus-
tifications for that behavier—than
many past software and automation
gystems. Special care and study are
needed to ensure that Al systems
have the intended impact on user task
parformance.

Security. Al-based systems, including
the human-Al interface, create a novel
zat of attack surfaces that include and
extend beyond traditional eybersecu-
rity concerns. Anticipating and con-
trolling these attack vectors are not a
part of traditional traiming for most
experts in Al, application domains, or
human-Al interaction. Likewise, tra-
ditional ecybersecurity concerns are
also relovant to Al systems, as others
have noted in greater datail.

By reguoiring that Al application
development teams have adeguate
representation from these four dis-
tinct areas of expertise, we can at
least ensure that the issues associ-
ated with each area have receivad
consideration. Importantly, the in-
tersections of these four areas each
generate novel challenges and re-
search needs. This is not to say that
wa should halt Al application devel-
opment until these challenges can be
fully resolved, but they do need to be
addressed on a perapplication basis
{also known as “whack-a-mole”) until
the research community can develop

the fundamental theories nesded to
anticipate and address the technical
challenges robustly.

COMPUTER: What should be'done for
awareness, education, training, and
certification?

GIRIJA SUBRAMANIAM: Data on
the Internet that are being used to
train many Al medels are increas-
ingly composed of data gonerated by
Al models themsalves. This has the
effect of perpetuating and even am-
plifying theinitial biasthatexisted in
the human-generated data. This phe-
nomenon 15 called a data feedback loop
or synthetic dato feedback and needs to
be addressed urgently. The fact that
40% of the software code on GitHub is
already Al generated shows the rapid
tate at which Al is being adapted in
the world of software. The exponsn-
tial nature of Al development and
its use implies that this problem will
only accelerate in the days te come.
We need policies and procedures to
watermark not just software code
generated osing Al models but alse
data generated by Al This, in turn;
will aid in the selective usze of data
usad to train Al models.

While Al might notreplaceall jobs, it
will increasingly replace entry-lavel po-
sitions—with the nead for human intel-
ligence beingreserved forcomplex tasks
and experienced positions. It is now a
well-known fact that the availability
of GPS navigation on smartphones has
impaired the ability of humans to nav-
igate without digital aids and has re-
duced our spatial memory, visual orien-
tation, and mental mapping skills. We
can easily extrapolate these develop-
ments to other aspects of problem solv-
ing like writing code. The increasing
abstraction of programming languages
along with the advent of Al implies
that the eeding language of tomorrow
i5 “plain English." Does this mean that
the average person whose skills can be
teplicated by Al loses cognitive ability?
How will this affact the ability to pro-
duce experienced software developers

or architects if the entry-leval positions
and the opportunity to gain sxperience
are lacking?

How will we determine if an
Al-generated softwars/system is safe
enough to be deployed in real-world
systems? Will these be based on statis-
tical benchmarks, and how will thesa
benchmark values be identified? Is it
sufficient if they are statistically safer
than human-generated code? Even if
that is the case, they might not be ae-
ceptableto the public atlarge. A classic
exampla is the presence of train opera-
tors in high-speed trains even though
the response time of 2 human is net
sufficient to take timely action in caze
of an alarm or visual event.

JOANNA DEFRANCO: The high-
lights of this pansl were about educa-
tion and training. AI/ML sducation/
training could fall into two buckats: 1)
developers and 2) users. We could dif-
farentiate the objectives of each where
developers need to gain knowledge
and experience to design and devalop
gafe Al-enabled systems, and users
and socisty need to gain knowledge to
understand the implications of the use
of Al-enabled systems.

Training for users. The example |
gave was the use of a life-saving med-
iral device that 3 patient needs to
confipure for use. In addition to im-
proving the management of a chroniec
illness, the “smart” devicas could also
assist In preventing an emergency, but
the patient neads to be aware of how
the algorithms work to manage the
device settings. The patient “training”
for these devices focuses on superfi-
cial use—without the conzideration of
edga cases, which can be dangerous for
users. For axample, an insulin pump’s
Al algorithm doesnt automatically
adjust settings if the patient is about
to exercise (which may cause a blood
sugar low or an adrenaline rush, caus-
ing a blood sugar high) for a competi-
tive or intense event. In other words,
the device doas not "know” how fasta
person will run, how intense the game
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will be, or what they ate befora the
gama to manage those situations.

Required training for regulatory
authorities and policymakers. Reg-
ulatory authorities and pelicymal-
ers should be required to follow a set
of training standards set by stan-
dards-sstting organizations such as
the Mational Institute of Standards
and Technology [MIST], IEEE, the EU,
atc. Theynead tounderstand the safety
and privacy risks while writing policy.
Policies shounld also enforce disclosure
of specific Al risks on all products.

Education for developers. An addi-
tional consideration for all is requiring
an ethics course as part of all general
education carricula. The course could
emphasizo the need for a focus on
risk, safory, security, and privacy in
products.

RICK KUHNMN:

Awareness. One of the top concerns
will be failure modes that are new
or significantly different from these
gystems. AI/ML has diffarent failure
modes than conwentional software,
and attackers will find new ways to
exploit them. These new failure modes
are a security concern because fewer
defenses are available.
Adversarialimaging is an example,
where a change in an image thatisnot
noticeable to a human causesthe Al to
tecognize an object as something com-
pletely different {such as changing a
stop sign to a speed limit sign). Al hal-
lucinations are a related problem. For
example, a study of software produced
through GAI found that about 20% of
the code contained calls to functions
and open sourcé packages that do
not exist. This is a security problam
if an attacker could access the gener-
ated code or could induce the GAI tw
produce calls to specific nonexistent
functions. It would then be possible
to compromise the system by adding
a malicious function with the speci-
fied name to the relevant open source
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repository. There are undoubtedly
many novel artacks related to the dif
ferent characteristics of AI/ML. Iden-
tifying and defending against tham
will be a long-term challenge.

Education. As with all areas of tech-
nology, universities can cover the
basics well, but keeping pace with a
rapidly evolving field will be a chal-
lenge. Educators face these problems
in many fields of technology and sci-
ence and deal with them by keeping
their research current and relevant
and involving students with these
advancesas well.

Training. One of the most important
points to get across to potential users
is to be cautious and skeptical of the
promises of GAL There is 3 problam
of “garbage in, gospel out™ as people
often place far too much confidence
in systems that appear to be produoc-
ing intelligent responises. Here again,
the hallucination problem could lead
to disaster in the fields cited, where a
mistake—however rare—may be fa-
tal. It may be best to encourage users
to treat AI/ML as a tool that may save
time but can easily lead to error and re-
guire constant checking of results.

Certifieation. The answer would de-
pend primarily on whether they are
offering their services to the public,
where some certification is needed to
demonstrate competence, in the same
way as doctors and nurses have certifi-
cationsrequired by law. AT/MLwill prz-
marily involve engineering, and about
20% of engineers have a professional
engineer license. Civil enginesrs are
often licensed as they offer their ser-
vices to cities, businesses, and others
who nead some assurance of their
competence. Conversely, aerospace
engineers ars rarely licensed because
thay are employed by governments or
large aerospace firms that can udge
their gualifications. It may be help-
ful to dewelop a licensing program for
AT/ML engineers who offar their ser-
vices to the public. Core competencies

would presumably include the topics
covered in an undergraduate program
in AI/ML or data science.

SANDEEP NEEMA: The smergence
of GAI provokes a fundamental chal-
lenge in education, particularly in dis-
ciplinas like computer science where
an important component of education
and training is "learning by doing.”
In most computer science curricula,
courses are accompanied by home-
work assignments, which require a
student to solve 3 computing problem
by developing an algorithm, program-
ming the algorithm, deploying, test-
ing, and validating in a context. There
iz a large range of such assignments
specific to different subjects, different
focus areas, and different universitias,
and while a systematic study haz net
been conducted yet, it is anecdotally
evident that most of these assignments
are solvable by GAI implementations
such as ChatGPT and its variants. Dif-
ferent universitios are coping with this
rapid emergence in different ways—
ranging from limiting the use of GAI
to mutating the assignments toward
low-resourced ecosystems (for exam-
ple, using xvE ax a pedantic 08 instead
of Linmx). However, most of these are
stopgap and short-term solutions. A
long-tarm viable solution would re-
guire a fundamental rethinking of the
role of human {software or otherwise)
engineers and a corresponding shiftin
curriculum and training for a future
where GAI i integral to all engineer-
ing enterprises and human engincers
are increasingly "on the loop," as op-
posed to “in the loop.”

SUMMARY

Alizatransformative technology that
will impact all aspects of human life.
It iz crocial for both technologists and
end users to understand Al's cote con-
cepts, challenges, and opportunities.
Deoveloping standardized metrics and
processes for Al safoty and security,
updating curricula, and fostering col-
laboration between academia, indus-
try, and government are necessary for
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the responsible development and use
of AI/ML systems. This virtual round-
table provided a small step in that
directionand [wanttothank the pan-
alists for their insightful comments.

SUBRAMANLAM: Alisafundamental
technology that will affact all aspects
of human life and will eventually be
used to generate cods that is deployed
in every industry known to man. It is
critical that the technologist aswall as
the end user 1s educated about the core
concepts, challenges, and opportuni-
ties that Al brings. A blind reliance on
Al'sputput without understanding the
how and why of the modeling process
opens a pandora’s box of errors and
misundsrstanding. Early education
tegarding the core concepts of Al along
with real-world examples that under-
take a comparative analysis of outputs
from multiple Al models and tools will
help educate the public about critical
aspects of Al like bias, hallucinations,
data privacy, and transparency.

BANNON: Context and principlad
practices are foundational to the adop-
tion of GAI augmentation. Across
these panels, the importance of align-
ing Al design, implementaticn, and
validation with the system's intended
purpose and operational snvironment
was a consistent theme. The risks in-
troduced by GAI—such as hallucina-
tions, systemic bias, and misplaced
anthropomorphization—underscore
the need for transparency, rigorous
validation, and continuous oversight.
Clear and repeatable measursmants
are essential to assoss GAl's perfor-
mance, Tisks, and benefits, providing a
foundation for trust and improvemant.

Applying today's leading DevSec-
Ops principles provides a pathway to
address some of the guality and se-
curity challenges introduced by GAI
augmentation. Practices such as carly
security checks, automated validation
pipelines, and continuous monitoring
embaed resilience into GAI workflows,
teducing vulnerabilities. These prin-
ciples are as relewant to public and

pgovernment systems as they are to
transforming the SDLC.
Collaboration between government,
industry, and academia remains erit-
ical. By leveraging robust validation
methods, iterative improvements, and
domain-specific framoworks, we may
be better ‘situated to deliver systems
that are sacure, reliable, and aligned
with societal and operational needs.
With thoughtful context-aware ap-
proaches and shared responsibility, the
transformative potential of GAI ang-
mentation may be better realized while
effectively managing risk. GAI in the
SDLC has groundbreaking potential
with limitations and challenges that
naed to be understood and planned for.

STRACUZZI: Maybe the most important
thing to remember about Alis that, un-
til quite recently, it was a niche ressarch
community. Specific uses of Al hawve
been filtering into industry and sociaty
for decades, but the last five to 10 years
reprasent the first time that demand
for cutting-edge Al has filterad into
business, industry, and society at large.
There's anotionin the Al research com-
munity that has been around since at
least the early 1970s with uncertain
attribution that Al is the collective
name for problems that we do not know
how to solve yet. Once we attain suc-
cess in any domain, it ceases to bo AL
The last decade or 50 has finally broken
from thatlimiting perspectiva.
However, 3 side affect of that his-
torical view is that the Al R&D com-
munity hazs limited experience in
hardening and deploying cutting-adge
technology. The current sxplosion of
Al, deployed across society in its raw
and relatively untested forms, rep-
Tesents a new paradigm. As others
hawe argued here, managing this new
paradigm of Al research, develop-
ment, and deployment so that society
can benefit while avoiding major risks
and pitfalls will reguire immediate,
extensive, and aggressive collabora-
tion between academia, industry, and
government. There does not appear to
be an analogy from Al to any other new

technelogy in terms of the combined
rate of growth and breadth of impact.
Our collective response requires aqual
doses of caution and practicality—for
example, recognizing that Al applica-
tions are here to stay, that continued
development is in U.S. national se-
curity interests, and that it may take
decades for theory to catch up with
practice. Weneed to do the best we can
with existing development and secu-
rity tools while pushing hard for con-
tinued improvement.

DeFRANCO: For expenenced develop-
ars, Al should be used with caution as
atool or assistant. For new developars—
learn the basics of software develop-
ment; otherwise, you won't know what
you don't know. In general, society
should be cauticus with Al cutpat.
We are in the MapQuest stage of nav-
igating Al tools—not at the GPS stage
where updated traffic patterns are
provided while you drive.

RAMPAZZI: Like many other techne-
logical breakthroughs in the past, it is
important to recognize that GAI/ML
might notbe the parfect solution to ap-
ply to overything at all eosts. For those
applications where Al can be bane-
ficial, adopting a zero-trust security
model (“never trust, always verify”)
can prevent dramatic setbacks when
damage has already occurred. This
iz a fundamental step for adoption in
safaty-critical cyberphysical systoms
and infrastructures where a single
mistake can endanger society and
humans on a large scale. Collective of
fort in addressing our current limita-
tions in understanding how Al models
make decizsions—and how software,
hardware, and humans interact
holistically—ecan help prevent Al-
driven issues that might emerge years
or even decades in the future.

LAMUS: There is a common idea that
AI/ML systems fail on their own
without anadvarzary duetothelackof
ability to generalize to new or chang-
ing environments, and so security is
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an issue to tackle later. This attitude
diractly contradicts security by design
principles; it can be costly to redeszign
a system to add security later after
logges are incurred and an adversary
may have gained persistent knowl-
edge or access. While Al does present
some new attack vectors, most of what
wa already know about cybersecurity
is applicable to Al-enabled systems.
Siloing Al systems as being different
from other information systems and
Al zecurity as different from cyberse-
curity leads to the loss of gained ex-
pertise In securing a wide variety of
gystems, especially given that Al is
almost always integrated into a larger
information or cyberphysical system.
We need to bridge the gap between
cybersecurity and Al experts; both
should receive foundational training
in the other disciplines. We also need
to think holistically about securing the

entire system, including the entire
ML development pipeline, with an
esgential focus on data security and
carafully weigh risk from vulnerabil-
ities against the performance cost of
employing defense machanisms.

RAUNAK: Al will inevitably encom-
pazs many aspects of our personal,
professional and socistal lives. Waare
yettoknowallthe different waysitwill
impact us. There will nead to be a con-
certed efforttoensurethe security and
safoty of the AI/ML systems. One area
that requires careful attention is the
development of standardized metrics
and processes to measure how safe
and secure an AI/ML system is. Now
and rigorous approaches toward ver
ification, validation, and assurance
of these systems will be necessary.
Developers and users of these new
systems will need to be aware of the
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different ways these systems can fail
or become vulnerabla. Updates in the
curricula will be required in higher ed-
ucation agwell astraining of the exist-
ing workforce. A pervasive discussion
of ethical implications is also neces-
sary throughout the Society. A close
continuous collaboration and a con-
certed affort from academia, industry,
and government will be needed to en-
sure the safe and secure development
and use of these AT/ML sysrams. [
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David Abramson’’ and Jake Carrolll®, The University of Guesensland

In this article, we contribute a new Capability Maturrty

Model that allows organizations to assess their specific
requirements, including projected growth, risk profile, and
budgets. The intended audience includes senior research/
academics, Ci0s, CDOs, and those responsibie for implementing
operational infrastructure in research organizations.

ecessto high-quality data is revolutionizing

gcience and research in general, delivaring

new results from existing data, building

\ ovidence to existing theories, and produc-

ing new computational methods. For example, recent
infrastructures that enabled the measurement of grav-
ity waves not only built cases to support Einstein's theory
of relativity but also opened entiraly new research meth-
ods on gravity wave physics. Somewhat contentiously,
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previous theoretical models based on partial differen-
tial equations are selectively being replaced by models
that have learned a response surface from experimen-
tal data! In fields as diverse as the humanities; new
computational methods based on the growing amount
of human-centric data are enabling novel research ave-
nues.* These examples require advanced data infra-
structures that can respond to increasing demands
for high performance and scale, as well as support rich
access models to increasingly complex data.

To date, the implamentation of research data platforms
has largely advanced in an ad hoc way, often driven by the
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urgent nead to deliver operational infra-
structure within a constrained budget
and sometimes driven more by what is
available in the market than what would
provide a powerful, flexible, and axten-
gible system. Without a powerful under-
pinning modal, practitioners often build
gystems that only meet a subset of the
requiremants, do not interoperate with
each other, and often scale poorly. This
leads to diminished orpanizational out-
comes due to missing or unreliable oper-
ational capability and a lack of strategic
alignment. We acknowledge that orga-
nizations have different starting points,
and consequentially, we provide a con-
tinuum of capability in each underpin-
ning ressarch data reference architec-
ture (RDRA) component. This approach
can be thought of as a complementary
precursor to increasingly accepted
research data governance models.*

RDRA FEATURES

In this section we enumerate sight foa-
tures and twe subfeatures that make
a data storage and access system suit-
able for research data. Enumerated mn
prior work, this minimum viabla set of
foatures forms the RDRA® and subse-
guantly drives implementation choices.

Resilience

A regilient system provides assurance
that data will persist for an agreed
tetention period according to legis-
lative obligations, academic conven-
tions, or independent svidential vali-
dation. This is particularly important
for research infrastructures because
there is an increasing expectation that
some data, either captured from thateal
world or generated by computations,
will be available for reprocessing both
by the cniginal research team and, 1n
time, other researchers. These reten-
tion pariods can vary, often exceeding

standard equipment refresh cycles.
Without appropriate lifecycle manage-
ment, the technologies used to read
the media on which research data are
stored may become unobtainable, thus
rendering the content lost.® Reproduc-
ibility is a foundational tenet of good
research practice and therefore requires
a regilient data store. Codes of conduct
aredirecting researchers to ensure data
are available and open for indepen-
dent validation. Also, as data citations
increase, it is important that a data ref
arent remains available [unmodifiad) if
an axternal reference has been created.
Resiliencs can also boexpressed by the
measurement of availability. Awvail
ability iz often defined by the uptime
and gquality of service metries, includ-
ing the number of days without service
putages, recovery time objectives, and
Tecovery point objectives.

Discoverability

A discoverable system isone where data
can be found easily, even if they are not
gpenly available. In many cases, data
form the evidential base of research and
areimportant assets of anorganization.
Just as companies maintain asset Teg-
isters for their capital squipment and
intallactual property, catalogues of data
need to be created and maintained. A
significant number of research orga-
nizations have absolutely no idea what
data they hold, partly becausa they are
held in multiple distributed storage
systems but mainly because there iz a
lack of catalogue services. Cartainly,
some of the largest rezsarch data stor-
age facilities now see discoverability as
paramount to malntaining a sustain-
able ongoing operation” Maintaining
sufficient metadata to attribute and
track changes has the additional advan-
tage of malking it possible to record the
provenance of data. Thisis becoming

an increasingly important topic in
resoarch data workflows, repositories,
and digital librarianship.

Manageability

Given the increasing volume and scale
of research data, they need to be orga-
nized to make them manageabla. Stor-
age can be allocated in arbitrary units,
with varying granunlarity. Traditionally,
file systems allocate storage in single
file umits, but thesa can be clustered into
diractories when multiple files share
similar properties. With research data,
a common pattern is to store multiple
objects or files for a single project. For
exampls, a regearch project that works
on population-level genomes might
store its data as a single “collection” for
the population. Prior work addresses
the challenges in various file system
layouts and the efficiency and acces-
sibility of different design choices®
Bacause of this, we argue that data are
more manageable if “collections” are
the unit of allecation. Collactions can
contain multiple files (or objects] and
have shared metadata at the collection
lewal. We argue that this level of granuo-
lanity is sufficient and flexible enough
to apply toany ressarch domain.

Accessibility

Research is increasingly collaborative
with research dara having increasingly
complex accessibility requirements
across multiple individuals, groups, and
organizations. Consegquently, access
control features, applied on at least
tha collection level, are not trivial and
require maintenance. Furthermore, dif-
ferentusersmight have different access
rights. For example, the lead chief
investigator of a project might have the
ability to raad, write, and delete files in
a collection, but collaborators may only
have therightsto read the files.
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Governable

Reoszearch organizations need to build
and follow procedures and processes
to decide whether data allocations can
be made, whether access rights can be
changed, and ultimately iforwhen data
can be deleted. Roles; such as data cus-
todian, data owner, and the like, have
differant rights and responstbilities,
and these nead to be reflected in data
governance concepts. For example, a
data owner may be allowad to change
the access rights to a collection, but a
data custodian may be the only parson
who can authorize deletion. [tis import-
ant that the povernance function is
intagrated into the research data stor-
age architecture from the beginning
to enable traceability, auditability, and
teporting, rather than being an after-
thought. Legislative and sociocultural
requirements may include collective
benefit, authority to control, responsi-
bility, and athics principles for the man-
agement of Indigenous data” that must
also be accommodated from the begin-
ning of a research data storage system
(RDSS] initiative.

Scalability

Sealability in research data can often
be chararterized as small numbers
of large-scale collections through to
large numbers of small-scale collac-
tions. Storage infrastructures can start
oput small but invariably grow over
time. This occurs for many reasons,
including technelogy improvemants
driving greater ability to gather and
generate data. Additionally, institu-
tional growth is generally associated
with increasing data generating proj-
ects and researchers. Finally, as more
traditional research areas becoma dig-
itized, so too does the number of data
collections. Data stores can grow to
many petabytes, and at this scala it is

2 COMPUTER

usually not cost-effective to stora data
using a single technology. It may seam
obvious that any storage architecture
should be efficient, but the increas-
ing scale and complexity of research
data make this an imperative. Thus;
in many real-world research stores
of significant scale, multiple stor-
age tiers are used to keep active data
on faster but more expensive media.
Loss active data can be held in slowar,
cheaper, and more energy-efficient
technologies. Minimizing the capi-
tal spent on infrastructure may free
up funding to be spent on the actual
tesearch. Ancther aspect of scalability
is the ability to grow the infrastroc-
ture sustainably as demands increase.
For axample, increases in the user base
might require additional network
bandwidth or storage throughput.

Versatility

Rezearch pipelines are haterogencus,
and ne single processing platform will
suffice to support all domains. For
example, hypersonic engineers might
make extensive use of high-perfor-
mance supercomputars, but human-
ities researchers may choose cloud
platforms or dasktops. These plat
forms hawve different access require-
ments: supercomputers usually need
high-perfformance parallel file sys-
tems, whereas cloud platforms either
use web or object-based storage sys-
tems. Mobile systems may also make
use of cloud-based sync-and-share plat-
forms. Azaresult, anarchitectnre must
deliverdata using avariety of protocols
and technigques that minimize unnec-
egzary data movement and maximize
storage efficiency.'” An RDSS should
be flexible enough to offer different
classes of performance by using the
appropriate protocol depending upon
the workflow and research question.

Security

An RDSE needs to be both logically and
physically securs to aveid inadvertent
leakage of informaticn that could com-
promiza ethical or privacy obligations
or primary investigator privileges or
impede accepted academic conven-
tions of independent validation. Secuo-
rity lewals vary across different orga-
nizations, domaing, and projacts, from
completely open to completely elosed.
Several secunty levels have been pro-
posed for research data {such as open,
protected, sensitive, etc), and these
must be enforced at the most basic
lavals of am architecture. Mereover,
the securty classifications must be
enforced through protocols and access
pathways, often at an individual user
lewal and by the actual storage plat-
formis. Related to this is the principle of
laast privilege™ and the minimization
of "superusers.”

SECONDARY FEATURES

In the “RDEA Features™ section, wa
discuszed a minimum set of features
that are required to form our RDRA.
Hera we add two additional secondary
features that, while important in their
own right, can be derived from the pri-
mary eight features.

Citability

An important tenant of good research
isto cite sources, and increasingly, data
managemant must include the ability
to cite datasets, a5 espousad by various
open science and data imitiatives. A
data artifact is citable 1) if it can be dis-
coverad and if there ig 2] 2 namespace
and 3) an access protocol. Each of these
properties is covered under discover-
ability, manageability, and versatility.
Accordingly, any system that possassas
these three primary features should
alzo support tha ability to cite data.
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Interoperability

Rasearch is frequently a collaborative pro-
cess carried out across Institutions, states, and
among nations. For collaboration to be suc-
cessful standards of communication or proto-
cols must axist. For systems to communicate,
interoperability must be present. If 1} versatility
and 2) discoverability exist in an implamenta-
tion, systems can interoperate. By combining
protocols from versatility and self-descriptive
records, structiures, and minimum viabla meta-
data present in discoverability, systems can
interoperate. Increasingly, scientific communi-
ties are using repositories to facilitate interop-
erability among sites.™*

A CAPABILITY MATURITY MODEL
Within sach of the features presented sarlier,
there are diffarent service levels, and not all
systems must implement the most stringent
levalsto meatthe RDRA. Considering this flex-
ible approach, the five foundational steps in
the original IEEE Capability Maturity Modal
[CMM}™ are readily adapted to the RDRA.
Figure 1 provides a matrix, mapping tho [EEE
CMM to our RDRA.

The RDRA CMM proposed here allows an
organizadon to tailor their implementation.
Choices may account for tolerance to differant
levelsofnizk Inother cases, the CMM allowsan
organizationto tailor its storage infrastructure
to match specific technology choices and plat-
forms. Each feature is graded on a five-point
grale, and then the overall system maturity
iz calculated as the arithmetic mean of these
gcoras. This facilitates a solution with varying
maturity metrics actoss the RDRA feature set.
For example, an implementation may possess
high availability against resilience but have
very faw access protocols in versatility. Thus,
organizations are not compelled to achieve
CM = 5 across all fearures. Figure 2 demon-
strates different sites exhibiting unique matu-
rity profiles actoss the RDEA CMM.

The RDRA CMM extends the software engi-
neering CMM as it uses more than one factor
to detarmine the overall marurity level, whila
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FIGURE 1. Mapping IEEE CMM v 1,1 to RORA CMM. APLapplication pregramming Interface; IOM: identity management platiorm; DR: disaster recovery; HA: high availability; BRBAC:

role-based access control SIEM: security Infarmation and event management; TCO: rotal costof awnership,
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supporting varying degrass of matu-
rity across individual features.

Here wa analyze each feature and
discuss the range of implementing
options and service lavels on that scale.

Resilience

Az discussed, RDSSs require a high
degree of resilience. Therefore, they
nead to accommodate different types of

failures, and thess can be managed by
different capabilities, as summarnized
in Tabla 1.

The most significant risk involves
a catastrophic system failure in which
data storage infrastructure is dam-
aged irreparably and to an unrecov-
erable extent. Such damage can occur
through damage to the infrastructure
through fire, water, chemical, or data

RDSSSites  [JJ ROSSSie B RDSS Site ©
Rasiliance
Securnty Discovarability
Vorsalility — Manageability
Scalability Accassibility

Govamabla

RDRA Site A Maturity = 3.375
ROAA Site B Maturity = 2875
ADAA Site C Matunty = 2.750

SHEURE 2. The RORA CMM five-point scale representing the maturity of various sites.

TABLE 1. Resilience functionality and capabilities.

Functionality | Mitigating capability

Catastrophic systam failure Hardened enviranments, physical replication
Accidenial data loss | Backup, versioning

Malicious data loss Backup, versioning

Device failure I RAIDVerror correction codes, physical replication
Data comuption Verstoming, backup

Laoss of rame mapping Resifient name space mapping
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center environmental issues such as
humidity or dump-gas suppression
events. One mitigating capability
involves using only data centers with
very high lovels of assurance, suchthat
they are largely immune to external
damage, flooding, and other hazards.
Howewver, evan when such hardenad
infrastructure and associated facili-
ties are available, the most used miti-
gation strategy involves physical repli-
cation of the data, usually in the form
of a remota data center some distance
from the primary site. High-speed nat-
works support continuous replication
of data to multiple sites, such that if
one data center becomes inoperable,
another can take over operation.

Two types of data loss can eccur:
either acridental or malicious. The for-
mer usually involves users (or scripts)
accidentally deleting files, for exam-
ple, while the latter nsually invelves an
external actor or malware deliberately
destroying data. While data can some-
times be recoverad using the data rep-
lication processes discussad above, risk
mitigation usually involves eithar data
backup, inwhich files are regularly cop-
ied to another data device or partition,
or file versioning, in which a versioned
file system raplicates a file svery time it
is modified or deleted. Both capabilities
cannot mitigate catastrophic system
failure but are very effactive for par-
tial lozs. Techniques to mitigate risk at
the facility level are well rehearsed and
robustly documented ™

Complete or partial device failurs
can cause the loss of a subset of files.
This ran occur when a whole unit, such
as a spinning disk drive, fails or when
bits are corrupted through cosmic rays
or Redundant Array of Independent
Disks (RAID) write holes. Common mait-
igaticn capabilities involve error datect-
ing, correcting, and erasure codes, as
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routinaly used in hardwars RAID sys-
tems and advanced software defined
file systoms.

Data ran also be corrupted at a finer
granularity when individual records
or blocks of a file are damaged. This
can have soveral causes, ranging from
hardware or software errors through
to madia or carrier transmission errors,
but the risk can again be mitigated with
a combination of a versionad file system
and dataintegrity validation technigues.

Finally, thera can be a lozs of name-
space mapping between names and
files, which occurs when filemrame
descriptor tables are damaged or lost
Ovwar the years, a variety of capabilities
such asthose used by theUnix feck com-
mand can be used to rebuild mapping
tables, through to complete replication
of the metadata catalogues themsalves.

Of course, it is impossibla to guar-
antea there will never be a data loss, so
all storage providers quote a reliabil-
ity metric, which is always less than
one. For example, Amazon guotes
%599.999999995% (11 nines) data dura-
bility™ As explainad in the "RDRA
Features” section, a further aspect of
tesilience is how available data are. Pro-
viders can make cheices about the lavel
of availability they are willing to offer
their organizations, depending upon
the criticality and priority of the data.
An crganization that has sensitivity
to latency may choose to put data onto
high-speed storage platforms, whereas
another organization might choose to
put the same data into a slower, more
economical storage platform depend-
ing on the workload and research data
workflow. Another aspect of resilience
is availability. Awvailability comple-
ments our earlier discussion on scal-
ability with respect to where data may
teside in storage systems for optimal
accessibility and nsahility.

Discoverability

Ever since the first file system, data
have been discoverable by associating
user-defined file names to the storage
blocks. While these matadata are prim-
itive, they allow users to use textual
strings that indicate what is in a file and
users can search for strings that match
certain characteristics. More advanced
commands such asthe Unix “find” com-
mand extend this to other metadata
such as creation ime, access tima, atc.

Increasingly, rezearchers want to
record  additional metadata, such as
experimental protocols and laboratory
conditionis, project identifiers, instru-
ment parameters, etc. They then wish to
soarch using these additional fields, and
these capahilities are provided by a range
of domain specific repositories sach as
XNAT™ OMERO.'® etc., and mora gon-
pral rapositories such as TRODS.™

Both capabilities can operate on the
gspectrum from individual research-
ars to the entire organization. When
expanded to the ocrganization, a naw
capability iz enabled, namely, other
regearchors and managers can discovar
data assets. This can greatly improve
overall data management and reuse in
the organization because the scale and
nature of the data are exposed.

Finally, exposing the maetadata
cutside an organization enables the
implamentation of a findable, acces-
sible, interoperable, and reusable data

management framework bacause
other researchers cutside the organi-
zation can discover what datasets are
availabla.

Of course, there are also levels of
control one may impose onwho can dis-
cover data. While the examples given
in Table 2 supgest wids permissions
{such as a whole organization), a finer
grain of control can be implemented.
For example, a role-based security
model may beused to restrict discovery
features to those with a need to know
and with the appropriate authority.

Manageability

Az discussed, the increasing volume
and scale of rasearch data eall for sim-
plified management processes. One
way of managing storage on tradi-
tional file systems is to simply create
a directory as the unit of allocation.
This works for small research data
infrastructures and can implement
arbitrary organization polices. For
example, collaborating researchers
can agree on a structure and naming
convention for their data and simply
create a shared folder. On the other
hand, an organizational view in which
data are associated with projects can
beenforced with a naming convention
that indicates which directories are
associated with which projects. While
this capability ig effective, it can be
open to misuse and may be subject to

TABLE 2. Discoverability functionality and capabiiities.

Functionality Capability
Basic metadata Traditional file system
Advanced metadata Repositony

Metadato search within instiuGon

Institutional catalogue, poficy constraints

External metadata search

Open repositonios
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error. It relies on documented proto-
cols that are manually implemented
by individual researchers [Table 3).

Clearly, auntomating the creation
of collections is more secure and less
likaly to fail. A system capability that
allows a user to reguest a collection
after which storage iz allocated auto-
matically by software would make col-
lection management legs error prone
and simpler. It also makes it possible to
capture metadata pertaining tothe col-
lection automatically, providing useful
information for the discovery service.
Thus, items such asresearchers’ names,
field of research codes, and the like can
ba gathered at creation time and bound
upIn an appropriate catalogua.

Finally, collection creation can some-
tmes be an automated side effect of
some other process. For example, if an
organization has a centralized project
management system, a collection could
be created automatically when a project
1z documented, on the assumption that

all ressarch projects will require at least
one data collection. Thisrequires the col-
lection management system, described
in the last paragraph, to have an appli-
cation programming interface that can
be invoked by other software systems,
rather than just through an interaction
with users (say, via a Web portal).

Accessibility

While modern research is often col-
laborative, different collaboration
maodes require varying infrastructure
capabilities. For example, if a project
only has a small number of invasti-
gators, all of whom work in the same
organizational unit {for example, a
university department), then a tradi-
tional network attached storage sys-
tem [NAS) can be adequate: These can
enforce rostrictions that limit access
to one or more individuals or members
of an arbitrary group. Likewise, accoss
maodes such as read, write, delata; etc.,
can be controlled at a fine grain.

TABLE 3. Manageabifity functionality and capabilities.

Functionality Capahilities

Manual creation

Protocod to have shated directores created by users

User-driven creation

System creates colloctions, can capture metadata as in the discossion
on discoverability, ownership, links to projects management system

Systom driiven

System creates colfections as side effect of other actions

TABLE 4. Accessibility functionality and capabilities.

Functionality
Individual or small group collaborations

Muitiple researchers with an
organization

Capability
Hetwaork attached storage and shared file systems

(hganization-wide authentication

Multiple researchers from independent
organizations
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Global user namespace and authentication system,
identity-based, role-based. token-based

However, projects that have mul-
tiple investigators across the organi-
zation might require a more powerful
capability. In this case, access to data
needs to be austhenticated, arbitrary
usernames within the organization
and the file access mechanisms need o
allowthedatatobeaxported toarange
of distributed platforms {Tabla 4).

The most substantial form of col-
laboration concerns multiple invaesti-
gators from multiple organizations.
In this casa, authentication needs to
be controlled by some sort of access
control list invelving multiple vser-
names from a global namespace. This
may be controlled via an intermediary
or an identity management platform.
This capability is found in most eloud-
bazed sharing platforms, although
various modaels still require a homoge-
nous namespace (for example, Google
docs can only be shared among Goo-
gle usernames), although a variety of
mechanisms such asunforgeablalinks
can also be used.

Governable
Governance is multifaceted. Some
aspects of governance (and good gover-
nance in particular) require the capabil-
ity to trace operations. Others require
adherence to corporate or ocrganiza-
tional policies and protocols. It is dif
ficult to list all capabilities that make
data governable, but Table 5 itemizas
some of the more Important ones.
Recently, attention has focused on
mechanisms that can enhanee the
repeatability of research, including
data and experiments. Studies have
demonstrated that many experiments
cannot be repeated, calling into gues-
tion any conclusions drawn from anal-
ysis. Whether by poor practice or sci-
entific fraud, the inability to recreate
or validate research findings is of great
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concern. At the other end of the spec-
trum, research data often underpin cor-
porate intellectual property, and dam-
age from malicious actors needs to be
detected early and guickly addressed.
The types of controls that can limit
damage from actions like these sugpest
role-based governance mechanisms are
required. Only actors with the correct
roles and attributes should ba allowad
to manipulate research data, and these
rights should be constrained to as faw
individuals as possible.

Likewise, the ability to trace cper-
ations at a eollection or file level iz an
important governance feature that
enables provenance features for widely
used or contributed data collections or
foransic audit. In either case, the al-
ity to detect who accessed the data,
what they did, and when they did it is
essennal. This is often enabled with a
provenance framework in general, and
file-basad audit capabilities need to
tecord every operation on every file. In
gome systems, these mechanisms are
built into the file systems themselves.

Different organizations have dif-
ferent processes and protocols in place
to protect research data. For exampls,
an organization often writes policies
about research data ownership, pro-
tection, govarnance, stc., into a human
teadable policy library. If such alibrary
could ba processed by a policy engine,
then some of these protocols could be
enforced and chacked in real time.

One class of policy concerns data
classifications. Some organizations
tegard all their data as private and pro-
tected, but publicly funded universities
usually also suppert other classifica-
tions such as openly available, sensitive,
official, private, etc. These classifica-
tions are best managed by a governance
engine that can enforce and check all
access Tequests asthey occur.

The nead to be able to report on how
research data infrastructure is usad is
also an important governance capa-
bility. Currently, very fow organiza-
tions can report on the types of data
they hold, how this links to funding,
and which fields of research are sup-
ported by the'data. If such information
is recorded against each eollection, in
the metadata catalogue mentioned in
the discossion on discoverability, then
it becomes relatively easy to report
against those critaria.

Scalability

While research data stores may start
put small, they invariably grow. A
variety of technology capabilities can
deliver efficient scalability. Three
categories of scale have been sin-
gled cut, and without locking thaese

to a particular number of petabytes,
they have been designated as small,
medium, and large. Individual organi-
zations and technological choices can
determine which capability isthe most
cost-effoctive for a given organization.

At the small scale, it may indeed ba
possible to manage with a single_ high-
speed tier of storage, as dalivered possi-
bly through an NAS sclution. However,
it is likely that even small organiza-
tions will soon need to migrate to a
medium seale in which mmltiple tiers
are used, a typically small high-speed
tier closely connected to compute capa-
bilities and a slower and larger davice
for cold storage. The latter is usually
much cheaper per byte than the high-
speed tier and can also serve asa data
archiva. At this medium scale, tha rate
of movement among tiers can often

TABLE 5. Govemance functionality and capabilities.

Functisnality i Capability
Controf operations on ressarch data Role-based governance
infrastracture

Trace operations on collections or individual
file basis

Provenance framowork, file-based audit

Determing if operations are policy complaint

Policy ongine

Enforce collection access controls

| Record and enforce data access classification
| [sensitive, public, efc.)

Report usage and data classifications

Enhanced collection-based meiadata and
metadata catalogue

TABLE &. Scalability capabilities.

Scale Capability

Small scale Single tier

Medium scalo Muftitior with manual data movement among thers
Lame scale Multitior with astomatic movement among tiers

JUMNE 202E 3T



ABOUT THE AUTHORS

DAWVIL OM 5 a computer scientist at the University
of Gueensiand, Brisbane 4072, Australia. His research inter-
osts include computer architecture and high-performance
computing research. Abramson received a bachelor of sci-
ence (honors), a doctor of philosophy, and a doctor of science
from Monash University. He is a Feliow of IEEE. a Fellow of
the Association for Computing Machinery, a Feliow of the
Australian Academy of Technological Sciences and Enginesr-
ing, and a Fellow of the Australian Computer Society. Contact
him at david_abramsom@ugedu.au.

DATA STORAGE, KNOWLEDGE GRAPHS, SOFTWARE TESTING, AND ACTION ENGINES

JAK LL is the director of the Research Compet-
ing Centre and a doctoral candidate in the School of Elec-
trical Engineering and Computer Science, University of
Quesnsland. Brisbane 4072, Australia. His research interests
include large-scale architecture, systems, and design of digi-
1al scientific research infrastructure. Carrodl received a bach-
elor of information techrology (honors) from Southern Cross
University and an MEA from the University of Queensiand.
He is a Graduate Student Member of IEEE. Contact him at
jake.carmoll@og.eduau.

be managed manually by users. They
explicitly copy data to the high-spead
store foruse and copy it back to the cold
stora afterward (Table 6).

However, as the amount of data
moves to a larger scale, such manual
movement becomes error prone and
onerous. Usars forget to move data out
of the expensive, high-speed store and
often replicate the files, and the task of
copying data bacomes labor intensiva.
For this reason, many large-scale stor-
age systems have hierarchical storage
management features thatmigratedata
antomatically.'® Often, a policy engine
controls this data movement, making
the system very powerful, lowering the
management cost and simplifying data
management for researchers.

Versatility

The RDRA argued that a versatile
research data infrastructure needs to
support multiple protocols depending
on how the data are presented to the
computational platforms. Depending on
the number and type of protocols sup-
ported, the system can choose different
implementation techniques. For exam-
ple, if data are only ever accessed
on cloud-based virtual machines or
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containers, then ocnly one protocol
might be required. This, in turn, means
the data management hardware only
naeds toimplement one protocol.

Some real-world platforms can sup-
port a few protocols concurrently on
the same hardware, but vary fow sup-
port the complete range in use today.
Thuis, if an organization requires a
wider range of access protocels, it must
be prepared to use multiple indapen-
dent storage systems, tailored to a par-
ticular protocol, or find a mechanism
for presenting data through multiple
protocol engines. That is, if an organi-
zation chooses not to use atechnology
that can support multiple protocols;
it may be explicitly creating multiple
independent namespaces and unre-
lated dara stores. Of course, the dis-
advantage of implementing multiple
independent silos is that it becomes
necessary to copy data among them,
increasing the resources usad and the
complexity in managing data.

Security

The adoption of a security posture for
data storage infrastructure and data
storage assets is ultimately the respon-
sibility of each institution. Howevar,

there are a number of security frame-
works that can be adopted, such as the
ISO,/TEC 27000 Eamily, theNIST cyberse-
curity framework, and various govern-
ment-endorsed information security
manuals, such as the Australian Infor-
mation Security Manual. The common
aim for each of these iz to apply a risk-
based approach to establishing, assess-
ing, and continually improving thereg-
uisite policies, processes, and controls
to govern the security of information
assets and the infrastructurs used to
heold those information assets. Coupled
with tha security posture fora research
data system are legislative compliance
obligations, such as the General Data
Protection Regulation, the Notifiable
Data Breach legislation, and the Sacuo-
rity of Critical Infrastructure Act.

The RDRA does not prescribe a par-
ticular framework but does recom-
mend that an institution consider what
policies, procedures, processes, and
controls need to be adopted such that it
is appropriate for the classifications of
the data assers thatitholds and to meet
legislative compliance. Further, con-
sideration neadsto be given on howthe
organization's security practices and
capabilities mature.
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W his article serves as a com-
Tpauiun to those in which we

proposed the rationale for the
PFDRA and an abstract implemen-
tation architecture.”™ Here we have
gpecified a CMM that allows ocrganiza-
tions to tune implementations based
on budget, appetite for specific risk,
and technology choices. The article is
intended to puide senior research faca-
demic committees, CIOs, CDOs, and
those responsible for implementing
operational infrastructure in ressarch
organizations [d
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The improved performance of artificial intelligence (Al) systems
has expanded the scope of Al-powered applications and
makes Al play an increasingly important role in human life:
Thus, butding responsible Al that can be trusted by humans
has drawn much research attention in recent years.

. riven by the development of artificial intelli-
U\ gence (Al) algorithms and the availability of
. big data, the performance of Al systems has
been improved significantly in recent years.

Al has played an increasingly important role in our
daily liwes. However, research has indicated that daci-
gions made by some Al systems are diseriminating or
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unraliable,’ which might be harmful to bumans. Build-
ing responsible Al [RAT)which canbe trusted by humans
has drawn much attention from government, industry,
and academia recantly.

With respect to trust concerns of Al systems, there are
similar terms used in literaturs, such as sthical Al and
trustworthy Al Ethical Al refers to Al systems thar align
with ethical principles, and trustworthy Al focuses mainly
on designing ethical algorithms for Al systems.! RAIL on
the other hand, has both enforceable laws and ethical
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principles requirements® Combining
these two perspactives, in this work, we
define RAIaslepal compliance {enforce-
able} and ethical alignment (unenforce-
able} Al systems as shown in Figura L.
To make the development of Al sys-
tems more sustainable and enhance
human trust, governments, organiza-
tions, and private companiss have pro-
posed many regulations and ethical
principles.® However, to build RAT and
enhance human trust in practice, these
proposals alone are not enough. It is
essantial to realize RAI through down-
stream tasks. Forenforceablalaws, such
asacts and regulations, checking com-
Pliance can verify whether the Al sys-
tams align with lawful requiremonts*
For nonenforceabls ethical principles,
operationalizing high-leval guidelines
in practice can enhanee human truse 4
Enowledge graphs (KGs), as the struc-
tured data mode, represent infor-
mation as directed multirelational
graphs, where nodos dencte entities
and edges represent the ssmantic rela-
tiong between them.**® In terms of
the ethical principle realization, the

most commonly used advantage of KG
in RAJ iz the explainability,” realiz-
ing the transparency. For compliance Z
checking, the application of KG for RAI
i representing regulation reguire-
ments to facilitate continuous compli-

?

shown in Figure 1, which brings
opportunities for building RAL
We analyzé research challenges
regarding KGs for RAI focus-
ing on KG construction and
processing, which encompass

BUILDING RESPONSIBLE Al WHICH CAN
BE TRUSTED BY HUMANS HAS DRAWN
MUCH ATTENTION FROM GOVERNMENT,
INDUSTRY, AND ACADEMIA RECENTLY.

ance checking and traceability of the
system.

In this work, we focus on how KGs
can potentially support building RAI
gystems. Our contributions include
the fellowing:

L. Wereveal the capabilities of

KGs for both ethical principles 3.
and lawful requirements as

thechallenges of using KGsto
enhancelarge language models
(LLMz] for comphiance chacking.
Meanwhile, the limitations of
current works that utilize KGs
toenhance LLMs in generating
reliable outputs have alzobaeen
analyzed.

We analyze a concraete use case
whichleverapes KGs to enhance

IE:rfnmaﬁ:le Fle-g:.llaﬁms! Lawful

[ knowecpe e |

L}
Compliance
Regulation Integrafion
LL M Enhancament
Legisiative Dapandencias
i s,
Exprassion Heterogensity
Granutanty Management
Quary Complexity
KG-LLM Infagration

FIGURE 1. The role of KG on RAL

Ethical

[ Ethical Principles |

!
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Abstract Insights Raprasanting Metncs
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Temporal Privacy Scale Bias
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compliance checking. The
implementation demonstrates
the potentials and roles of KGs
in system improvement.

The rest of this article is crganized as
follows: the "Related Work" section
analyzes and summarizes the related
work in RAl and KG literacy, including
the evaluation and exemplar applica-
tions. The “Research Opportunities”
section discusses the opportunities
brought by combining represonta-
tion and KG processing for RAIL The
“Rezearch Challenges” ‘section iden-
tifies research challenges for KG con-
struction and processing for RAL The
final section provides the article’s con-
cluding statements.

RELATED WORK

RAI

Becent literature has established a
comprehensive framework for RAI
that encompasses both mandatory
tegulatory compliance and veluntary
ethical adherence.

On the regulatory front, significant
developments include the introduc-
tion of the Artificial Intelligence Act
(AT Act)® and the General Data Protec-
tion Regulation (GDPR)." Tha ethical
dimension is guided by various frame-
works including Australia's Al Ethics
Principles® and Ethics Guidsalines for
Trustworthy Al to namaa few.

This work emphasizes privacy, fair-
ness, and transparency among Alethi-
cal principles, rather than focusing on

hitpssifeor lex_enropa su/kegal content fEN/
TRTPuri-CELEXsASI0TP U006
bhtlp#ku!r::maufﬂﬂrﬂgﬂnﬁm

® hatpsffwww.industry.govan fdata anid poblicalions/
austrabas-ariificial intelligence: ethics framewod/
amgiralizs-ai-rthics- principles

2 httpswwwaspd_scfites e fankl fHlesf2019-13)
arethics guidelimes pdl
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performance-related aspects, such as
robustness and aceuracy, or broader
concepts like human-centared value
and well-being. Privacy protecticn
standsasacornerstone requirament as
AT systems must protect both individ-
ual privacy and business confidential-
ity through robust security measures
and privacy-preserving technigues
throughout the entire data lifecycla.
The goal i+ maintaining 3 delicate
balance betweeon advancing Al capa-
bilities while ‘safeguarding sensitive
information through clear protocols
and user control over personal data 12

The principle of fairness in Al sys-
tems emphasizes the athical principle
that Al systems should treat all indi-
viduals and groups equitably, avoid-
ing discriminatory outcomes based
on protected characteristics.%? Trans-
parency represents another eritical
dimension of RAIL Al systoms should
clearly disclose their artificial nature
and provide explanations for their
behaviors and decisions to ensure
users understand when and how thay
are interacting with Al Transparent
Al systems that can generate expla-
nations about their functioning halp
educate users and enable them to bet-
ter utilize and explore the technolo-
gy’s capabilities &7

KGs
Beofore the AI Act, the GDPR was the
widely adopted regulation since most
ATl systems these days are data-driven
Al They learn patterns from large
amounts of input data. GDPR, as data
protection law, regulates activities
telated to personal data collection,
processing, and storage. Compliance
with GDPR can realize lawful require-
ments of RAL

In terms of regulation representa-
tion, many works have been proposed

to represent requirements and rules
in GDFR. Dascription Logics has been
used to chain multiple expressions
together to expross the rules in GDPR.
However, the predefined rules restrict
the expressiveness of knowledge rep-
resentation In the original legal docu-
ment. Graph-structured ontology has
alzo been designed to represant GDPR.
Related work includes GDPRov® and
GDPRtEXT.f GDPRaV captiires require-
ments on personal data processing,
storing, and transferring related activ-
ities in GDPR. GDPRtEXT, on the other
hand, representsthe GDPR structure of
chapters, sections, articles, points, and
kay concepts contained in these parts.
Another work extracts permissions
and obligaticns in GDPR and forms a
EG to represent thess reguirements.
Under the same schema, the GDPR
EG is further extended to incorporate
other ralevant regulations to enrich
the lawful requirement expression?
This work demonstrates the capabil-
ity of KGs in representing information
from heterogeneous rtesources and
linking multiple regulations.

For ethical Al principles, research-
ers have demonstrated various KG
implementations. Privacy preser-
vation was achieved through data
structuring methods that maintain
anonymization while representing
relarions.? Fairmess applicarions lav-
eraged praph embeddings with social
information and frameworks like the
Fairness Metrics Ontology.*' Trans-
parency efforts utilized semantic
modeling for feature extraction and
relationship mapping in Al pipelines 7

With the rapid development of
LLMs, they have shown remarkable

Fhitpe fopenscience. adaplornt redefonialogiesf
GIWEovjdocs/aniolagy
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potential in legal applications,
demonstrating strong capabilities in
understanding and executing legal
instructions.” However, their appli-
cation in legal contexts faces sew-
eral challenges, including limited
domain-specific knowledge, the risk
of hallucinations, and the need for
accurate, up-to-date information pro-
cessing. 712 The hallurination issue
of LLMs refers to their tendency to
produce artificial responses that
deviate from truth or reality by fabri-
cating facts and details not supported
by awvailable information or training
data.™® KGs have been proposed as
external knowledge bases to reduce
hallucinations and improve reli-
ahility.? Some research has explorad
combining KGs with LLMs for lagal
tasks,' demonstrating rthe poten-
tial for enhanced accuracy in compli-
ance verification.

Evaluation

KG construction. In general the EG
construction for RAI requires domain
knowledge, and the selection and
inclusion of RAlrelated information
have not been standardized. General

] =
- Cluery
User
* bl
SPARL
=
| Provenancs HG
| =} =]

(a)

EG construction avaluations focus on
entity alignment, factwal aceuracy,
ote.® However, for KiGs aimed at pro-
viding information for RAI the gual-
ity of construction depends on their
usefulness rather than just correct
ness. Itis challenging to set the ground
truth and evaluate usefulness instead
of correctness for KG construction
for RAL

KG processing. For compliance
checking, automated evaluations are
constrained to closed-end guestions.
Simple answers of compliance or non-
compliance are not informative to end
users without thorough legal analysis.
Comprehensive legal analysis, how-
ever, heavily ralies on domain experts
to manually evaluate its guality. Con-
clusions may not be unified, as differ-
ent legal experts can reach varying
results, making unified evaluation
difficult. For realizing RAI wvalues;
evaluation faces two main challenges:
1) guantifying ethical values like the
system'’s trapsparency of robustness:
2) managing conflicting RAT values,
for example, tramsparency and pri-
vacy, which complicates assessing
trade-offs between them.

s
A Recommandation
o @
d —

Reasoning Path

|
(b}

Exemplar applications on

KG processing for RAI

Combining KG representation eapabil-
ities with the natural language under-
standing and reascning capabilities of
LLMsbrings opportunities for enhane-
ing current work on RA[ value zeali-
zation through compliance checking
and operationalization. Figure 2 show-
cases axemplar applications of KGs in
RAlrealization.

Monitoring and traceability. A KG
guided by provenance ontology cap-
tures provenance information for
legal requirements and Al system
information. For example, tho use caze
proposed in Pandit et al. ™ describas
the consent requirements outlined in
GDPR. Inthe provenance KG, the grant
of consent, the object of the consent,
and the time frame of the consent are
defined at the class level. Concrete
activities of the system processing per-
sonal data, such az ecollecting users’
addressas, are recorded as imstances.
Using the SPARQL gquery lamguags,
the provenance information about
consent can be returned as entities
and relations in the KG, indicating
that consent ig given by the user for

KG Imdawing

Lﬂj

‘ Complience Checking

{c)

= 2. Exemnplar applications of K&s in RAI realization. (a) Monitoring and traceability. (b) Explainability and transparency. {c) Compli-

ance checking.
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collecting address information from
the recorded start date to the end date.
As shown in Figure 1(a), with this prov-
enance information, users can mon-
itor the system's processing and take
necessary actions to mitigate devia-
tions. Involving LLMs further simpli-
fios the process. Users can directly ask
guestions in natural language, and
LLMs will convert them to SPARQL
guaries. With the provenance infor-
mation recorded on Al systems and
legal requirements, the system can be
continuously monitored as the infor-
mation is queried and updated.

Explainability. The recommender sys-
tam showcases the benefits of KGs for
tealizing the transparency RAI valus.
Az shown in Figure (b, the KG cap-
tures attributes of items and relation-
ghips between items. By embedding
the KG, the recommender system can
extract the reagoning path that leads
to the final recommended items.” The
explanation, represented as the pathin
the KG, provides transparency on how
the Al models make predictions and
enhances user trust in the systam.

Compliance checking. With LLMs'
incredibla capabilities in natural lan-
guape understanding and reasoning,
legal texts, such as regulations or acts,
sarve as trustworthy external knowl-
edge to enhance LLM-based compli-
ance checking® Using lepal toxts, a
KG 15 gonerated as an index. Based on
the processing activities' facts, LLMs
tetrieve applicable legal context infor-
mation using this KG indaxing. Subse-
guantly, LLMs conduct lagal analysis
based on the retrieved facts and lspal
norms. The compliance checking
tesuits are then directly presented in
natural language for the end user, as
illustrated in Figure 1[e).

L3l COMPUTER

KG-enhanced legal

compliance: insights from
ChatlLaw implementation

A research team has developed Chat-
Law® a system that exemplifies how
the integration of KGs can improve
legal compliance wverification and
advisory services. Their implementa-
tion demonstrates that incorporating
structured knowledge representation
can substantially enhance the preci-
sion and dependability of automated
legal services while minimizing the
tendency of language models to gener-
ateunfounded information.

KG integration in system architec-
ture. Tho KG structure in ChatLawspe-
cifically emphasizes the organization
of lagal consultation knowledge. The
system builds its knowledge represen-
tation through a carefully designed
wotkflow that transforms multisource
legal data into- structured KGs. The KG
implemeantation servesacrucial rolein
consultation processes. Under expert
guidance, the system abstracts legal
consultation procedures into a profes-
sional EG framework. This framework
begins with determining consultation
types and their corresponding entity
sars, which form the foundation of the
knowledge structure.

The practical application of the EG
manifests in the consultation work-
flow. When users initiate a consulta-
tion, the legal assistant component
selects relevant predefined entity
clusters from the KG and systemati-
callypopulatesinformation nodes. For
incomplete information, the system
integrates thess gaps into new ingui-
ties, guiding osgers to provide addi-
tional relevant details that expand
the KG. The legal assistant selects the
predefined entity cluster according
to user queries and systematically

explores koy nodes. Once these nodes
contain complete information, the
system transfers this comprehensive
knowledge to subseguent process-
ing stages.

Implications for KG-enhanced com-
pliance. The integration of KGs in
ChatLaw demonstrates measurable
improvements in legal consultation
accuracy and reliability. The sys-
tem'’s KG-driven approach comtrib-
utes significantly to its performance
in ‘standardized evaluations, whera
it surpassed existing models in lapal
reasoning tasks. The implemanta-
tion of KGs particularly strengthens
the system's ability to gather compre-
hensive information during consulta-
tions. Through its structured clusters
of entities and node relationships, the
system ensures systematic coverage of
all relavant legal factors. This system-
atic approach helps prevent informa-
tion gaps that could lead to incomplate
orinaccurate legal analysis.

The KEG architecture in Chatlaw
proves especially valuable in maintain-
ing consultation accuracy by guiding
information collection through pre-
defined entity relationships. When
encountering unclear or incomplete
information, the system uses its KG
structure to identify specific infor-
mation needs and generate targeted
follow-up guestions. This structured
approach helps ensure that all neces-
sary legal factors ara considerad before
generating advice.

Beyond immediate performance
metrics, KGimplementation establishes
aframework for morereliablelegal com-
pliance systems. By abstracting legal
consultation processes into structurad
knowledge representation, the system
creates a reproducible methodology for
handling complex legal gueries. This
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abstraction enables systematic infor-
mation gathering while maintaining
the logical relationships botween dif
ferentlagal concepts and requirements.

In conclusion, the system's abil-
ity to maintain consistency in legal
consultations through KG guidance
addresses a fundamental challenge in
legal technology: the need for system-
atic and thorough information gather-
ing. The predefinad entity clusters and
telationship patterns in the KG ensure
that consultations follow establishad
legal frameworks while adapting to
gpecific case requirements. Thisstrue-
tured approach helps maintain the
guality and reliability of legal consul-
tations in diverse cases and scenarios.

RESEARCH OPPORTUNITIES

Figure I summarizes the contributions
of KGs with respect to ethical princi-
ples and regulation compliance. With
natural language processing-based
information extraction, KGs are able
to represent requirements enforced
in regulations. In addition, much
tesearch has been done on developing
ethical Al algorithms, and these algo-
rithms smbed RAI values by design !

Regulation compliance

While previous work focused primar-
tly onrepresenting GDPRrequirsmants
through KGs, the integration with
emerging LLMs opens new opportu-
nities." Unlike traditional rule-basad
tepresentations that were limited in
expressivenaess, KGs can now serve as
teliable sxternal knowledge to ground
LLM: and address their challenges
of limited domain knowladga, hallu-
rcination risks, and need for accurate
information processing. !¢ This is
particularly critical in compliance
checking, where accuracy and reliabil-
ity are paramount. To address these

challenges, KG& serve as a reliable
external knowledge source to ground
and enhance LLMs' performance in
legal tasks. By providing structured,
machine-readable representations of
legal concepts and relationships, KGs
can help address the issues of factual
inconsistencies and missing crucial
information in LLMs' outputs® This
grounding mechanism is particularly
important for ensuring the safety and
legality of LLM-generated outputs.

Thevalueofthisintegration extends
to the modeling of complex legisla-
tive interconnections. By capturing
the intricate relationships between
laws, articles, and their broader leg-
islative context, KGy create a compre-
hensive framework for understanding
lagal dependencies.'* This structured
represantation of legal relationships
enhances the ability to perform ther-
ough compliance checking by consid-
aring the full context of relevant laws
and regulations. Furthermore, the
structured nature of KGscontributesto
enhanced domain adaptation of LLMs
in legal applications. When integrated
into the pretraining process, lagal KGs
help address the challengs of limited
domain-specific knowledge in gener-
al-purpose [LMs. " Their lower noise
levels and higher knowledge density
compared toraw lagal texts make them
particularly effective for specializing
LLMs for legal tasks:

One of the most significant advan-
tages lies in their flexibility for han-
dling the dynamic nature of legal
knowledge. Unlike LLMs that require
complete retraining to Incorporate
new laws, KGs can be continuously
updated to teflect the latest legis-
lative changes.£1¥ Thizs adaprabil-
ity is crucial in the legal demain;
where new laws and regulations
are published daily, ensuring that

compliance checking systems remain
current without the need for frequent
model retraining.

Ethical principles
EGs offar transformative potential for
enhancing privacy protection in Al
systems through advanced capabili-
ties beyond existing data structuring
approaches. ® Their ability to reprosent
complex relationships while main-
taining data anonymization opens
new possibilities for privacy-presarv-
ing Al development. KGs can support
sophisticated data abstractions and
aggregations that enable valuable
insights without compromising sensi-
tive information.® This advancement
iz especially significant for domains
requiring strict privacy measures
while maintaining data utility, such as
health care and financial servicas.

EGs present innovative opportu-
nities for fairness in Al systems by
enabling nuanced representation
of societal and technical relation-
ships beyond current frameworks.
Their potential extends to develop-
ing comprehensive fairmess evalua-
tion systems that can handle complex
intersectional considerations. 1 KGs’
reasoning capabilities offer promising
directions for automated bias detec-
tion and mitigation across diverse
applications: The technology's abil-
ity to Integrate multifaceted social
contexts with technical parameters
sugpests potential applications in
areas like employment, education,
and social services, extending beyond
health rare® These capabilities could
revolutionize how organizations
approach fairness in automated deci-
sion-making systems while ensuring
gcalability and consistency.

EGs also demonstrate significant
potential in advancing Al transparency
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through their unique semantic struc-
turing capabilities.” Their ability to
capture and represent complex rea-
goning chains suggests possibilities
for developing more sophisticated
explainability mechanisms across
various Al applications. The semantic
modeling potential of KGs indicates
promising directions for creating
mora intuitive and uoser-friendly Al
gystems that can explain their deci-
gions effectively to diverse stakehold-
ers, from technical experts to end
users.” This capability could trans-
form how Al systems communi-
cate their decision-making processes
across sectors like autonomous sys-
tems, finanecial services, and public
administration.

RESEARCH CHALLENGES

In general, most challenges of con-
structing KGs to represent unstruc-
tured data for RAI come from the
heterogensity when dealing with
domain knowledge Existing work
porforms this task by extracting
domain-spacific entities (ak.a. named
entity recognition) and linking these
entities through relations {a.k.a. rela-
tion extraction) based on predefined
ontology.® Howaver, RAI requires
continuous monitoring throughout the
lifecycle of Al system design, develop-
ment, and deployment ** Information
and knowledge are dynamic in the
time series and heterogenecus in for-
mat. Updating rapidly developed new
knowledge on RAl and maintaining
the quality of the KGY purt challenges
on this predefined frameworlk.

Regulation compliance

MNatural language sentences in legal
texts can axpresssimilar relationships
and meanings with different sxpres-
gions. Current work constructs a GDPR

L COMPUTER

EG  through ontology-based imfor-
mation extraction.'® It tends vo align
these heterogeneous expraszions with
predefined relations, which compro-
mises the expressiveness. By contrast,
open information extraction [Open
[EJ"® iz abla to extract entity and rela-
tion information directly from natural
text, which enriches the expressive-
ness of the output KG. However, infor-
mation extracted from Open IE is
heterogeneous.

The granularity of expressions on
tegulations is at a coarse-grained leval
as abstract concepts, while particular
Al zystems utilize fine-grained leval
expressions as instances. The map-
pings botween the twe granularity
levels can be challenging. It is neces-
sary to figure out which level of gran-
ularity can represent requirements in
legal documents and the correspond-
ing information in Al systems. In reg-
ulations, requirements are written in
a human-readable way, which means
one article or even one sentence actu-
ally contains multiple requirements. It
i easy for humans to confirm the com-
pliance with a certain article by sat
isfying all the requirements listed in
that article. However, for KG process-
ing, checking sarh requitement and
then aggregating them to claim com-
pliance is challenging. For KG gueries,
proficiency in SPARQL query language
gkills iz required to retrieve informa-
tion from the KG. Ithecomes even more
complex towrite SPARQL query syntax
when querying across multiple graphs.

The LLMs provide alternative
approaches for compliance checking,
asidentifiad inthe "Research Opportu-
nities" section. Despite the promising
potential of KGs in legal applications;
sevaral significant challenges axist in
their effective integration with LLMs.
A fundamental challenge lies in the

complexity of knowledge integration
across different formats. As high-
lighted in Pan er al ** the process of
combining unstructured information
liketext passages with structuraed data
from KGs presents substantial techni-
cal hurdles. The traditional similari-
ty-based retrieval methods often fall
short in capturing the intricate logical
relationships nesded for sophisticated
legal reasoning, potentially leading to
suboptimal performance when LLMs
attempt to process and reason with the
ratrieved information.

Another critical challenge emerges
in the construction and maintenance
of domain-specific KGs for legal
applications. The work by Colombo®
emphasizes that the inherent unstruc-
tured nature of legizlative texts makes
it particularly difficult to devalop
accurate and reliable KGs. This chal-
lenge iz compounded by the need
to ensure that the resulting KG cap-
tures not just the surface-level infor-
mation, but also the complex web of
relationships and dependencies that
characterize legislative frameworks.
The process requires sophisticated
approaches to transform unstruc-
tured lagal texts into wall-structured,
machine-readable formats while pre-
soerving the nuanced legal contextand
interconnections.

Furthermore, the integration chal-
lenge extends beyond mare tachnical
implementation. While KGs can the-
oretically enhance LLMs' reasoning
capabilities, achieving effective rea-
soning across different knowledge
representations remains problemat
ic. As noted by Pan at al,"! LLMs of
ten strugple to properly account for
the complex relationships between
different statements, even when pro-
vided with explicit knowledge. This
limitation sugpests that simply having
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access to a FiG s insufficient: the chal-
lenge lies in developing mechanisms
that enable LLMs to effectivaely utilize
the structured relationships and de-
pendencies reprasentad in the KG for
sophisticated lagal reasoning tasks.
Thasa challenges collectivaly point
to the need for Innovative approaches
that can bridge the gap betwaen struc-
tured knowledge representation and
LLM-based reasoning, while main-
taining the accuracy and reliability
egsential for lagal applications.

Ethical principles
Privacy challenges in KG implementa-
tions stem largely from the complexi-
ties of managing entity identities and
their relationships. A fundamental
obstacle lies in the difficulty of cor-
tectly identifying and normalizing
entities that share similar characteris-
tice or representations.® This becomes
particularly concerning for privacy
protection since any misidentification
can create incorrect linkages between
sensitive data points, potentially com-
promising individual privacy. Another
significant challenge emerges from the
temporal nature of knowledge manage-
ment—while current frameworks can
handle static snapshots and immediate
updatas, they struggle with affectively
managing rapidly evolving informa-
tion.® Thiz limiration poses substantial
risks to privacy preservation, asit com-
plicates the implementation of consis-
tent and reliable privacy controls across
differant temporal states of the KG.
The implementation of fairness
in EGs encounters several techmiecal
hurdles, particularly in the realm of
knowledge acquisition and structural
development. Despite significant
technological progress in language
processing capabilities, the auto-
mated extraction of well-structurad

knowledge remains a substantial
challenge ® This limitation has direct
implications for fairness, as any gaps
or biases in the knowledge extraction
process can lead to systemic inequi-
ties in the resulting knowledge rep-
resentations. The challenge becomes
more pronounced when sealing KGs;
as the necessary combination of dif
ferent extraction methodologies—
ranging from manual to automated
approaches—ean  introduce vary-
ing degrees of bias into the systam.®
Earh method may capture different
aspectsofreality with varying degroes
of acecuracy, potentially leading to
uneven representation across dif-
feront demographic groups or concept
categorias.

In terms of transparency, KGs
face distinet challenges in achiev-
ing affective explainability despite
their inherently interpretabla nature.
A keoy challenge lies in establishing
meaningful connections between the
technical components of Al systems
and their KG representations®" This
includes the complex task of mapping
neural network features to ontological
elements in a way that supports clear
explanation. Additionally, the fisld
neads to move beyond static explana-
tory approaches toward more dynamie,
interactive systems that can engage
with users meaningfully 2 This chal-
lenge is further complicated by the dif
ficulties in extracting and integrating
knowledge from diverse data sources,”
as the guality of explanations directly
depends on how well the knowledge
structure captures and represents the
underlying domain complaxity.

of KGs on RAI from two perspec-

r nthiswork, we investigate the roles
tives: research opportunities. and

challenges. The "Research Opportuni-
ties" section identifiss areas that KGs
can farilitate, realizing ethical values
to build RAL To facilitate research
on this spacific topic, we identify
research challenges and propose a
concrate use case to illustrate the
potential solutions on leveraging FKGs
forRALR
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This arficle explores the shift from manual to automated
testing, emphasizing the role of arfificial intelligence and
machine learning in enhancing efficiency and quality assurance
in the software development lifecycle, highlighting innovative
securty testing for open source software and examining
artificial intelligence’s impact on testing frameworks.

» oftware testing is a critical component of the

softwara development lifecycla. It ensuras

| that a product meets tha required standards
" and functions as intended. Over the decadaes,
software testing has evolved significantly, moving from
manual testing to more sophisticated automated testing
methods. This study sxamines the transformation of
software testing from manual to automated techniques,
forcusing on the shift from rigid frameworks to adapt-
able, iterative methods aligned with agile practices. It
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analyzes trends and innovations to highlight effective
strategies for addressing modern software quality assur-
ance challenges, including reducing time to market,
lowering costs, and applying critical testing techniques
from other sectors.

This article aims to evaluate recent advancements in
tasting metrics and methodologies for open source soft-
ware [0S5), focusing on object-orientad versus nonob-
ject-criented software and optimized testing techniques
for artificial intelligence {Al) and machine learning,
(ML) including proof of concept for Al applications.

Tha objectives of this study are threefold: To provide
a historical overview of software testing methodologies,
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to analyze current practices and their
effactivensss, and to project future
trends and recommendations aiming
to optimize testing strategies.

SIGNIFICANT ADVANCES

IN TESTING

In the past decade, the maost signifi-
cant advance in software testing has
baen the widespread adoption of auto-
mated testing powerad by Al and ML,
which has significantly increased offi-
ciency, test coverage, and the ability
to rapidly identify issues throughout
the dovelopment process; this shift
is often associated with the intepra-
tion of testing into DevOps pipelines,
enabling continuous testing and faster
teleasze cycles. Figure 1'shows software
testing evolution in last few decades.
Koy points about thess advancemants
are the following:

¥ Shift-left testing: Conduct tests
earlierin development to
quickly identify and resolve
issues, preventing larger

Continuous testing: Use auto-
matad testing in the develop-
ment pipeline for regular quality
feedback.

Automarion tools like Selentom:
A popular framework for
automating web application
testing, improving speed and
thoroughness.

Maobile automation testing: Auto-
mata testing of mobile apps to
ensure functionality across
devices and operating systems.
Security testing: Focus on secu-
rity testing to identify and miti-
gate software vulnerabilities.
QA Ops: Integrate quality assur-
ance with DavOps to improve
testing efficiency.

Performance engingering:
Enhance application perfor-
manca throughout the devalop-
ment lifecycle, beyond standard
testing.

Aland MLin testing: Use Alto
create test cases, evaluate out-
comaes, and identify potential

challenges. isspos.
Robust Automation Maora Scalable Tools Autoromaous Testing,
Toots + Open Source and Framaworks Machine Leaming and Al
& <> . 4
2000-2010 20102018 2019 and Beyond
Agile DewOips and Confinuous Coliaboration and Smari
Mathodology Testing Tesiing

IE 1. Sofiware testing evolution in the last fow decades.
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¥ Seriptless test automation: Allow
nontechnical users to cre-
ate antomated tests withouwt
coding, using frameworks like
Cucomber.

The current “state of the art" in
automated testing primarily involves
leveraging Al and ML to create more
intalligent, selfhealing test suites,
including features like automated test
case generation, intelligent test data
creation, flakiness detection, wisual
testing, and seamless integration with
continuous integration/continuous
delivery (CI/CD) pipelines, allowing
for faster foedback loops and improved
test coverage across various platforms
and devices. A fow key aspects of
state-of-art testing automated testing
are as follows:

¥ Using Al algorithms to autono-
mously generate tast cases from
reguirements and application
behavior, reducing manual
development time.

¥ Creating realistic and diverse
test data with ML to cover vari-
ous edge cases and scenarios.

¥ Identifying and fixing “flaky”
tests with ML to improve tast
reliability.

¥ Implementing systems for auto-
mated tests to selfcorrect minor
user interface (Ul) changes,
reducing maintenance efforts.

} Integrating automated tests
into the CI/CD pipeline for quick
foedback on code changes.

The transition to automated test
ing, aided by intuitive interfaces and
Al has significantly reduced testing
costs and increased efficiency, prompt-
ing orgamizations to allocate more
budgetto quality assurance. Thistrend
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underscores the importance of ear
ly-stage testing to further cut costs and
improve software quality.

MINIMIZING TIME TO
MARKET WITHOUT
COMPROMISES

In a rapidly evolving technologi-
cal landscape, the demand for high-
quality software products has never
bean pgreater. Organizations are
under increasing pressure to deliver
gsoftware soluticns that not only mest
consumer expectations but do soin a
timely manner.

To minimize time to market with-
out compromising testing phases,
prioritize automation in testing pro-
cesses, implement CI/CD, focus on
developing a minimum viable product
with core functionalities, utilize par-
allal testing strategiss, and prioritize
critical test cases while optimizing
test environments to identify issues
early and quickly in the development
cycle. Koy strategies to achieve this
balance are as follows:

¥ Automated testing tools should
be used for regression, Ul and
parformance tests, enabling
manual tasters to focus on mora
complex scenarios.

Identify key functicnalities and
pricritize testing in those areas
for faster feedback eyclas.

Run multiple tests simultane-
cusly in different environments
to speed up the process.
Integrate automated tests into
the dovelopmant pipelinato
catch bugs early and enabla
rapid foedback loops.

Writa tests bafore writing code
to ensure functonality is thor-
cughly tested from the start.
Focus on developing a product

with essential features for
early user feedback and quick
iterations.

¥ Createtesting environments
that mimic raal-world scenarios
to identify potential issues early.

¥ Usetools that replicate real-world
scenarios to speed up testing
without full system integration.

¥ Createa comprehensive tast
strategy with clear goals, priori-
ties, and timeframes.

% Ensure all stakeholders are
aligned on testing priorities and
expectations.

When pursuing key strategies, it's
crucial to conduct risk assessments,
promote skill development, iden-
tify bottlenecks, and maintain gual-
ity over speed. These practices can
significantly reduce time to market
while ensuring thorough testing and
high-guality product delivery.

TESTING WITH FORMAL
METHODS AND WHEN TO
STOP TESTING

Software testing is essential in angi-
necring for defact identification and
reliability assurance. Traditional
methods often struggle with modern
software complexities, prompting
the use of advanced techniques like
formal methods. These mathemat-
ical frameworks improve specifica-
tion, development, and verification,
allowing for early issue detaction and
lowar bug-fix costs. This is especially
important in safety-critical sactors
like avionics and medical devices;
whera small errors can have severe
consaquences. Integrating formal
methods into testing enhances tradi-
tional approaches, promoting a proac-
tive design strategy for high reliabil-
ity in critical systems. Koy aspects of

formal methods in software testing
are as follows:

¥ Formal methods canbe applied
during reguirements gathering
and system design, unlike most
testing techniques used later,
allowing for earlier identifica-
tion of potential issues.

¥ Formal methods nse mathemat
ical notation to create clear rep-
resontations of system behavior,
anabling better analysis and
varification.

¥ Model checking systematically
examines all possible states of
a system to identify potential
arrors of inconsistancies.

¥ Theoram proving useslogical
reagoning to mathematically
validate system properties.

Formal methods enhance conven-
tional software testing by systemati-
cally identifying issues that standard
techniques may miss. By using math-
ematical models and precise specifi-
cations, they uncover hidden defects,
improve software reliability, and help
create targeted test cases. This pro-
active approach allows developers to
focus on critical aspects, resulting in
mora robust software.

Finalizing software testing relies
on predefined exit criteria that assess
deployment quality. Effective commu-
nication among team members and
stakeholders is essential for aligning
expectations. Continuous evaluation
of software performance and user
feedback 13 vital for maintaining gual-
ity. By establishing clear exit critena
and promoting transparancy, organi-
zations can make informed decisions
that enhanece ‘software quality and
stakeholder satisfaction, leading to
successful project delivery.
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SECURITY VULNERABILITIES
As the world becomes more intercon-
nacted, rising security vulnerabili-
tias pose significant risks to organiza-
tions and individuals. Cyberattacks are
increasingly sophisticated and frequent,
leading to financial losses, reputational
damage, and legal issues. It is crucial for
software developars, cybersecurity pro-
fossionals, and policymakers to under-
stand and address these volnerahilities.
Traditional software security methods,
which focus mainly on basic function-
ality testing, may no longer suffice in
today's complex landscape.

Some ways to reduce security vul-
narabilities are as follows:

¥ Identify system, application, and
network weaknesses vulnerabla
to exploitation.

¥ Track vulnerability resolution
progress and highlight areas for
improvemant.

¥ Datect potential threats
early and effectively address
vilnerabilities.

¥ Evaluate vulnerabilities and
deficiencies in systems, nat-
works, and procedures.

¥ Use a secure coding chacklist to
prevent vulnerabilities; imple-
ment Bug Bounties to find sig-
nificant software flaws.

¥ Applythe principle of least priv-
ilage to access rights for devices
and systams.

¥ Create protocols to prevent acci-
dental disclosure of sensitiva
information in error maessages.

¥ Identify, categorize, and address
system vilnerabilities.

Otherwaystoreduce the nskofvul-
nerabilities include keeping software
and systems up to date, implement-
ing strong access controls, providing
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tegular cybersecurity training, imple-
menting affective incident response
procedures, and using sncryption and
other security technologies.

LATEST DEVELOPMENTS IN
TESTING METRICS

The integration of Al and ML in test
ing metries is transforming quality
assurance by automating test case
generation and enhancing pattern
Tecognition in test data. This leads to
more efficient problem identification
and streamlines testing across soft
ware applications. Al-driven testing
improves guality assurance by iden-
tifying key test sconarios, creating
test cases, and optimizing test suites;
reducing the need for manual inter-
vention. Additionally, predictive ana-
lytics uses historical data to anticipate
potential issues, enabling proactive
guality improvemants. Advanced test
case design employs Al algorithms to
create cases that capture complex uzar
behaviors and edge cases, enhancing
test coverage and overall quality.

In the contemporary landscape, the
ongoing advancement and prolifera-
tion of Al have rendsred ethical con-
siderations paramount in discussions
regarding its implementation. A pri-
mary concern in this context is the safe-
guarding of privacy.** As Al technolo-
giesbecome increasingly integrated into
various societal functions, they process
vast quantities of data, imcluding sensi-
tive and personal information, theraby
heightening the risk of privacy viola-
tions** Consequently, it is imperative
to employ Al algorithms that not only
honor privacy but alzo actively protectit.

Emergingtestingmetricsarereshap-
ing software development. Shiftleft
testing emphasizes sarly integration of
testing, leading to faster feedback and
defect detection. Incorporating testing

into the DevOps pipeline enables con-
tinnous feedback and accelarates
delivery. Codeless automation testing
makes automated tests accessible to
nontechnical users through graphical
intarfaces. The rise of Big Data and the
Intarnet of Things increases the need
for metries tailored to extensive data-
zats and interconnectad devices.

When adopting new testing metrics,
it's essential to align them with business
objectives, ensuring they effectivaly
measure guality and user value. Main-
taining data quality and accuracy is cro-
cial, as merrics must be based on reliabla
data reflecting realworld scenarios.
Continuous monitoring and analysis
are necessary to keep testing metrics ral-
evant to evelving project naads.

EXPLORING INNOVATIVE
SECURITY TESTING FOR OS5
Az technology becomes integral to
our lives, the significance of software
development has surged, with 0SS
leading in transparency, collaboration,
and community-driven Iinnovation.
However, this growth brings security
challenges, highlighting the need for
effactive tosting methodologies, par-
ticularly in security testing and auto-
generated code detection. Modern 0SS
security testing wutilizes automated
furzing, Al-enhanced ‘static analysis,
behavicral analysis, and communi-
ty-driven wvulnerability scanning to
identify flaws, outperforming tra-
ditional methods like manunal code
raviews by laveraging the collaborative
nature of open source dovelopment to
guickly address vulnerabilitios.

To effectively assess the security
risks of 088, consider the following tips:

¥ Stay up to date with secunty
advisories and bug tracking sys-

tems for the softwars you utilize.
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Regularly update and patch

OS5 to address any known
vilnerabilities.

Evaluate the reputation and
track record of the project's com-
munity support.

¥ Review the codebase for quality,
adherence to security best prac-
tices, and evidence of ongoing
maintenance.

Engagewith the broader open
source community to discuss
and share security concerns and
bast practicas.

Innovative open source secu-
rity testing improves vulnerability
detection through key components.
Advanced static analysiz methods,
suchastaintanalysis, track data flowto
identify injection vulnerabilitiss, like
structured query language [SOL) injec-
tion and X55. Semantic analysis uncov-
ars complex security issues, while tai-
lorad rules target specific architectural
weoaknesses. Dynamic analysis uszes
fuzzing frameworks totest applications
with random inputs, enhancing critical
vulnerability detection through cover-
age-guided fuzzing. Interactive appli-
cation security testing allows real-time
vulnerability detection during deval-
opment, and runtime analysis moni-
tors application behavior. Communi-
ty-driven tools like "Nmap,” “Wapia"
and "Zed Attack Proxy” (ZAP) support
vulnerability identification and foster
collaboration among developers and
sacurity researchers.

Advanced security testing can
be eoffactively performed using open
source tools. Static analysis tools, like
Coverity, SonarQube, and Fortify on
Demand, identify ceode wulnerabili-
ties before deployment. For dynamic
testing, fuzzing frameworks, such as
American Fuzzy Lop and Peach Fuzz

expose weaknesses through random
datainjection. Web application security
i assessad with scanners like OWASP
ZAP and Burp Suoite, while Nmap
datects active devices and services.

K
I
(L)

Sglmap is essential for identifying SQL
injection vulnerabilities. Additionally,
tools like Snyk, Checkmarx, SpotBugs,
and Checkstyle analyze code patterns
to improve accuracy and reduce false
positivas in autogenerated code.

INDUCTION OF TEST
DATA REDUCTION, TEST
TIME REDUCTION, AND
MODEL-BASED TESTING
Induction in software testing encom-
passes methods designed to enhance
the efficiency, effectivenass, and over-
allgquality oftests, with a focus on three
key areas: test data reduction, test time
reduction, and model-based testing.

Test data redurtion aims to min-
imize the volume of test data while
ensuring adequate coverage of the
system under test, which conserves
computational Tesources and time.
Inductive approaches for this include
automatic generation, -search-based
methods, and constraint solving, uti-
lizing data mining and ML techniques
to eliminate redundant inputs.

Test time reduction focuses on
decreasing the duration required to

TRADITIONAL SOFTWARE SECURITY
METHODS, WHICH FOCUS MAINLY ON
BASIC FUNCTIONALITY TESTING, MAY NO
LONGER SUFFICE IN TODAY'S COMPLEX
LANDSCAPE.

run a test suite, crucial for large soft-
ware systems. Inductive strategies
here involve prioritizing test cases
bazed on previcus results, selecting
critical test cazes for execution, and

employing parallel testing across mul-
tiple environmants.

Meodel-basad testing leverages mod-
els to automatically generate test cases
that reflect the expected behavior of
the system. Inductive methodologies in
model-bazsed testing includs automated
model learning, model refinement, and
test generation from these modals,
enhancing precision and adaptability.

Integrating these technigues
enhances testing officiency by using
model-based testing for test genera-
tion, applying data reduction to limit
necessary test cases, and employ-
ing time reduction methods to pri-
oritize tests informed by coverage
and risk. Ultimately, these inductive
approaches strive to optimize the test-
ing process, utilizing data-driven tech-
nigues to deliver higher-quality tests
while conserving time and resources.

STEPS TO CONDUCT

AN EXPERIMENT ON
TESTING TECHNIGQUES

To evaluate various software testing
methodologies, a structured experiment
will assess five approaches—manual
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testing, automated testing, model-based
testing, randomized testing, and
search-based testing—based on their
effactivenass, officiency, and coverage.

The experiment will use a real-
world application as the software
under tast [(SUT), which should have
diverse functionalities for meaning-
ful comparisons. Each methodology
will ba applied to the same version of
the SUT to ensure comparable execu-
tion times. Evaluation metries will
include the number of defects found,
test coverage, execution duration,
and reproducibility.

The experiment will consist of five
phases: initial manual testing, fol-
lowed by automated, modeal-based,
randomized, and search-basad test-
ing, with results documented after
each phasa. Itis expected that auto-
mated and model-based testing will
identify as many or more defects than
manual testing, with model-based
testing achisving the highast cover-
age. Manual testing is anticipated to
be the stowest, while automated and
model-based testing will likely be
more efficient.

After data collection, an analysis
will focus on defacts per time unit, the
telationship between coverage and
defects found, and resource utiliza-
tion, leading to conclusions about the
most effoctive testing methodelogy
for the SUT.

THE CONSUMER TESTING
LANDSCAPE: DEFECTS

AND IMPACTS

Fault-detecting software defocts is
crucial for maintaining high-qual-
ity applications and can be achieved
through various technigues. Static
analysis methods, such as code
teviews and inspections, allow for
manual examination of source code
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to identify legical errors and secu-
rity vulnerabilities before execution.
Auntomated static code analysis tools;
like SonarQube, Coverity, and Check-
style, analyze the code without run-
ning it, pinpointing issues like syntax
errors and compliance violations.

Dynamic analysis technigues;
executed during the software’s run-
time, inclode various lavels of testing,
such as unit, integration, system, and
acceptance testing, aswaell as fuzz test
ing, which involves providing random
or malformed inputs to identify unex-
pected crashes or vulnerabilitias.

Additionally, fault injection is used
to deliberately introduce errors to
evaluate software resilience, and pro-
filing tools, such as Dynatrace, Pro-
metheus, or Jaeger, help track software
behavior and detect runtime anoma-
lies. Moreover, Al and ML-based defact
detection methods, including anom-
aly detection models and predictive
analytics; enhance the ability to iden-
tify abnormal behaviors and predict
defact-prone modulss based on histor-
ical bug data.

The impacts of software defects can
be severe, affocting performance and
teliability, leading to'system crashes;
memory leaks, and slow response
times. Security risks include potential
data breaches, privilege escalation,
and denial-of-service attacks due to
vulnerabilities. Financially, defects
can result in revenue loss due to down-
time, legal liabilities from compliance
failures, and damage to reputaticn
from poor software guality, which in
tornaffect customar trast.

Furthermore, software develop-
ment is impacted by increased main-
tenance costs, as more defects neces-
sitate additional time and resources
for debugging and fixing, and delayed
releases when defacts are discoverad

late in the development cycle can push
back deployment schedules.

To mitigate risks, organizations
gshould implement a comprehensive
testing stratepgy that includes umit,
integration, system, and user accep-
tance testing. This approach enables
early problem detection, ensuring
software quality before launch. Gath-
ering user feedback through beta
testing and surveys is'also essential
for enhancing functionality and user
satisfaction. By prioritizing thorough
testing and user input, companies
can reduce risks, improve guality, and
build customer loyalty.

ERIDGING THE GAP: TESTING
STRATEGIES FOR Al/ML

The rapid evolution of AT and ML tech-
nologies has fundamentally trans-
formed warious sectors, incloding
health care and finance. As these sys-
tems become increasingly integrated
into critical applications, the need
for rigorous testing methodologies is
mora crucial than ever.

Traditional software testing
approaches often fall short when
applied to AI/ML applications due to
their unique characteristics, such as
reliance on large datasets, the probabi-
listic nature of outputs; and potential
for adaptive learning. Effective and
innovative testing methods for AT/ML
systems include data quality analysis,
model sxplainability techniques, like
LIME and SHAP, adversarial testing,
cross-validation, comtinuous moni-
toring of performance metrics, and
human-in-the-loop evaluation. These
methods address the distinet features
of AI/ML models, particularly their
dependence on data and the possibility
of unexpectad behavior in edge cases.

A thorough data-guality assess-
ment is essential for identifying biases
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and inconsistencies that can impact
modal performance. Employing modsl
explainability techniques allows for
insight into decision-making pro-
cesses, helping to pinpoint biases and
areas for improvement.

Adversarial testing is' crucial for
identifying vulnerabilities, while
cross-validation enhances modal eval-
uation by assessing gensralization
ability across different data subsets.
Continuous performance monitoring
is necessary to detect any degradation
over time, and incorporating human
judgment in the svaluation of modsl
outputs is vital for complex tasks.

Additionally, performance test-
ing evaluates the models afficiency
under varying load conditions, and
canary deployments facilitate gradual
rollouts for performance monitoring
before wider deployment.

The limitations of conventional
testing methods in assessing AI/ML
gystems underscore the necessity for
these specialized mathodologies,® as
traditional methods rely on determin-
istic behavior and predefined input/f
putput pairs, which are inadequate
for the dynamic and probabilistic
nature of Al models. Both approaches
can complement each other. While
Al-driven testing excels in handling
complexity and scals, conventional
methods are indispansable for tasks
requiring human insight or determin-
istictesting.

Evaluating the impact of technol-
ogies like Al on security frameworks
is essential dus to emerging threats.
The rize of Al and ML enhaneces threat
detection and response through trend
analysis and automation, but also
enables more sophisticated attacks. A
cohesive, proactive strategy is needed
to integrate technology, policy, and
athies for a secure digital future *

Al PROOF OF CONCEPT,
APPLICATIONS AND
CHALLENGES
An Al proof of concept (PoC) is a proto-
typedesigned to demonstrate the feasi-
bility and benefits of an Al solution for
a specific problem. Its main goal is to
validate that a particular Al approach
can achieve the desired results before
investing in full development.

Koy steps in developing an Al PoC
arae as follows:

L Define the problem: Claarly out-
line the specific problem the Al
will addrass, including busi-
ness challenges and potential
Al solutions.

2. Identify the Al technology: Selact
suitable Altechnologies and
algorithms for the PoC, such as
ML, deep learning, natural lan-
Buape processing, or computer
vision.

3. Data collection: Gather neces-
sary data for training or avalu-
ating the Al medel, including
historical data, user interac-
tions, o sensor data.

4. Model development: Create a pre-
liminary Al medel by training
it with the collected data to par-
form the designated task.

5. Implementotion: Implement the
Al modalina real orsimulated
environment to as5ess its par-
formance and practical benefits

6. Performance evaloation: Mea-
sure the model's effectiveness
using metrics like accuracy,
efficiency, and user foedbackto
demonstrateitsvalue.

7. Results and recommendations:
Evaluate the Al solution's
broadar faasibility or the need
for further research based on
PoC results.

Common applications for Al PaCs
are:

¥ Customner service: A chatbot PoCean
demonstrate how Al can handle
basic customer inguiries, reducing
worklozad on human agents.

¥ Predictive maintenance: Al mod-
als that predict equipment fail-
ure oI maintenance needs based
on sensor data and historical
trends.

» Health care: Al PoC for analyzing
medical images or predicting
patient cutcomes from historical
data.

Challenges to an Al PoC are as
follows:

¥ Data guality: Al models are
only as good as the data they
aretrained on, and poor-gqual-
ity data can lead to inaccurate
results.

¥ Complexity: Devaloping an Al
PoC may require specialized
skills and Tesources, mak-
ing it challenging for soma
organizations.

¥ Sealability: A PoC may succeed
in alimited setting, but seal-
ing it to production can present
challenges.

An Al PoC is a crocial initial step
in developing Al solutions, showecas-
ing the technolegy's effectivensss
and potential value before full-scale
development.

EXPERIMENT: VALIDATION
OF SOFTWARE TESTING
METHODOLOGIES VERSUS
Al-DRIVEN TESTING

An e-commerce platform is preparing
for a major sales event, prompting the
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development team to prioritize reli-
ability, performance, and user expe-
rience under increasad traffic. The
forusis on evaluating traditional soft-
ware testing methods, including man-
ual and automated testing, against
Al-based techniques. Thiz analysis
targets key features, like user authen-
tication, product exploration, shop-
ping cart and checkout, payment pro-
cessing, and order management.

Koy forus areas for ewaluation
during this major sales event include
parformance and load testing, which
is essontial for confirming the sys-
tem's capability to manage increased
traffic. Scalability testing iz neces-
gary to assess the effectiveness of
antogcaling features. It is crucial to
conduct thoroupgh testing of check-
out and payment processing to avoid
failures during peak transaction peri-
ods. Additionally, search and recom-
mendation engines must be evaluated
to ensure that product searches and
dynamic pricing adjustments func-
tion properly. Finally, security testing
isvital for detecting fraudulent activi-
ties and bot interactions.

Throe testing approaches will be
evaluated: manual testing by human
testars, traditional automated testing
using tools like Selenium or Cypress;
and Al-driven testing that dynami-
cally generates and executes tast cases
using advanced tools, like Applitools;
Test.ai, or Mabl.

When evaluating a testing method-
ology, key metrics includa the defact
detection rate, which measures the
percentage of identified defacts, and
test execution time, reflecting the
duration to complete tests. Test cov-
erage assesses the extent of function-
ality tested, while false positives and
false negatives indicate testing accu-
tacy. Cost per defoct is caleunlated by
dividing total testing expenses by
the number of defects identified, and
scalability measures the methodel-
ogy's ability to handle complex sce-
naries. Ease of maintenance consid-
ers the sffort needed to update test
cases. Together, these metrics provide
a comprehensive assessment of test
ing parformance.

The experimental design entails the
preparation of the SUT by incorporating

TABLE 1. Results and metrics collected.

Manual testing Automated testing | Al-driven testing

Medtric

Test execution fime 15h
False positives 5%
Cost per defect 55200
Scalabiiity Low

4h 15h
0% %
Ls$80 LIS$40
Moderate High
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50 identified dafects, which encom-
pass functional issnes, Ul preblems,
and edge cases. A uniform set of test
cases iz developed for both manual
and automated testing, concentrating
on the features of the SUT. The scanar-
ios include logging in with both valid
and invalid eredantials, searching for
products using varicus filters, add-
ing items to the shopping cart, and
processing payments. Additionally,
the testing replicates concurrent user
activities and evaluates the system's
responses to invalid inputs. Teams of
equal ‘size are designated for manual
testing, automated testing, and Al
driven testing to maintain equity. The
rasults and matrics gathered during
this testing phase are compiled in a
summary {sea Table 1).

The observations above indicate
that Al-driven testing cutperforms
both manual and automated testing
across key metrics. It achieves a 92%
defect detection rate, identifying 46
of 50 defacts, compared to B0% for
antomated and 65% for manual test-
ing. Al testing completes in 1.5 h,
while automated takes 4 h and man-
ual takes 15 h. It also offars 92% test
coverage, surpassing automated's
85% and manual's 70%. With a 2%
false-positive rate and 5% false nega-
tives, Al testing iz more reliable than
automated testing (10% false posi-
tives, 8% false negatives) and man-
ual testing (5% false positives, 10%
false negatives). The cost per defect
iz US540 for Al USSB0 for automated,
and US5200 for manual testing. Al
requires minimal maintenancas,
while automated needs moderate
effort and manual requires signifi-
cant resources. Finally, Al testing is
highly scalable, outperforming the
moderate sealability of aotomated
and low sealability of manual testing.
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A faw koy aspects tonote herearaas
follows:

¥ Conventional load testing relies
on a fixed number of simulatad
users, limiting flexibility, while
Al-driven testing uses dynamic
traffic simulation that adapts to
real-time demand.

¥ Conventional Ul and funectional
testing use static scripts that
often fail, whila Al-driven math-
ods utilize self-healing scripts
that autonomously detect and
fix Ul issues.

¥ Conventional checkout and
payment testing follows estab-
lished test cases, while Al-driven
testing proactively identifies
potential failures and adapts
dynamically.

¥ Conventional fraud detection
uses static rules that can be
easily evaded, whereas Al-based
methods adapt to evolving fraud
patterns.

¥ Finally, traditional downtime
prediction is reactive, 1dentify-
ing issues post factum, while
Al-driven solutions focus on
proactive failure prevention
through advanced forecasting
technigues.

Figure 2 shows an Al-generated
python test script using GPT and Sele-
ninm for automated checkout test-
ing. Al can improve this test script
by invelving the intelligent selection
of test steps based on past checkout
failures. It utilizes salfhealing auto-
mation to automatically adjust to
modifications in Ul components. Fur-
thermore, Al can generate multiple
variations customized for different
product categories, payment methods,
and user behaviors.

A comprehensive strategy is vital
for ensuring software guality, involv-
ing usability, manual, regression, and
automated testing. Usability testing
identifiesusarexperienceizssues, while
manual testing provides detailed foa-
ture evaluations. Regression testing
ensures that new code doesn't harm
existing functions, and automated

testing improves efficiency, especially
with frequent updates. Additionally,
Al-driven testing offers selfhealing
capabilitiesthatadapttocode changes,
enhancing edge case detection and
accuracy. In summary, Al-enhanced
testing is a cost-effective approach
that streamlines the testing process
while maintaining high quality.

Al-generated python test script using GPT and Selenium for automated
checkout festing.
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W he evolution of software test
ing from manual to automatad
techniques has significantly
teduced testing costs and increased
afficiency. The integration of Al and
ML in testing metrics has transformed
guality assurance by automating test
case generation, enhancing pattern
Tecognition in test data, and enabling
the creation of intelligent, selfhealing
test suites. Furthermore, the innova-
tive security testing for 0SS has lever-
aged automated furzing, Al-enhanced
static analysis, and community-driven
vulnerability scanning to identify
vulnerabilities, cutperforming tradi-
tional methods.

The rise of Al and ML in security
testing has not only improved the
detection and response to emerging
threats, but has alse enabled more
sophisticated attacks, necessitating
a cohesive, proactive strategy to inte-
grate technology, policy, and ethics
for a secure digital future. In addition,
the integration of Al and ML in testing
metrics has revolutionized the identi-
fication of potential issues throughout
the development process.

The ongoing advancement and profif-
eration of Al have rendered ethical con-
giderations paramount In discussions
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regarding its implementation. In sum-
mary, the integration of Al and ML in
testing metrics has revolutionized the
software testing landscaps, leading to
thecreation of moreintalligent, salfheal-
ing test suites and improving the offi-
ciency and accuracy of test processes. W
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COVER FEATURE DATA STORAGE, KNOWLEDGE GRAPHS, SOFTWARE TESTING,
AND ACTION ENGINES

Suman Math’®, Ryen W. White', Fazle E. Faisal, Morris E. Sharp'2,
Robert W. Gruen™, and Lenin Ravindranath Sivalingam, Microsoft Rosearch

With generative artificial infelligence (Al), there is progress
in moving from search results fo Al-generated answers
that synthesize and summarize content. Research on Al
agents and arfificial capable intelligence aims fo reach the
next frontier in information access: task completion.

» earch enginesrevolutionized the way woaccess
 information on the web. When usars search,

\ thay get a list of web pages that might answer

" their guestions. However, these search results

are only starting points, and users still need to browss
through them to extract the required information or to
answer their guery. Ressarch on orienteering, postquery
trailfinding, and teleportation {to popular trail destina-
tions) {for example, White et al'j haz examined ways to
support user activity beyond search engine result pages
(SERPs} but still requires significant user engagemant
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{which has its advantages in terms of, for example, cog-
nitive development but can also be onerous).

BEYOND INFORMATION ACCESS

Fuelad by recent advancements in generative artifi-
cial intelligence [GenAl), information systems have
bean adding capabilities that also make them answer
engines. These engines can take a natural language ques-
tion as input and generate an answer using knowladge
from foundation models such as GPT-40® and Gemini,h
grounded in information found in search results relatad

Thitpe:ffopenai comfindex/hello gpt 4o
Uhiipazffdeepmind goaglefechnologies/pemini.
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to the prompt. This svolution from
tesults to answers saves users the
trouble of having to formulate effoc-
tive keyword gueries and mamnually
gift through one or more web pages
that traditional search engines would
retrieve in response.*

But what if the user needs to use the
answer to perform some tasks onling?
Suppose Aliceneedstotegister for asum-
mercampforherdaughter Shel)ssarches
for summer camps around her location;
2] browses the camp websites to under-
stand what is available and then picksa
camp that best matchesher neads; and 3)
finally registers for the camp by visiting
1ts wabsite, navigating to its registration
page, and completing and submitting
a registration form. Traditional search
engines would help Alice parform stap 1,
while answer engines would also help
her achieve step 2 without needing to
browse many camp websites. Howaever,
ghe still neads to parform step 3 on her
own, which can take significant time.*

To address this challenge, we
envision action engines, a further Al-
enabled expansion of the capabilities
of information systems beyond answer
engines that would automatically per-
form step 3 (as well as prerequisite
staps 1 and Z) on Alices behalf. Given
a natural language task description,
the acticn engine would automatically
parform the task and make any neces-
gary decisions, engapging {for exampla,
sharing progress, getting feadback, and
raising excaptions) with Alice as neces-
gary and based on her preferonces and
what the systam knows about her (for
example, from prior similar tagks).

Ovwar the past fow decades, we have
geen remarkable progress in search

“Come of that time can be offset by web browser
amtocompletion fonctionality that people trast to
use their browser history (o penerale relevant URL
complelions.

&0 COMPUTER

engines that help us find, learn, and
investigate {a past and present focus) in
answer engines using GenAlfor synthe-
gis, summarization, and content gen-
eration (an emerging focusk and now
in action engines that assist with task
completion via automation (a required
future focus). We envisage that all three
will coexist in information ‘systems,
providing value for different tasks.

Task completion iz the next fron-
tier in information interaction® The
tize of action engines is driven by prog-
Tess in task automation, Al agents; and
agentic workflows: Designers of these
engines will leverage Al technology
to expand engine capabilities, moving
beyond mostly supporting thought, as
in search engines and answer engines,
to supporting both thought and action.
Az Al continues to evolve and improve,
it will become increasingly adept at
understanding and executing complax
taske across a range of applications and
websites, making action engines more
widespread in the near future. This
will revolntionize how we interact with
the web and other applications, mak-
ing it more afficient and more task and
action-centric. Usars can go directly to
using action engines for well-defined
taske, first explore altermatives via
search fanswerengines and then sxecute
thetask via an action engine, or trust the
action engineto handle all aspects of the
task. All these systems, working seam-
lessly together with users, will revolu-
tionize how we complete tasks, making
pur daily lives more efficient and pro-
duetive, frecing more time for activities
thatwe enjoy and value.

SEARCH ENGINES TO
AMNSWER ENGINES

Search engines offer only limited
support for task completion, such as
1) infine answers for tasks regquiring

information fragments, such as stock
guotes and weather updates; Z) knowl-
edge cards that provide immediate
fact-based answers on topics such as
celebrities, history, and health; 3) deep
links to specific pages within a web-
gite that provide functionality, such
as a store locator, tool rentals, and lat-
est deals at a popular hardware store
{note that this partial, navigation-only
task support still requires user brows-
ing actions thereafter); and 4) guery
autocompletions (and related searches,
shown on SERPs| to suggest potential
guery formulations that may be popu-
lar with others. Even simple tasks that
justrequire information for completion
can take time and effort becausa users
have to create gueries, review results,
and follow links after the search.

To help address these mnefficiencies
in search engine interaction, answer
engings have been developed in recent
years that are powered by GenAl These
engines provide quick answers to
user gquestions, dynamically penerate
baspoke user expariences adapted to the
task and/or the user, and auto-organize
search results on SERPs for more optimal
information consumption. Examples of
answer engines can be found in main-
stream wab search engines, for exam-
ple, in Google Generative Search,” or in
separate conwversational experiences
such as Perplexiry.®

Results are provided by answer
engines dynamically and may draw
attention away from clickable links on
the SERP unless the user experience
iz carefully designed. To maintain a
healthy information ecosystem, which
is mostly funded by revenue from user
engagement with source content, at
least per the predominant economic

Bhttpeffblog.google/productsfsearch fgenerat ive
2i-google-search - may 2004
Fhid pazfwww_perplexity.ai.
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TABLE 1. A summary of some of the key differences among search
engines, answer engines, and action engines.

Dimension | Search engine Answer engine Action engine
Input Search query Guastion Complex task
Imput format Engme-dependent query langoage | Natural langooge (goestions, darification) | Natwal language {fasks. clarfication)
]
Target Wobsites, web page content Foundation model plus rolrieval- Functionalitios of oxisting websites and
augmented generation (RAG) (retrieved applications
resull contont)
Dutput Search resuits Al-generatod answer Completionof task {resultfeffects)
Core technofogy Crawiing, indexing. ranking Foundation model, RAG Foundation model, agents, tools
Completion support | Low (instant answers) Muoderate (Al answers, contont creation) High [performs task, loveraging user’s own
applications and data (if needod]]
Human interaction | Frequent [queries, clicks} Freguent (dialog, chicks) Infreguent {feedback, unblocking)
Al Tradiional Al (neural notworks, sic) | Gen#l enAl, agentic Al
Autonomy Low [spedific algorithms and rules, | Moderate (noads user prompts/goidance) | High [executes tasks end to end, human
granular user engagement | imyolvement detormined by task, user
[queries, dicks]] | preferences_and task progress (arrors]]
Leaming Ruleshuman feedback Data-driven fusing existing data) Improves thoogh experience

modal on the Internet, search system  engines focus primarily on knowladge  are powered by foundation models and
designers need to retain links to that  acquisition and offer only limited sup- are extensible with skills, tools, and
content on SERPs. This can be dome  portfor task completion, for example, plug-ins. Copilots exist as standalons
through inline references in Al-gen- planning and content ereation. Tabla1  chatbots or as chat embedded in other
erated answers. Ensuring the prove- presents some of the differences applications, for example, in dovelop-
nance of information also helps boost  between search engines and answer ment environments such as Visual Stu-
user trust in the system output. engines along several key dimensions.  dio Code as an Al pair programmer. As

Answar engines use the query and More generally, answer engines are  foundation models become commod-
conmversation context to generate an  also copilors, Microsoft’s nomenclature itized over time, the differentiation in
answer using a foundation model, foranapplicationthatusesmodernAlte Al applications will soon be in the user
enhanced by information from the assistwith complextasks Copilotsoffer experience. That may need to be sig-
search index and search results. They  more generaltask assistance thaninfor- nificantly reimagined from text-based
take several steps that users typically mation finding alone and also serve as  prompting alone to more seamlessly
have to do themsslves in interacting companions and coaches. Users engage integrate Al and support more users
with search engines: 1) decomposing with copilots via conwversational user and more types of tasks with alternative
goals into subgoals or subgueries, 2)  interfaces {Uls) that lat them interact inputmechanisms®

examining SERPs and selecting and  over multipls turns via natural language Copilots provide planning capabil-
teading web pages, and 3} aggregating and/or mmltimodal inputs. Copilots ities, for exampls, decomposing com-
and synthesizing relevant knowledge plex tasks, and some action capabilities.
from retrieved information. Answer  Thitp:/fcopilol.micrescli.com. They are currently focused on content
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creation across text, images, and video.
Thair gutput can contain errors (hallu-
cinations), and they can be impacted by
biazes in the data used to train them.
They create new cpportunities for
human learning {for example, they can
promote thought and prompt learners
to think critically, unpack problems,
and understand underlying concepts),
but any increased automation can also
increase metacognitive demands®
offer less human control over the infor-
mation seeking process than users are
arcustomed to in search engines, and
lead to less critical engagement and
fowar opportunities to develop domain
expertise. Automation has advan-
tages, but copilot designers should only
increase antomation if they also have
ways to help users retain control and
responsibility.® Human agency and sys-
tem automation are in tension in Inter-
active systems that promise intelligence
augmentation, and discussions about
the thoughtful design of the user expe-
rience to accommodate both require-
ments inthisage of Al are nacessary.”
Looking ahead, there are several
frontiers for answer engines and copilots
mote generally, including the following:

1. Memory: expansive memory for
aseamless experience beyond
the current sezsion

2. Personolization: dynamically
adapting to a user's preferences
and habits (which depend on
the existence of memory)

3. Actions and planning: taking
actions on behalf of users to help
them attain their tazsk objectives

4. Safety:ensuring thatany
actions are taken responsibly,
that information shared with
ugars is accurate, and that
sensitive data are handled with
utmost care.

62 COMPUTER

We foens our discussion in this art-
cle on frontier 3 (but also cover aspects
of the other frontiers], given the emer-
gence of GenAl-powerad agents and the
imminent and significant opportunity
for humans and Al to work together to
Teimagine task completion on a global
grale and the many implications of doing
go. Doing this well, starting with digi-
tal but soon expanding into the phys-
ical realms through rapid progress in
embodied Al will involve combining
world, enterprise, and user knowladge
with real-world capabilities [for exam-
ple, vision, audio, biosensing, spatial
awareness, envircnment monitoring,
and robotic actuation). Awvailability
of data streams across applications,
devices, and the clond will be erocal
for enabling richer task modeling, pro-
viding better complex task support, and
helping more userscomplete more tasks.
Al can already help complete repeti-
tive tasks such as making reservations
on usars' behalf. For such tasks, action
transformers, such as ACT1E tained
on digital tools, and “rasklats™ {scripts)
learned from websites® have proven to
be reasonable starting points as actua-
tors of the digital world.

The recent (rejemergence of Al
agents has the potential to transform
how copilots affect the world. The
tradecffs between direct manipulation
and mterface agents hasbeen a discus-
sion in the human-computer interac-
tion community for decades” Agents
can automate long-running business
processes, Teason over actions and user
inputs, leverage memory to bring in
context, learn based on user feedback,
and record exception requests and ask
for help from humans. Reasoning and
acting [ReArt) agents such as UFO™ are
mote robust than scripting solutions

Ehitt ps={fwwwadept ai/blogfac 1.

and can reason over observations (for
example, interface updates} to deter-
mine agent actions. Going forward,
morecopilotswill integrate one or more
specialized agents to help perform
complex tasks, and pecple will create
custom agents via lightweight interac-
tive environments, much like they do
with document authoring today.

ARTIFICIAL CAPABLE
INTELLIGENCE
In an attempt to frame progress in
the fast moving world of Al OpenAl
recantly outlined five aspirational
stages of Al development: 1) Chathots,
Al with conversational language; 2)
reasoners, with problem-solving abili-
ties; 3) agents, which ran take actions: 4)
innovators, Al that can aid in invention:
and 5}organizations, Al that can parform
the work of an entire organizarion.” As
mainstream rasearch and development
in Al moves from the second to the third
stage, artificial capable intalligence
{ACT" may represent the naxt attain-
able frontier in AL Unlike the audacious
pursuit of artificial general intelligence
(humanlike intelligence) or superin-
telligence [smarter than humans), ACI
focuses on achieving practical, action-
able outcomes such as task completion.
Al agonts imbued with ACl are designed
to tackle complex, multistep tasks given
only a high-level description of user
goals (intent} with minimal supervision,
for example, plan and run a vacation,
devealop safer and more encrgy-afficient
battery technologies, or even strate-
gize to win an election.

Tha Turing test, proposed in 1950, is
a long-standing benchmark for whether
a machine can exhibit humanlike ntal-
ligance. The test checks if a human user

hhttp::;'.fn“.hlunmb:rz.mm.fnmtuﬂu(
2024-07- 11 openai sets-levels-to-track progoess
toward-superintelligent ai.

WWW.COMPUTER.ORG/ICOMPUTER



can tell whathar they are interacting
with a machine or another human. It
doss not show if the marhine under-
stands the task or can create affactive
Plans, which are key aspects of natural
intelliganca. In hisrecant book, The Com-
ing Wave"! Mustafs Suleyman, CEQ of
Microsoft Al and DeepMind cofounder,
proposes a modern Tunng test for Al
that captures thoss elaments and more.
It would invelve giving an Al agent an
open-ended, complex goal that requires
interpretation, judgment, creativity,
decision making, and action across
multiple domains, for example, maks a
million dellars from an imitial hundrad
thousand dollar inwestment, through
various e-commerce actvitles. This
test scrutinizes an Al agent's prowess in
independently navigating the antire pro-
cess of researching, planning, sourcing
manufactorers, and selling products,
thereby evaluating its effactiveness in
accomplishing intricate objectives with
minimal human oversight.

Agantic Al is characterized by its
multistep, iterative process imvolving
user instructions, planning, alloca-
tion, execution, and feedback.’ Apgentic
gystems possess a degree of autonomy,
allowing them to maks decisions, plan
actions, and learn from experiences to
achieve specificgoalssetby theirhuman
craators. The adaptability of these sys-
tems to achieve goals with limited
supervision in complex environments 1s
known as the agentic property. This shift
toward agenticness is transforming Al
and software systems, making agents
the unit of programming in these worlk-
flows. Apentic workflows have a place
ontheweb, inaction engines, asawayto
support usersin tackling complex tasks.
Thare are many challenges, includ-
ing learning and surfacing the correct

Ihitps:/ftlogs. nvidia comblog fwhal is-agestic-ai.

workflows [task plans, as we call them)
for a user intent and gensrating them
efficiently at a scale needed to ba usaeful
given the billions of websites and bil-
lions of usars on the web. Additionally,
these challenges include expanding
beyond websites to also mmclude appli-
cations, tools, stc., that pecple also use
to tackle tasks and making them robust
and resilient to system exceptions (for
example, to challenge-response tests
of to changes in the contant of the
resources they use) and adversanal
activities from malevolant actors who
may try to exploit action engine capabil-
ities for nefarious purposas.

The principles of agentic Al include
natural language input and ocutpat,
modular task decomposition, interop-
erability with existing tools and plat-
forms, continupus improvement
through reinforcement learning, and a
human-centric approach built around
feadback. There is no one-size-fits-all
architecture for agentic Al; instead,
various design patterns are used to
build agents, such as reflection, tool
usa, planning, and multiagent collab-
oration. Recent case studies, for exam-
ple, aﬂmtlz:u-ll}n'.m,"3 demonstrate theuse of
these patterns to, for example, develop
stataful Al assistants, among many
other possible applications.

The ecosystem of agentic Alis rapidly
expanding, with many companies and
startups entering the field. GenAl-pow-
ered applications, such as Amazon's Q,
Anthropic's Computer use, and Google's
Project Astra, are heralding a shift from
knowledge-based to action-based sys-
tems. Startups such as Please, Imbus,
and Snowflake are focusing on tasks
such as workplace automation, personal
assistance, and data analytics, show-
casing the diverse potential of agentic
Al Action engines can leverage these
third-party Al agents and other tools to

address specific task needs during task
automation, while keoping users in the
loop to the extent that they need to be
and preferto remain involved.

TASK AUTOMATION AND
ACTION ENGINES

An action engine is a system that can
automatically execute complex tasks
on existing websites (and applications),
based on natural language descriptions
from the user. The action engine inter-
prets the ussr’s intent and uses one or
more foundation models, Al agents, or
tools to accomplish the task To accom-
plish a complex task, the action engine
may break it down into a sequence of
actions and perform them on relevant
wabsites and applications, either by
interacting with their Uls or underly-
ing application programming inter-
faces (APIs) or by employing external
domain-specific agents and tools. Some-
times, the action engine may need min-
imal user interaction to handle tasks
bayond its capabilities, such as solv-
ing a captcha or cbtaiming additional
information about that task that is not
included in the imitial task descrption,
to deal with system exceptions when the
output is unexpected or task progress is
slow or to give users more control over
the action engine’s operation {for exam-
ple, the specific website, application, or
tool it uses to make task prograss).

Two key components of an action
engine are a planner and an sxecutor.
Figure 1 shows a high-level architecture
of an action engine, and Table 1 presents
some characteristics of action engines
in relation to both search engines and
answer engines. The planner receives
the task the user wants to complete as
inputand generates a plan of actions that
are required to complete the task. The
planner may use the user's profile, pref-
erences, and task history of comploted
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tasks and leverage foundation models
or specialized planning algorithms.
For instanee, 2 user may ask the action
engine to “renaw all checked-out library
books for one more month." The action
engine then creates a plan of actionsthat
includes 1) opening the user's defanlt
library website (found from the users
profila), 2) legging in if necessary and if
the usar has given login consent, 3) nav-
1gating to the “checked-out books" sac-
tion of the wabsite, 4 selacting all books,
5) clicking on the “rensw” button, and
finally, 6) verifying that the final page
contains the confirmation text “all books
renewad.” The executor carries out each
stepinthe acticn planbyinteracting with
the target app or website Ul or under-
lying APls. The sxecutor may leverage
foundation modals to determine how to
perform an action. For exampla, to oxe-
cutethe action "click the renew’ button,”
the sxecutor can use a language modasl
tolocate the target button on the current
wabsite scresn. The executor may also
use the usor's profile and preferonces
{for exampls, to log into their account
or to choose an option), external tools,

or even Al agents. For example, if the
library website has an Al agent that can
do the renswal task the action engine
may intéract with it to perform the task.
The planner and the executor may work
together: the planner may generate a
fow steps that the executor can perform;
bazed on the cutcome of these steps, the
planner may generate more stéps for the
executor. The loop may also include the
usar, to clarify the user’s intent, to han-
dle exceptions, to help the agent per-
form new tasks, orto complete a complax
task with human-agent collaboration.
Human inputs and feedback can be lav-
eraged to fine-tune or retrain the founda-
tion moedel toImprove its accuracy.

Notae that the action engine can uti-
lize existing APls to perform tasks, but
APls are not mandatory for task axe-
cution. A significant advantage of our
design is that the action engine can
accomplish tasks by interpreting and
interacting with application or websgite
Uls, in the same way humans do. The
strong emphasis on safely and robustly
performing these actions at web scale is
whatdistinguishes action engines from

Execufion Status

Missing Input

FIGURE 1. Anexample architecture for an aciion engine, with the user playing a central
role various ways in the fask comipletion process, for example, to initiate the task, receive
status updates, provide feedback, and handle exceptions. NL: natural language.
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typical Al assistants, which often tar-
gat specific domains or seloct websites.

We can leverage existing technology
such as large language models [LLMs)
and web automation frameworks (for
example, Playwright} to build the plan-
net and the axecator. However, to make
them useful and reliable, wa need to
overcome several nowel challenges.
First, the planner has to infer the user's
implicit and explicit intent: ask the
user for any missing or disambiguating
information; and use the user's profile,
preferences, and task history to gener-
ate a complete or partial action plan. To
generate the plan, the planner has to
understand the set of possible actions,
as well as their semanrtics, that can be
parformed on different websitesor appli-
cations. The plan has to be accurate and
gafs, meaning that it not only achieves
the usar's goal but also avoids any unin-
tended side effects. The plan also may
bepersonalized, taking into account the
user’s long-term and shortterm inter-
ests as well as the user's foedback and
behavior over ime. Personalization can
be achieved by first mapping the identi-
fied intents to task plans of other users
with similar interests and preferonces
{for example, as has been proposed in
search engines™) and then refining the
plan based on the individual user's char-
actaristics and preferences.

Second, the executor has to per-
form each step of the plan by identi-
fying the correct interaction target
{for example, Ul control, APl tool, or
agent)and verifying that each actionis
performed as expected. The executor
has to ensure that the task execution
iz safe, reliable, secure, and (prefara-
bly, as much as is permissible/noces-
sary) personalized. Speed may also be
preferable for some tasks, depending

Imtps:fiplaywright . dew/.
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on the task and the circumstances. It
should also be able to invelve humans
for any crtical steps, such as unblock-
ing an operation with a legin or pro-
viding additional information. The
planner and the executor must evolve
over time, improving based on their
experiences and feedback across mul-
tiple websites or applications, and
improving their performance and
robustness. Reinforcement learning
can be useful hare, using, say, taskout-
come as the reward function.

Racant advances in foundation mod-
als, surh as large action models™ and
Al agents,'®'® show promise to address
some of the above challenges. For sxam-
pla. sevaral models have demonstrated
impressive capabilities in understand-
ing websites and their screenshots to
identify actions, but their accuracy
iz still below human level. One possi-
ble way to improve their accuracy is to
leverage website annotations from web-
site developers. Similar to how websites
today are annotated with accessibility
information, we envision that futura
websites will also be annotated with
informationtargeting Al agents (similar
to Apple App intents,* where developars
can specify application capabilities to
the system). Standardizing such agent-
friendly website annotations, akin to
WAL-ARIA standards,' can foster the
adeption and utilization of this infor-
mation by action engines. An agents.txt
file listing the actions is supported by
a wabsite that can also be hosted in the
root directory of the site in a similar way
to how robots.txt informs the operation
of search engine crawlers. Additionally,
thera is an ongoing effort for lms.oe,™
which is focused on helping LLM= not

rht!p::,f.l'nlm]np-rt.:,upbr_mmﬂnmm:nlad on)
appinientsfapp - intents.
'htlpﬁffu!l.ﬂuﬂh[fﬂanduﬁ poidelinesfaria
mhups:fﬂim:i:l:t.m'g.

only answer questions about a website
but also navigate and understand docu-
mentation, such as libraries. Whilallms.
tut tarpgets answer engines, agents txtis
designed for action engines.

The fature is bright and holds great
promise for action engines. Together
with search enpgines and answer
engines, they will enhance information
systems with a wide array of capabil
ties, enabling them to handle fin coop-
eration with users but alsa on their own
in some cases) a varety of tasks, from
simple information retrieval to complex
knowledge work and real-world actions.

BRIGHT FUTURES

Az we look toward 3 bright future
for action engines, it is important to
consider the implications from their
developmeant.

Human and technology
implications

Tobuild action engines and implement
them effectively at the web scals, we
need to consider human and technol-
ogy implications.

One area is intent understonding,
which involves determining the task at
hand from a natural language descrip-
tion plus any available additional contaxt
(for example, recently accesszed websites
or enterprise content), decomposing it
as neaded into achievable subtasks, and
representing it accurately in the system
for downstream processing. The initial
task description may be imprecisa, so
the system may need to identify critical
missing informationand iteratewith the
user to develop a task modal that more
fully represents the task and the user’s
intentions in completing it.

Another area is scalobility. Running
foundation models ar scale (for exam-
ple, to interpret Uls and devise task
plans) can be costly and inefficient.

Ideally, an action engine should only
do this once for every intent —+websita/
application pairing until the task plan
is nolongervalid and needsto be ragen-
erated. Hence, we need to explore scal-
able caching sclutions that can store
genserated plans and retrieve them on
demand per the task at hand. Many of
the highly optimized web-secale tech-
nologies for search engines (for exam-
Ple, for crawling, indexing, filtering,
and ranking web content] could be
adapted and applied for this purpose.
Customization of the action engine,
primarily to difforent users,"” includes
memory and related concepts of user
anthentication and personalization.
The user experience in action engines
i3 fundamental to their adoption and
continued use over time. Action engines
can operate synchronously fwhere users
can ocbserve and validate their every
stop] and asynchronously (when the
user i not present} depending on the
task complexity, the severity of action
consaquences should exacation go awry,
user prefarences, and so on. An effective
action engine experience includes pro-
viding users with ways to track prog-
Tess n tasks, supervising tasks as thay
are completed by action engines, guid-
ing usars and assisting as appropriate,
and enabling users to provide feadback
across vanous device modalites (small
gcreens, no screens, otc.). When proac-
tively engaging users, the high cost of
congulting them needs to be balanced
against the risks of not (for exampls,
costly -system errors). Explainabil-
ity is important for users in building
trust given that agent reasoning can
be complex and the actions of action
engines may be difficult to debug and
understand. Principles for the design of

™rhiz conld alsn cower adaptation to different tzsks,
domains, indusiries, and soomn.
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mixed-initiative interfaces™ will help
designers combine automated services
with direct manipulation in the right
ways for users and their tasks.

Human feedback on task success from
agent exacution, similar to result click-
through and online advertising con-
versions in search engines, alongside
other means of tracking action engine
performance at scale will be useful for
anditing, verification, and walidation
ifor example, to detect errors in system
operation and flag them to users, to
designers, and to the action engine sys-
tem for triggering the reconstruction
of any cached task plan). Initially, users
will likely also welcome opportunities
to teach the system, communicate thair
preferonces and specify policies to the
action engine via direct feedback, and
supervise its actions, eveniftheyarenot
diractly involved in their execution.

Safety 1s another critical area, includ-
ing validation, robustness, and risk mit-
igation. Action validation ensures that
actions represented in the task plan can
still be performed on the site or applica-
tion, while risk assessment 15 neaded to
involve the user for more risky actions
where their feedback or supervision
may ba necessary. Policies could also be
specified that helplimitthe extent ofthe
risk {for example, not making purchases
overacertainamountornot performing
irrevarsible actions, such as sending an
e-mail without first consulting with the
user). Initially, users may only be com-
fortable with the action engine working
on rudimentary tasks that are of low
risk. Ower time, as the system shows a
low propensity to make mistakes and
learns more about the usar (for exam-
Ple, preferred websites and applications
or brand preferances), users may trust
the action engine to execute more tasks
on their behalf, even asynchronously,
as mentioned abowve, when the user
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15 not available to handle exceptions
immadiataly.

Action engines also nead to be able
toengage with the task ecosystem. Some
tasks will raquire the action engine to
usa axternal toolz. To do so, the founda-
tion model must know about those tools,
how they operate, and the data neadad
for their operation. This alsc presents
saveral challenges, such as the need for
trusted execution to safeguard security,
data andprivacy, especiallyasdatamove
among webgites, applications, APls, and
maodels. Medels can run locally without
sending data to untrusted third-party
Alproviders, achieving faster inferance,
enhanced governance, and improved
data security.

The physical environment may also
form afuture frontisr for action engines,
expanding their task complstion capa-
bilities from digital settings (for exam-
ple, using applications), to the real world
(for example, using physical artifacts),
with progress in areas such as embod-
ied Al, robotics, and Internet of Things
providing vital enabling tachnologies.
Imbuing action engines with physical
capabilitiss may also require another
layer of protection, security, and audit
andways oflocating and using chjectsin
the physical world, an area where there
has already been some early regearch.™

Evaluation is another critical area
Metrics and benchmarks are neaded
to measure varnous aspects of action
engines’ and progress over time as
updates are made. Existing benchmarks
for autonomous agents are useful but
there is a need for more complex and
diverse benchmarks. These benchmarks
also focus on the accuracy of task out
comes, but we nesd to also measura
tha reliability, safety, and performance
of action engines via new bench-
marks with injected faults. The bench-
marks also need to lock beyond static

trajectory matching to also consider exe-
cution-bazed evaluation,™ focused on task
outcoimes, notagent processes. The focus
on binary task outcomes (completef
incomplete) could also be expanded to
task progress {for example, the fraction
of complex task steps that have been
complaeted] and partial task success (for
example, the fraction of complex tasks
with the correct outcomes).

Societal and economic
implications

The broader implications of action
engines are significant, spanning eco-
nomics, ethics, and the web ecosys-
tem, among other areas.

Online advertising is the major eco-
nomic driver of the web. Just az with
answer engines, action engines nead
to employ a suitable incentive modsl
for web developers to adopt the action
engine withoutdiscouraging thecrganic
growth of the Internet. The “paradox of
reuse™ suggests that fewer visits lead
to less content being created and in turn
could lead to lower-quality foundation
moedals. We expect that action engines
will disrupt the current Internet econ-
omy by significantly altering the enline
advertising modal as they lat users com-
plete tasks on a website without visiting
it or sesing advertisements. Business
moedeals for agents and task completion
could revolve around a combination of
subscriptions and revenue sharing with
the websites or applications that the
agents use. Action engines could also
receive payments for using specific task
providers. There may alsc be advertising
pass-throughs from utilized websites to
raports generated by action engines (for
example, for exceptions or signifying
task completion) or "action adwvertise-
ments," similartosearch advartisemants
but surfacing in the action engine Ul
aftar usar intent specification.
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Moving beyond a caching solution
for a single action engine, independent
action marketplaces could emerge that
host collections of task plans for later
Teuse, creating a robust ecosystem. In
doing so, we may neead to lock beyond
the web and into application reposito-
ries [for example, app stores and agent
repogitories such as the GPT Store”) and
develop tocling and mnterface standards
that enable imterface elements across
a range of non-web applications to be
exposzed for downstream processing and
use by foundation models. Agents must
also ba capable of connecting together
several applications and/or websites to
support multifaceted complex tasks.
This necessitates considerations for
interoparability and standardization to
ensure seamless integration.

Action engines, which automatically
perform tasks on behalf of usars, inher-
ently carry higher risks than answer
engines, which merely provide informa-
tion. Thay can babrittle, and autonomy is
a thresheld where risk increases signifi-
cantly. To mitigate these risks, the sys-
tem must incorporate robust safeguards
to ansure safety and reliability. Before
executing potentially harmful or risky
actions, such as those with financial or
legal consequences or actions that are
irreversible and might misalipn with
user intent, the system must reliably
identifythemand involve users Itshould
adhere to users’ policies, distinguishing
among tasks that can be automated and
those requiring explicit comszent. Fur-
thermore, the system must respect users’
privacy by obtaining consent prior to
using any private information.

The main ethical considerations
around search engines and answar
engines inclade ensuring accuracy, pre-
venting misinformation, protecting user

“hiipsifopenal comyindex/introducing-the - ppt-slore.
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privacy, avoiding bias, and maintaining
transparency. Many of these issues also
apply to action engines, with additional
issues such as the potential for misusa.
Given the scale and the dynamics of
tha web, 1ssues such as robustness, offi-
ciency, and scalability/cost will also play
a significant role in design decisions

related to how action engines are tolled
out. For example, they are not applicable
for all tasks, and we may want to start
with tasks where we can be more con-
fident that tagk plans can be executad
seamlaessly by action engines {for exam-
ple, sites with fower changes in thair
user experiences ovaer tima, sites whera
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metadata are explicitly shared with the
action enginaby site designers, and tasks
with minimal or no financial impact).
Social and enltural norms around how
work gets done and tasks get tackled
will influence how action engines are
launched and adopted and their suitabil-
ity for differant markets.

ltimataly, we want information
Lﬂ systems to do more than just
o provide information; we want
them to alse helpaction tasks and reduce
the execution burden on people, improv-
ing task cutcomes and giving people time
backtofocusonactivitiesthattheyvalue.
Setting goals and having systems help
attain them iz a key aspect of progress
toward ACl and ultimately a world where
humans ean focus on joyful, creative
activities while systems handle admin-
istrative toil. Just as answer engines have
expandsd the search frontier beyond
recall to other cognitive activities such as
gynthesisandanalysis action enginesare
poised to take these information systams
oven farther, toward action, task auto-
mation, and task completion, working
collaboratively with humans to build up
trust so that action engines can execute
some tasks [especially memial and repet-
itive ones) on their own and kesp extand-
ing the task frontier outward to support
more complex tasks. To ensure success,
we nead robust controls, safeguards, and
guardrails and systems that are trans-
parent ensugh to build that trust, with
a firm focus on enabling greater human
learming and eritical thinking in addition
to more antomation and completion. [
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NOTES FROM THE FIELD

General and
Agentic Al, and

the Challenges of
Xplainable Reliability

Angelos Stavrou'l, Virginia Tech University
Jeffrey Voas'", IEEE Fellow

A relationship between artificial intelligence
and traditional reiability models is explored.

ecent advances In generative artificial intelli-

gence (GenAl) and large langnage models {LLMs)

hawve given rise to tremendous potential and ex-

pectations for industrial and everyday applica-
tions. GenAl applications have begun to appear in markst
verticals, ranging from manufacturing to medicine to soft-
ware engineering. GenAl applications promise to automate
and disrupt the starus quo.! However, as with every disrup-
tive technology in its infancy, it is necessary to understand
its advantages and use cases while reducing operational
risks. While there is alot of excitement, engineers are skep-
tical about using GenAl without guarantees of operational
teliability, security, and, in some cases, safoty.

How can reliability engineers benefit from the applica-
tion of Al? Traditional reliability engineering techniques, in-
cluding root causs analysis, failure mode and affect analysis,
physics of failure, and condition-based monitoring, rely heav-
ily on data analysis methods to proactively identify potential

Digitnd Ofvject Identiffer 101109 MC 2005 3555462
Do of carrend version: 24 Moy 2005
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COMPUTER dataminmyg, and trammg ol orhif sy efigenne s imiar fecdmolgies.

failures and implement preventative
measures. Many of these approaches
depend on field data analysis That
involves collecting and analyzing data
from operational systems to identify
trends and patterns, with the goal be-
ing to identify and forecast the risk of failures. In many cases,
the field data are incomplete, lacks the necessary quality, or
can be arroneous.

GenAl represants a class of machine learning algorithms
capable of sifting through massive amountsof data by search-
ing for patterns and trends across multiple siloed data feads.
Further, GanAl can automate arduous manual tasks, visual-
izevesultscrucialtounderstanding raliability risks, and guide
decision-making processes. As pointed out in Defense - SCSP 2
“Prasently, the most promising aspect of generative Al models
1z azadecisionaid, orwhatwawounld term a cognitive copilot.”
GenAl differs from prior machine learning approachesinthat
it can address the challengs of missing field data for reliabil-
ity analysis by creating synthetic data points that mimic the
patterns of existing, missing, or erroneous data. GenAl can

DISCLAIMER
The authors are completely responsible for the comtent in this
column articke. The opinions expressed hore ane their own.
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effectively fill in gaps in datasets with
values based on learmed relationships
betwean variablas, empowaring reliabil-
ity engineers to assess reliability risks
when complate data are unavailable.
Thus, by leveraging contimzous learming
and adaptation when new real and new
gynthetic data are produced, GenAl has
the potential to revolutionize system re-
liability through predictive maintenance
strategies to anticipate and prevent po-
tential failures before they occur.
Software engineers were among the
first to benefit from generative Al to pro-
duce new source code and modify exist-
ingcode. Al pluginsware created forpop-
ular software integrated development
environments to facilitate software
development and code maintenance. Al
code peneration streamlines develop-
ment by eliminating repetitive tasks, for
example erafting boilerplate functions

Sensa

Persona and Sensing

¥ Human Guided Inputs
¥ Heal-Time Data Streams

-

Ta COMPUTER

or configuring project templates, thus
saving time and boosting productivity:
Meanwhile, intelligent process automa-
tion (IPA) takes efficiency a step further
by seamlessly coordinating complex
taske such as: 1} incident management, 2|
updates to infrastructure-as-code, and 3)
thae orchestration of continuous ntegra-
tionfeontimacus deployment workflows:
This reduces downtime and lightensthe
load of operational maintenance. Addi-
tionally, multimodality empowers Al to
juggle diversa data types such as text,
images, audio, and video, thus fostering
a smoother fusion of desipn, develop-
ment, and documantation processes for
more cohesive and dynamic workflows.
AT has a transformative potential for
maodern snginesering systems, especially
large software and hardware designs
that may feel like ngid and unyielding
relics with transiational errors {when

Classical Planning

F Deterministic (ex. PDDL)

* Hiorarchical

¥ Temporal

* Probabilistic
Feedback-Based

# Reactive (Clesad-Loop)

* Recading Horizon Control

¥ Leaming-Based

F Self Supanizad and Active

aligning human aspirations with com-
putational execution). Gensrative Alcan
turbocharpe the “cld-school” software
development grind, streamlining the
leap from concept to code, for exampla,
GitHub Copilot, which has slashed cod-
ing time by up to 55% in studies 3

Enter living coftware systems® that are
fuclad by penerative Al and promise to
tacklethis core computing [code develop-
ment) challenge head on. Typically, craft-
ing software is-a clunky process, riddled
with flawed handoffs. Business needs
get distilled into requiremants that then
get morphed into code through layers of
intarpretation that laave systems brttle
and ill-equipped to pivot asuser and busi-
ness demands or circumstances changes.
Generative Al specifically LLMs canbea
game changer, that is, a near-magical in-
terprater bridging the gap between what
people want and what machines can do.
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Hawing automated interpraters that can
adapt based on usage opens doors to
gystems that aren't only static but are dy-
namic partnars that can collaborate and
that are attuned to context and capable of
evolving alongside nser objactives.
Newly developed Al agentbhased ar-
chitecturesextend the ability to planand
autonomousty execute tasks across mul-
tiple steps with minimal or no human
interaction. For instance, the NVIDIA
blog® defines Agentic Al asusing sophis-
ticated reasoning and iterative planning
to solve complex, multistap problems. At
the same tima, the TachTarget article®
emphasizes its ability to make decisions
and adjust behaviors autonocmonsly.
While Agentic Al systems employ
LLMs to perform tasks that benafit from
flexibility and dynamic responses, they
loverage traditional programming for
strict rules, logie, and performance. This

hybrid approach enables Al to be more
intuitive and precise.” Thisallows critical
processes (such as security or caleula-
tions] to rely on deterministic, traditional
algorithms. Agentic Al offers the poten-
tial to create systems that don't just re-
act but proactively adapt based on their
actions and environmental feedback
Autonomous Al agents can analyze data,
sat goals, and take actions with decreas-
ing human supervision.” Al agents can
orchestrate workflows on the fly, akin to
how IPA reshapes decision-making and
dynamic problem-sclving and leaming
(througheach interaction). The technical
leap and primary difference botween Ge-
nAland Agentic Al systemsisthat Gen Al
focuses on creating contant. In contrast,
Agentic Al focuses on taking semi or
fully autonomous actions while evolving
and adapting on each iteration. Let's look
atthree types.

v Simple Reflex Agents: Thizisthe
maost basic type, performing ona
specific task reliably and con-
sistently based on immediate
sensory input without memory.
They operate on predefined con-
dition-action rules, such asather
maostat tarming on heating at a set
time every night, as notedin the
IBM article ® Thay are effactiva
in fully cbzervable snvironmants
but cannot fearn or adapr.”

v Model-Based Agents: These agents
canuse culrent perception and
draw on memory, enabling them
toTeceive and store new informa-
tion and perform abroader range
oftasks. They maintain an inter-
nal state or modal of the world,
allowing them to handle par-
tially obsarvable environments.
An axampleis a robotic vacuum

TABLE 1. Agentic Al use cases by industry.

Indusiry Use Cases

Customer Service

personalized real-time interactions, handling tickets and

FAQs
Healthcare

Medicaldata analysis, patient care and monitoring,

telemedicine, drug diccovery and development,
| virtual caregiving

Software Engineering

Automating coding testing debugging code reviews,

Al code assistants, building applicatione and application
programming interfaces

Gaming

Supply Chain

Management
Travel Flanning
Video Analytics

Cybersecurity

IAIagﬁmz for gameplay testing NPC behavior

Optimizing logistics, Inventory managemeant, ordor
placement and production scheduling

| Autonomous trip planning and arrangemenis
Video search summarization anomaly detection

|
Monitoring network traffic detecting threate

realtime response

Finance

Insurance claims processing, onderwriting, financial

decision making, expense reporting compliance reporting

Human Resources

HE assistance recruitment employes engagemaent, paytoll

antomation, onboarding and training

Rotail and E-commerce
Content Creation

Business Intelligonce

Porzonalized recommendations, customer saTvice
Generating content for marketing

Data analysic reporting, salos and marketing insights

Sowres

Antomating customer support, digital humans for support, | aimultiple.com, uipath.com,

| thoughtspot.com, moveworks.com,
nvidia.com

uipath.com, hbrorg, daffodilsw.com,
| ibm.com, nvidia com

% aimultiple.com, uvipath.com,

| thoughtzpot.com, moveworks com,
| aisera com, nvidia.com
gimultipie.com

| uipath.com, hbr.org, ibm.com,
| aiseracom

hbrorg

nvidia.com
moveworks_ com, iMn.com
aimultiple. com, wipath.com,
daffodilsw.com, moveworks.com

aimultiple.com, moveworks.com,
ibm.com

thoupghtspot.com
aimultiple.com, nvidia.com

| thoughtspot.com, aimultiple.com
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cleaner that remembars which
areas it has cleaned, adjusting its
path accordingly, as mentioned
on the Restackic page ”

v Learning Agents: These agents
can ingest new data and use itto
inform later decisions, improving
accuracy over time through learn-
ing. They can adapt their behavior
based on experience relying, in
general onwhichis compozed
of a profiling module, a memory
module, a planning module, and an
action module {ses Figura1) ! The
purpose of the profiling modula
igto identify the agent's role. The
memory and planning modules
placethe agentinto a dynamic
environment, enabling ittotecall
pastbehaviorsand plan future ac-
tions. The action module transiates
theagent's decisions into specific
cutputs: Within these modules,
the profiling moduls impactzthe
memory and planning modules,
and collactivaly, thase three mod-
ulesinfluence the action modula.

How far can we extend "living soft-
ware systems” to enable "living engi-
neered systems"? And where does the
boundary of adaptability lie when we
trytoupdate old designsand as we forge
now daesigns?

Thiz is an open question that we
will answer as Al becomes mors inte-
gral in our everyday lives. But can we
assess the guality of synthetic data and
trust the cutputs that GenAl systams
produce? Unfortunately, the answer is
not a resounding "Yas" Instead, 2 more
Pragmatic assessment is that, in many
cases, Al can redoce arduous tasks that
engineers must perform to a smaller set
oftasksthat they can validate for correct-
nass. To help analysts better understand
the outputs from Al a new branch of re-
gearch and products called explainable
Al(XAljhasevolved. XAlaimsto provide
context and explain the outputs gener-
ated by Al Although XAl is a means to
enhance the trustworthiness of gener-
ative Al 1t cannot entirely resolve con-
cerns about the accuracy and reliability

T2 COMPUTER

of Al outputs. XAI is beneficial bacause
genarative Al models are oftén complax,
and that makes it challenging for hu-
mans to understand how output results
wersdetermined. In many cases, cutputs
aretoo detailed orabstract for humansto
comprehend. Tomake mattersworss, itis
also unclearhow X Al methods should be
evalnated, how diffarent carms should be
applied, and how X Al ralates totrustwor-
thiness "' Tharefore, despite advances,
breakthroughs, and applications of XAI
methods, more research is required be-
fore we can take advantage of the fall
potential of Al for safety-critical applica-
tions and complex engineering tasks.
We acknowledge that GAI can pro-
duce bad code and invent facts. A grand
challengs is how can these problems be
prevented? And since they'te persistant
in the current state of the art, will they
caunse users to lose trust in GenAl outr-
puts? This story isstll being written.

o conclude, we beliave thar the

I principles of XAl can create a
pathway to xplainable reliability.
Making reliability theory and models
eagier to understand and more trans-
parent for humans should be “accom-

plishable" alongside the near-daily
advancesin AL W
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From Data to Action:
Building Healthy and
Sustainable Open
Source Projects

Dawn Fosterd), CHADSS

This article provides advice and resources for
proactively using metrics to improve open
source project health and sustainability before a
crisis occurs to make software more sustainable

and reliable for everyone.

pen source software has become ubiguitous

nd can be found in almost every codebase !

ropristary and open source alike, but sus-

taining open source projects and communi-

ties over the long term can be a challenge. Project leaders,
maintainers, and contributors don't always have the time
or experience to focus on sustainability. Using metrics is
oneway to help open source projectsmore quickly identify

Digitnd Object Idratifier 101109/ MC. 2000 1510555
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potential issues and areas where
they can Improve to make their proj-
ects more sustainable over the long
term. Within the open source CHA-
0552 project, metrics definitions
and software exist to help people
collect metrics for their open source
projects, which has been described
in more detail in previous articles.
Goggins et al? describad how
CHAOSS plays an integral role in
the automation of key measures
to make the state of open source
readily observable uzing a CHAOSS
tool called Augur? {see Figure 1).
Gonzalez-Barahona et al? took a
slightly different approach by de-
scribing how people fitting several personas might use
CHAOSS's GrimoeireLab tools for data analysis of open
source software.® Both of these articles are consistent
with the approach that the CHAQSS projact has taken in
the past to provide tools and metrics to help pather data—
but stopping short of providing advice about how to
take action on the data and make improvements within
open source projects. However, over the past couple of

ACHAQSS {Community Health Analytics for Open Source Software] is anopen
source profect onder The Limwx Foonadzi fon hit pefichams commumniiy!
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FROM THE EDITOR

Welcome back to the “Open
Source” columnt This month,
Dawn Foster takes a look at open
souUrce community metrics. Any-
one interested in setfing up their
open source project for commu-
nity collaboration rather than
commercial exploitation is well
advisod to dig into the metrics
that work by Dawn and hor col-
leagues at the CHAOSS project
unecarthed. Happy collaborating,
everyone, and be healthy and
happy!—Dirk Richle

years, providing advice has gradually
started to change at the CHAOSS proj-
ect (sea Figura 2).

The CHAOSS project has learned
that not everyone has the experience
or skills required to know how to in-
terpret metrics and use those learn-
ings to make improvements within an
open source project and community.
This is why the CHAOSS project began
working on a series of MIT-licensed
Practitioner Guides.? The goal of these
guides and this article isto help prac-
titioners, who may not be experts in
data analysis or open source, under-
stand how to interpret the data about
an open source project and develop
insights that can help to improve the
health of that project. Open Source
Program Offices, project leads, com-
munity managers, maintainers, and
anyone who wants to better under-
stand project health and take actionon
what can be learned from metrics will
benefit from this article and the CHA-
OES practitioner guides.

Measuring project health is com-
plex with 2 complex array of aspacts
to consider® One of the best places

FIGURE 1. DO55F Scorecard security assessment and general imformation for a repositfory.
DS5F: Dpen Source Security Foundation. (Source: Image generated using Augur®)

to start isn't actually with the met
rics but by spending some time un-
derstanding the overall goals for a
project in question® and talking to
the people who participate in and
maintain thar project.” Ona reason
that the CHAOSS project has avoided
providing specific advice in the past
is because there is no one-size-fits-
all approach te using metrics to
measure opan source project health.
Evary open source project is a little
different, and metrics ‘should al-
ways be interprated with the needs
of that project and its context taken
into account (Goggine ecal ?). Thizis
why it's important to look at trends
in the data over time and think
about whether other factors might
be influencing those trends {for ax-
ample, confarences, release timing,
and vacation season). However, 1t is
still possible to provide advice about
certain topics that are common
across open source projects, like

"h::p-s;.l'.ftlum:nn:m umil yfabout chacs-pactitioner
maidesl

“hitps:/fchaess communily/practitioner goide
imtroductiond

contributor sustainability, respon-
siveness, organizational participa-
tion, and security.

CONTRIBUTOR
SUSTAINABILITY

Many open source projects struggleto
find enough people to sustain them ®
If there are too few contributors and
maintainers to sustain a project, the
riskthattheprojectwill failincreases,”
which creates a variety of challenges
for the users and other projects that
depend on that project. With respect
to open zource project sustainability,
the relationship betwaen contribu-
tors and maintainers is important to
understand, and the Contributor Sus-
tainability Practitioner Guide® halps in
this tegard. For example, bringing
on new contributors increases the
maintainer load because those main-
tainers will need to provide feed-
back on and merge contributions from

l'lhrrp-::,".l'rl:u.ﬂ:'.s. community practilioner-guide
oomiribator sustainzbilityd
Thi i pu et bubcamthaossfaugar.
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OPEN SOURCE

those new contributions. Promoting
existing established contributors into
maintainer roles to handle that in-
creased load is key because projects
require encugh maintainars to handle

to contribute to an open source proj-
ect, the Types of Contributions metric
can help build a more holistic under-
standing of where and how people
are contributing.

The CHAOSS project has leamed that not everyone
has the experience or skills required to know how
to interpret metrics and use those leamings.

incoming requests® By focusing on
recroiting and retaining contributors
and subseguently promoting those
contributors to maintainars, proj-
ects can halp proactively prevent sus-
tainability crizes later. In this regard,
thare are several CHAOSS metrics that
¢an halp to understand the contribu-
tor, and related maintainer, sustain-
ability of a project.

By starting with the Contributor
Absence Factor metric, the risk to
the project if one or more key contri-
butors/maintainers decide to leave
can be assessed while also better
understanding which people are
making the most contributions. The
Contributors metric looks broadly at
who contributes to a project to help
understand how many contributors
are active along with how many have
increasing or decreasing activity over
time. Bacause there are so many ways

Ifit hasbeen determined, via these
metrics; that a project would benefit
from improvements to contributor
sustainability, there are a number
of actions that can be taken. A good
place to start is by locking for ways
to reduce maintainer load through
better contribution documentation.
Projects may also benefit from taking
a phased approach to recruiting new
maintainers and reducing the scope
that they will be responsibla for (for
example, 2 subproject or a portion of
the codebase} and creating reviewer
toles to help people build the skills
they need as a maintainer while still
allowing someone more experienced
to overses contributions before merg-
ing them. Maintainers can also use
mentoring? andfor shadowing to
more quickly teach people how to
emgage in maintainer work and help
them learn to perform tasks that

Matricn o0 all sapeciaa’ 055
projest hapilk ond susiairability
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FIGURE 2. The CHADSS community produces metrics, software, and guides io
improve project health and sustainability.

they'll need to do to become a main-
tainer. Onereason to look at tha Types
of Contributions metric iz that it can
help to identify cpportunities to pro-
mote people inte maintainer roles
to be responsible for activities that
take up time from maintainers but
that might be more effectively done
by someone with mere specialized
expertize (for example, community
management, marketing, and tech-
nical writing). Finally, having a writ-
ten succession plan can also provide
better sustainability if something
happens to one or more of the exist-
ing maintainers.

RESPONSIVENESS
Responsivenses metrics’ are an im-
portant part of assessing project
health® since responsiveness is one
of the most important factors in at-
tracting newcomars'® and retaining
existing contributors to a project.
MNew and existing contributors can
become discouraged when they don't
recaive a timely and appropriate re-
sponse to their contribution but can
be encouraged when they get a quick
and helpful resclution to their contri-
bution. When projects are responsive,
it can make people want to contribute
moraorcontinue contributing. Timely,
thoughtful, and kind responses to
contributors indicate that their work
is appreciated.

By looking at Time to First Re-
sponse, Time to Close, and Change
Request Closure Ratio metrics to-
gother, a project can get a senge of
whether contributors are gstting a
timely response and whether main-
tainers are keeping up with contri-
butions by closing change raguests
{for example, pull requests/merge re-
guests). For example, large numbers
of open change requests can indicate
that maintainers aren't particularly
attentive to the project.™ It can be
tempting to put pressure on existing
maintainers to respond more guickly,

T Ff@:mmmuniyﬁpnﬂ itinner-guide
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but this rarely solves the long-term
problem. It might result in short-term
gains but can result in maintainer
burnout if the underlying problams
that are causing the lack of respon-
siveness are not resolvad.

Like Contributor Sustainability,
it can help to promote more contrib-
utors into maintainership roles so
that more people can help respond,
particularly into roles that free up
time from code maintainers {for ex-
ample, community management
and documentation maintenanca).
Projects can also set clear expacta-
tions about when someone can ex-
poect a response, including delayed
responses during busy times or hol-
iday breaks. Using issue amnd pull
request templates can further help
peopla make better contributions
tha first time to reduce the reviewer
load later.

ORGANIZATIONAL
PARTICIPATION

Organizations can have a significant
impact on the health and sustainabil-
ity of an open source project,® espe-
cially when they come together under
foundations to collaborate with other
orpanizations.’® On the one hand,
organizations can help sustain open
source projects by employing peopla
to work on the open source projects
that they use or by contributing other
resources to those projects ® However,
if all or most of the contributions are
from the employess at a single or-
ganization, what happens when that
organization is no longer willing or
able to continue contributing at that
same leval?

From a metrics standpoint, a good
starting point is locking at the Ele-
phant Factor metric to determina
how the work is distributed among
multiple organizations along with
the Organizational Diversity metric
to look at which organizations ara
making contributions. Finally, it's

also important to think about Orga-
nizational Influence metrics to un-
derstand which organizations hawve
employess in leadership or other
decision-making pesiticns.

Security is a complex topic, but
there are a few key metrics that can
be used as a starting point. First, the
OpenSSF Best Practices Badging crite-
ria ereate a good engineering founda-

There are several CHAOSS metrics that can help 1o
understand the contributor, and related malntainer,
sustainability of a project.

If a need to improve organizational
diversity has been identified, how to
accomplish this depends on whether
or not some of the contributors work
for the dominant organization. If an
organization is dominant, a good first
stap is to improve transparency and
make sure that open source project
work is being done in the open. It can
also help to use professional connec-
tions to other organizations that are
using the project and discuss ways
for them to contribute. If another or-
ganization iz dominant, make sure
that contributions from others are
welcome ‘since, unfortunately, some
organizationally dominated projects
aren't particularly welcoming to con-
tributions from outside of the leading
organization. If contributions are wel-
come, other companies can dedicate
time from employses to work within
the project to provide more organiza-
tional diversity and act as a catalyst
to show other organizaticns that their
amployees are welcome.

SECURITY

Open source software packages can
be found in almost all software, so
the serurity® of open source projects
can have wide-reaching implications
for other projects, their users, and the
broader software ecosystem. Security
is only as strong as its weakest link, so
the ‘security of any software compo-
nent is only as good as the security of
its dependencies 13

Ehttps:ffichamss rommunity/practitionec-guids
organimatmnal-participatsont

Mhatpssffchaoss community/practitioner guide
secoribyl

tion that incorporates basic security
practices. Second, using ocutdated de-
pendencies results in projects that are
four times as likely to have security
isgues, ™ go using the Libyears metric
can help to understand if dependen-
cies are kept up to date. Third, the
Rolease Frequency metric helps gauge
whether security fixes and other up-
dates are incorporated in areleassina
timely manner so that users can bane-
fit from those security updates.

To improve the security of an open
spurce project, securingthe coderepos-
itory and creating a detailed security
policy document, often in a SECURITY.
md fils, iz 2 solid place to start. Using
automated tools (for example, Depend-
abot) can help keep dependencies as
up to date as possible. On an ongoing
basis, projects are likely to find or re-
ceive reports about security vulner-
ahilitiaz that will nead to be fixed,
g0 those security fixes should be
clearly documented and released ina
timely fashion.

Finally, using some of the OpenSSF
tools and resources can help find areas
within a project where sacurity prac-
tices could be improved. The OpenSSE
Seorecard {see Figure 1) can help iden-
tify areas to improve, and working
through the OpenSSF Bast Practices
Badge criteria is a good way to con-
tinue to make security improvemaents
for opaen source projects.

he CHAOSS Practitioner Guides
provided the inspiration for
this article because contributor

JUNE 202C T



OPEN SOURCE

sustainability, responsiveness, orga-
nizational participation, and security
are all key topics as open source proj-
ects work to improve sustainability.
The guides are MIT licensed and can
be used as-s, or they can be forked
from the CHAOSS Data Science Work-
ing Group repository’ and modified to
meest other needs.

Building sustainable open source
projects over the long term can be a
challenge. Project leaders, maintain-
ers, and contributors are busy people
who don't always have the time to fo-
cus on growing a community along
with maintaining their software. Us-
ing metrics is one way to help iden-
tify potential issues and areas where
a project can be improved to make it
more sustainable over the long term.
Metrics are best usad if they aren't
used once and never again. By moni-
toring the data over time, projects can
understand trends that might indicate
areas for improvement as well as see
if those improvements are having the
desired effact.

Being proactive about improv-
ing sustainability before it becomes
a crisis can help make open source
software more sustainable and reli-
able for everyone, but this reguires
work. The CHAOSS project is ad-
dressing these issues now with met-
rics, software, puides, and commu-
nity collaboration, but ongoing work
is needed from all of us to maintain
and build on these resources while
also using these resources to make
Open source projects more sustain-
able over time. @
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INDUSTRY INSIGHTS

Christof Ebert’”, Voctor Consulting Services

The 2025 Consumer Electronics Show

boasted innovations across industnes and
spanning the globe. Leamn here about the major
trends, what companies we saw and talked to,
expert opinions, and what might be in it for your

own advancement.

Jhe Consumer Elactronics Show (CES) is the
worlds largest technology trade fair. Each
year in January, it takes place in Las Vepas.
This year, CES had over 4,500 axhibitors with
industry giants such as Nvidia, Samsung, and Sie-
mens but also 1,400 start-ups. There wera 141,000 vis-
itgrs, with an increasing share from Asia. One third
of exhibitors came from China, with a clear grow-
ing trend. Since it was founded in 1967 in New York
with 250 exhibitors and 17,500 visitors, the technology
trade fair has steadily grown. Today it is the leading
trade fair for all kinds of “consumer electronics,” from

Digitnf Object Idemtifier 0.1 1o MO 2005 TF0533
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Innovation Turns
Smart and Green

EDIMTOR CHRISTOF EBERT

smart homes, ecology, and medi-
cal technology to data centers and
robots, industry automation, vehi-
cles, and mobility.

MAJOR TRENDS AT CES 2025
Three major themes and trends can
be grouped, which we will dive into
in this articla:

1 consumer, health, and home
+ industry and automation
+ antomotive and mobility.

Artificial intelligence (Al was clearly leading the
innovation headlines and expert talks at CES, ranging
from software development copilots to smart home and
health gadgers with Al up to industry robots with latest
Al technology (Figure 1). The high proportion of Chinese
companies and visitors was surprising. Almost a third of
the axhibitors came from China. Enrope was lagging, as
wara, In general, autometive companies, which until last
year almost dominated CES with their innovations. The
current economic decline was tangible, sven from just
measuring the loudness in the halls. Consumer goods
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INDUSTRY INSIGHTS

FROM THE EDITOR

The 2025 Consumer Electronics Show in Las Vegas is the global innovation
hub. This ovenview shows key trends covering consumer, home, and health;
industry and automation; and aufomotive and mobility. Innovafion turms
smarter and greenor. Artificial infelligence is at its peak hype, being present
across the halls. Convergence of once separate domains and technologies is
another megatrend. Yet our expert inferviews also emphasize uncertaintics re-
lated to the economy, cybercrime, and global trade restrictions. —Christof Eberf

were colorful and loud, while the au-
tomotive booths in the wost hall of
the LasVegas Convention Center were
rather quiet and sober.

CONSUMER, HEALTH,

AND HOME: Al AND
SUSTAINABILITY

Consumer electronmics, the initial
starting point of CES, is dominated by
Al and sustainability. Al is increas-
ingly integrated into everyday con-
sumer products. Products range from
Al-powered devices and smart homes
to health-monitoring wearables, laun-
dry machines, and a huge amount of
home entertainment, such as the lat-
est high-definition TV screens. Aug-
mented reality is converging with
AL Innovations such as Al-enhancad

smart glasses are capable of real-time
translation and augmented reality
overlays. Consumer experiences be-
come almost daily more immersive
and interactive. The Korean compa-
nies Samsung and LG introduced Al-
driven home appliances that adapt
to user habits, optimize energy effi-
ciency, and enhance convenience:

In healthears, Internet of Things
(ToT}-enabled wearables are usad for
everyday health surveillance from
fitmess tracking to realtime health
monitoring and early disease datec-
tion. Medieal devices highlight, for
instance, smart insulin pumps and
Al-assisted diagnostic tools. Alas-
sisted diagnostic tools now amalyze
voice patterns, eye movements, and
gkin conditions to detact early signs

is e A
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FIGURE 1. Al shapes the technology landscape.
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of diseazes surh as Parkinson’s and
cardiovascular disorders. Remaote pa-
tient-monitoring solutions are also
gaining traction, reducing the need
for fregquent hogpital wvisits. Al-pow-
ered medical [oT devices allow doctors
to track patients’ vitals in real time,
improving healthcare accessibility,
especially in remote areas. However,
COnCerns over patient data security
and regulatory approval processes
continue to shape the adoption of
these technologies.

Connectivity iz everywhere with
software wupdates and IoT. Cyber-
security thus is a growing issue in
consumer electronics, especially as
Al becomes more prevalent. With
smart devices continucusly collect-
ing data, experts warned about po-
tential risks of data misuse. The good
news is that consumers increasingly
demand transparency in how their
personal data are handled, pushing
manufacturers to implement strictar
security protocols and encryption
measures. The integration of Al and
IoT in healtheare raises ethical and
regulatory concerns, with experts
emphasizing the need for stringent
data security measures to protect pa-
tienmt privacy.

INDUSTRY AND
AUTOMATION:
CONNECTIVITY AND
CONVERGENCE

Connectivity drives the entire indus-
try domain with [oT highlighting
advancements in industrial auoto-
mation, healtheare, and smart city
technologies. Edge computing solu-
tions and edge Al will reduce latency
and improve efficiency by processing
data cleser to the source. This is par-
ticularly relevant in manufacturing,
where real-time data analytics en-
hance predictive maintenance and
minimize downtime.

IoT, once thought to bridge indus-
try domains with the many organ-
ically prown proprietary protocols
and stacks, seems to rather propagate
old habits. Interoperability among
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IoT devices remains a parsistent chal-
lenge. Latest robot technology is visi-
ble at many booths, including a tasty
Al-driven ice cream machine at one of
the booths, yat operate within propri-
etary ecosystems. Seamless intepra-
tion across different platforms, while
promoted in flyers and headlines,
remains wishful thinking and slows
down innovation. Standardization
efforts have been underway for de-
cades, but the lack of universal proto-
cols continues to hinder widespread
IoT adoption.

With hillions of connected adge
devices, machines, and entire supply
chains, vulnerabilities in industrial
1oT systems can lead to significant dis-
ruptions. To mitigate, companies are
investing in Al-driven security solu-
tions capable of identifying and mit-
ipating cyberthreats in real time, as
we learned from a Siemens executive.
An increasing amount of governance
and compliance even punishes those
companies who try to obey rules and
behave correctly.

AUTOMOTIVE AND MOBILITY:
SMART TRANSPORTATION
The CES 2025 west hall emphasized
rapid advancements in electric vehicles
[EVs), autonomous driving, and Al-
powered mobility selutions (Figure Z).
Bacause of the current uncertainties,
many carmakers that have tradition-
ally had huge booths were just absent.
Instead, their engineering and man-
agement teams just wandered the halls
and held major mestings in adjacent
hotals.

Hyundai had one of the biggest
booths, packed with augmented real-
ity, Al and the latest car technology.
Deore promoted the latest harvesting
machines, which converge classic
agriculture with backbone software
gystems to integrate with enterprise
software systems and maintenance.
Automakers unveiled next-genara-
tion EVe with improved battary offi-
ciency, reduced charging times, and
extended range capabilities. BMW,
Hyundai, and Tesla showed concept

cars with solid-state batteries that
are expected to revelutionize energy
storage in the moebility industry.
Al-driven in-car assistants and ang-
mented reality dashboards are major
trends, enhancing driver sxperience
and safety. They offer real-time traf
fic analysis, personalized entertain-
ment, and identification of hazards.
Potential ovarreliance on Al in driv-
ing decision making emerges as a naw
risk along with cybersecurity, as we
learned in our interviews with aunto-
motive eXperts.

Auntonomous driving, last year still
a major hypa, is now in the valley of
disillugion. The Japaness manufac-
turer Suzuki was represented at CES
forthefirsttime. Amongotherthings;
it presented an autonomous electric
platform in a small car format, which
is intended to counteract the short-
age of drivers in logistics. Companies
demonstrated Al-powered self-driv-
ing systems that rely on enhanced
sensor fusion and machine learning
algorithms. These systems promise
safer and more efficient transporta-
tion but face regulatory and ethical
challenges. The deployment of fully

agtonomous vehicles remains lim-
ited due to unresolved legal and lia-
bility concerns.!

WHERE DO WE GO

FROM HERE?

CES 2025 highlighted several chal-
lenges facing the technology industry.
Regulatory compliance has become
a central issue, with governments
worldwide implementing stricter Al
and data privacy laws. These evolving
regulations, mostly driven by Europe
but fast adopted in countries such as
FKorea and Japan, impact how com-
panies develop and deploy Al-driven
solutions, demanding greater trans-
parency and adherence to mushroom-
ing Alstandards.

Sustainability must connect ecol-
ogy, economy, and social standards.
Manufacturers thus show sustain-
ability end to end. Examples include
eco-friendly materials such as tex-
tiles, energy-efficient products, and
longer-lasting batteries. Companies
such as Siemens, Scny, and Dell
showecase devices made from recy-
cled materials. The smartphone in-
dustry promises to extend software

FIGURE 2. CES remains the place fo be for the Iatest trends.
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INDUSTRY INSIGHTS

GUIDE TO GROW

TAKEAWAYS FROM INDUSTRY TRENDS

= Al everywhere: From robots and automation to smart home and automotive
systems, artificial mielligence (Alx-powered personalization and automa-
Tondominate technology evolution. Improved Al modets allow augmented
reality, content creation, and namerous personal asskstants.

= Spstoinabiliny: Companles emphasize energy-efficient devices, recyched
materals, and extended lifespans 1o reduce e-waste.

s Autonomous and electric mobiliny: Although Impacted by the current eco-
nomic dechine, eloctric vehicles with novel battery systems, Al-driven driver
assistance, and enhanced charging mirastructure will further stimulate

mability.

= Heaithcore: Al-assisted diagrostics, wearable health monitors, and remote
patient monftorng will further grow digital health markets.

= [ybersecurily: Increased Al adoptionratses concems over deepfakes, data
privacy, and potential misuse of generative AL

s - Regulotory uncertoimty: Growing standards and laws with many regional
variants challenge businesses to comply espedally. A lack of universal Inter-
net of Things standards makes seamiess device integration difficult.

= Al divide- High-tech solutions need to be more inclusive and user-friendly to
reach broader audiences across countries and cultures.

TRANSFER QUESTIONS

= How can you integrate Al-driven personalization into cur produdcts 1o en-
hanoe user experience and efficiency?

= What strategies from CES innovations in cybersecurtty and data privacy
should you adopt to strengthen the security of our applications?

= Howcanyou align software development with sustainability goals, such as
optimizing enargy efficiency or extending product lifecyches?

updates for less electromic waste.
Howaevar, the push for sustainability
faces challenges, particularly in bal-
ancing technological advancements
with environmental impacts [zee
Guide to Grow).

The widespread use of Al and con-
nected devices further grows energy
demands such as data cemters and
training of language models. Accord-
ing to experts we talked to, the indus-
try must address electronic waste,
tesponstble sourcing of raw materials,

B2 COMPUTER

and energy-efficient manufacturing
procésses to achiove long-term sus-
tainability goals. European initiatives
with focuses on green energy were es-
teamed. Bosch, forinstance, davoted its
biooth almost entirely to eBike and sus-
tainable energy usage, away from the
once omnipresent automotive gadgets.
Yot, axparts are also concerned when
lecking to China and the United States,
who areratherincreasing their ecologic
footprint with an increasing number of
data centers fueled by carbon energy.

The digital divide is further grow-
ing, and we already see an Al divids.
User adoption and accessibility also
emerged as significant themes. High-
tech solutions attract early adopters,
but widespread adoption depends on
price and usability. With Al advance-
ments, ethical concerns persist re-
garding the misuse of generative Al
particularly in creating deepfake con-
tent and misinformation. Companies
are working on developing Al-gener-
ated content verification tools to com-
bat these risks.

ES 2025 showcased a future

driven by Al connectivity,

and sustainability. Compa-
nies and countries must collaborate
to address these issues, ensuring
that innovation progresses responsi-
bly and bridging the many technol-
ogy divides. The famous politician
Winston Churchill remarked that a
pessimist sees the difficulty in every
opportunity, while an optimist sees
the opportunity in every difficulty.
Az industries continue to evolve, CES
is the platform for shaping the tech-
nological landscape. The next CES is
scheduled for 6-9 January 2026.
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MICROELECTRONICS

Unconventional

Computing Using

Ising Accelerators [

s lalalmle

IPATE LIZENAED Y MORAY PLELIEE

Jaydeep P. Kulkami'”, Siddhartha Raman Sundara Raman'>,
Shanshan Xiel, and Chieh-Pu Lo=, The University of Texas at Austin

Recent advancements in tackling complex

computational problems have focused on drawing

larger problem sizes. A more offi
cient approach involves mapping
COPs onto nature-inspired Ising
models.® These models emulate the
gpin dynamics of ferromagnets,

inspiration from nature. One notable example is wherein spins naturally align to

the lowest ensemble energy state,

the use of ising machines fo solve nondeferministic thereby representing the optimal
polynomial-time hard combinatornal optimizafion

problems

4%, ombinatorial cprimization problems (COPs|
|'.-|-' " play a critical role in various real-world apphi-
" . cations, such as semiconductor supply chain

" manapement,! financial index tracking ¢ and
optimizing mENA sequences™* for COVID-19 vaccines.
Thess problems are computationally nondeterministic
polynomial-time hard, making brute-force approaches
highly resource-intensive and impractical for sealing to
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solution to the COPS

HAMILTONIAN COMPUTE

An Ising modsel could be mathe-

matically mappad to a Hamiltonian

function, which commonly rep-
resents the total energy of a physical system. The optimal
COP zolution 1s found by iteratively minimizing the total
enargy of the Hamiltonian function, defined by pairwise
spin couplings

H=-% ] mg;—2 ko i1
v ' [

where #; is thetargetspin, «#; are neighboring spins, h; is
the external field of target spin, jﬁ Tepresants interaction
coefficients (ICs) between &, and «,, and i, | denote node
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pairs in an Ising network graph {see
Figure 1). Minimizing H invelves up-
dating sach spin iteratively bazed on
its interactions with neighbors

H.=% —J%o;—h. (2)

The probable spin update is carried
out based on thesignof H.”

e ifH, >0
=441 H.<o (3)
Hf—1r Hi=

computation method osed in optimiz-
ing COPs, have led to different imple-
mentations of Ising machines. Theso are
broadly classified as a physical Ising ma-
chine or itarative [sing machina 3

Ideally, Ising machines do not re-
quiraiterativeupdates, astheyreachthe
minimal energy state in an extremaly
parallel manner, similar to physical
Ising marchines. However, depending
on the implementation, an annsaling
mechanism may be applied iteratively
ta find the optimal COP sclution.

These models emulate the spin dynamics of
ferromagnets, wherein spins naturally align
to the lowest ensemble energy state, thereby
representing the optimal solution to the COP.

However, local spin updates can
trap H in a local minimum. Simulated
annealing is then performed, and uses
probabilistic spin flips to reach the
global minimum (zee Figure Z).

ISING MACHINES AND COPs
Ising machines leverage the concepts
of Ising models to efficiently represent
gpins and ICs and solve optimization
problems. In these machines, variables
and constants in COPs are encoded as
spins and ICs, respectively. The Hamilto-
nlanensrgy function is used asa heuris-
tic to 1dentify optimal solutions to COPs.
Architecturally, variations in how
gpins and ICs are reprezented, and the

ModesMartices: Spins

Lattice Graph

PHYSICAL ISING MACHINES

Prior hardware implementations of
solving Ising models has focused on
physics-based behavior te emulate
spin dynamics using superconducting
guantum bits (guantum annealers),
lasers {optical annealers), or coupled
pgrillators. The D-Wave guantum an-
nealer® uses quantum bite {qubits) to
encode states of 0, 1, or both simulta-
neously, and gubit-gubit coupling to
encode interaction coefficients. To re-
duce thermal noise and enhance qubit
coherencetime, the quantum annealer
pperates at cryogenic temperaturas
(15 mK) and requires high coel-
ing power (25 kW), making it a

Edges: Interaction Coefficients

i B

King's Graph

Fully Connaciad
Graph

FIGURE 1. Commonly used ising network graphs include kattice, king's, and fully
connected graphs. Each graph presents varying kevels of complexity for soiving

different problems.

cost-inefficient approach. Similarly,
optical Ising machines® derermine
spin energy minima primarily via a
combination of binary phase modu-
lators and feedback mechanisms.
These encode spin/finteraction coaffi-
cients using light polarization/phase.
Howewver, their reliance on bulky com-
ponents and specialized fabrication
requirement to integrate photonic
chips hinder scalability for large
COPs. CMOS-coupled oscillators' of-
for room-temperature operation and
leverage semiconductor miniaturiza-
tion to minimize energy. Their steady-
state phase dynamiecs determine the
Ising model’s ground state. However,
they suffor from high dynamic power
consumption due to constant node
toggling and are prone to process vari-
ations and spuricus couplings, lead-
ing to ground state fluctnations.

ITERATIVE ISING MACHINES
Analternative approach abstracts spin
dynamics into a Hamiltonian medel,
iteratively updating spins to minimize
the Hamiltonian, which is then imple-
mented in CMOS hardware as an Ising
machine. Compared to physical Ising
machines, CMOS-based Ising ma-
chines offer a scalabla, cost-efficient,
and energy-afficient alternative.

For instance, Yamacka et al" in-
troduced a CMOS-based digital an-
nealer that simulates spin interactions
to reach the lowest energy state. This
design employs dedicated arithmetic
circuits (XORs, switches, majority vot-
ing) for Hamiltonian computation and

Enemy

Configuration
FIGURE 2. llustration of Hamiltonian
energy with possible trap from local
minimum and global minimum energy as
an optimal COP solution.
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uses standard static random access
memory (SRAM) bit cells to store spins
and interaction coafficiants. However,
thisiterative process involves frequent
memory read-and-write operations.
On conventional von Neumann archi-
tectures [Figure 3(a)], such operations
lead to excessive off-chip memory
accesses, causing significant perfor-
mance and ensargy overheads.

To mitigate thess issues, digital
compute/near-memory designs have
been proposed, enabling massively
parallel computations near-memory
bit cells. For example, the digital an-
noaling processor (AP)7 employs a
compute-in-memory (CIM) spin opera-
tor and register-bazed spins to enhance
energy efficiency and reduce anneal-
ing time [sea Figure 3{b]]. By eliminat-
ing SRAM read/write operations for
adjacent spin values and local simu-
lated annealing triggers, it improves
computation performance. However, it
tequires custom digital circuits (trans-
mission-gate, XNORs, and full-adders)
par column and four SRAM bit cells,
with Hamiltonian computation de-
layed by partial sum propagation.

Another approach uses a fully
connected annealer based on the
stochastic cellular automata algo-
rithm ' featuring innovations like
delta-driven simultaneous ‘spin up-
dates and all-to-all interactions. How-
aver, its compute/near-memaory design
fsea Figure 3fc]] relies on dedicated
digital legic, reducing memory bit cell
density, and increasing energy costs
for data movement from SRAM to the
annealar. Similarly, a 144-Kb AP chip3
demonstrated a 9 x 16-k spin system
using flip-flop-based structures to
connect chips via interchip interfaces.
While effectiva, such custom circuits
increasaarea overhead, degrade mem-
ory density, and raise hardware costs.
Although these designs achieve sig-
nificant speedups and lower energy
consumption compared to CPUs, they
tely on custom digital arithmetic
logic integrated near memory seg-
ments, resulting in substantial area
overheads and a2 9—10x reduction

in mamory density. These limitations
significantly increase hardware costs
and restrict the adoption of compute/
near-memory-based Ising architec-
tures in modarn system-on-chips.

circuitry, enabling analog bitline oper-
ations with minimal peripheral etrcuit
modifications. [t performs one-bit spin
updates per Hamiltonian iteration with
a local write-back mechanism using

Ising machines leverage the concepts of ising
madels to efficiently represent spins and ICs and
solve optimization problems.

To address these challenges, SACHI®
repurposestheCPU's L1 cachewith mini-
mal near-memory logic for Hamiltonian
computation, significantly reducing
hardware costs. It introduces station-
arity in in -memory digital Ising
machines and argues against spin-sta-
tionary computation for better perfor-
mance-energy tradeoffs. Instead, it pro-
poses a Teuss-aware, mixed-stationary
approach to minimize data movemant
costs and improve energy efficiency for
Ising computation. Another approach
is where Ising-based CIM [Figure 4{a}jf
efficiently maps Hamiltonian computa-
tions onto memory wordline and bitline

existing sense amplifiers in the memory
array. [t actz as a one-bit comparator and
eliminates the need for complex data
convertars. To enhance the eomplexity
of Ising-CIM, a ping-pong CIM-based
Ising machine [Figurs 4{bj}** achiaves
an all-to-all connection design. It re-
stricts single-bit spin data movement
within the memory array while keaping
interaction coefficients as stationary
storage, significantly reducing memory
arcess overhead. The architecture offars
flexibility m configuring mmltibitwidth
ICs and various Ising network graphs,
enabling the solution of 2 wide range of
complex COPs.

(b) {c)

FIGURE 3. Architectures of ferative lsing machine. {3) Conventional von Neumann
architecture, (b) muttiple process-element (PE) architecture, and {c) compute/near-

memary architecture.

7
2222,
Gt

fa)
FIGURE 4. Different approach of storing in CIM architecture. {3) Spins are stored and
updated within memory array. (b) ICs are stored and siationary within memory array.
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Tu conclude, recont Ising com-
pute architectures, ranging
from physical-based to iterative
CMOS-based designs, offer a promis-
ing and efficient approach to solving
complex COP problems. With the rapid
growth of aceelerators in this artificial
intellipenice-driven era, more afficient
and reliable Ising machine acecelara-
tors have been introduced, paving the
way for unconventional computing
paradigms. [@
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IEEE Computer Society
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Nominations accepted throughout the year.

T.Michael Elliott Distinguished
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Highest service award in recognition for
distinguished service to the IEEE Computer
Society at a level of dedication rarely
demonstrated. i.e., initiating a Society program
or conference, continuing officership, or long-
term and active service on Sodety commitiees.

Meritorious Service Certificate

Second highest level service certificate for
meritorious service o an |EEE Computer
Society-sponsored activity. i.e., significant as
an editorship, committee, Computer Society
officer, or conference general or program chair.
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Outstanding Contribution Certificate

Third highest level service certificate for a
specific achievement of major value to the
|EEE Computer Society, i.e., launching a major
canference series, a spedfic publication,
standards and model curricula.

Continuous Service Certificate

Recognize and encourage ongoing involvemeant
of volunteers in IEEE Computer Sodiety
programs. The initial certificate may be awarded
after three years of continuous service.

Certificate of Appreciation

Areas of contribution would include service with
a conference organizing or program commitiee,
May be given to subcommitiee members in lisu
of a letter of appreciation,

Nominations

Submit your nomination at
bit.ly/computersocietyawards

Contact us at
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INTERNET OF THINGS

Bob Maley!D, Black Kite
Joanna F. DeFranco’), The Pennsylvania State Uiniversity

The Blue Pill Attack
as a Wake-Up Call

Prioritizing Internet of Things security today is

crucial to protecting data, lives, economies, and the
stability of national infrastructure. Immediate action
Is necessary to mitigate emerging threats and

ensure long-term resilience.

n a world where interconnectad devices dominate our

personal and professional lives, the recent “Blue Pill"

attack remindad us of the vulnerabilitias inherent in

the Internot of Things ([oT).! Tha Blue Pill iz a reference
from the 1999 movie The Matrix. The “red pill versus blue
pill" choice was to take a pill to either reveal the truth {red
pill) or be unaware of being controllad (blue pill). This Blue
Pill iz now considered an advanced eyberattack. This idea
was developed by cybersecurity expert Joanna Rutkow-
gka where a malicious virtual machine gains control of
tha vietim's machine.? Affocting more than 35 million
routers globally, this attack exploited flaws in consum-
er-pgrade devices, allowing attackers to hijack networks
and potentially launch more significant, more devastat-
ing assanlts. This attack can cause network degradation
for home users as well as disruption from operations, ey-
barerime, and reputation damage.!
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While many dismissed thisincident
as a consumer issue, the implications
are far more profound. IoT devices
form the backbone of modern infra-
structure, connecting everything from
home networks to critical national sys-
tems. The Blué Pill attack highlights
the urgent need for a comprehensive
approach to [oT security to protect not just individual us-
ers but also the stability of national infrastructura.

THE PERVASIVENESS OF 10T: FROM HOMES
TO NATIONAL INFRASTRUCTURE

Consumer loT devices

The proliferation of [oT devices in homes has revolution-
ized convenience. Smart thermostats adjust temparaturas
based om our preferences, connected security cameras
provide peace of mind, and voice assistants simplify daily
tasks. However, theso conveniences often come with sig-
nificant security tradeoffs.

Many consumar [oT davices are shipped with defaunlt
passwords, rarely receive firmware apdates, and aro de-
gignad with minimal security considerarions. These
vulnerabilities make them easy targets for attackers.
Worse, compromised devices can act as gateways, grant-
ing attackers access to more extensive networks, includ-
ing corporate systems, when employees work remaotely.
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The threat extends beyond individual
households, underscoring the impor-
tance of securing even the most mun-
dane devices:

Industrial loT

The Fourth Industrial Rewelution
brought digital transformation to in-
dustries not only through automation
but data exchange. The industrial sec-
tor's reliance on [oT devices has revo-
lutionized operations and introduced
new wvulnerabilities. Induastrial [aT
(IioT) devices are integral to energy
grids, transportation networks, and
health-cara systems. Smart sensors
monitor power distribution, traffic
managemant systems optimize flow,
and connected medical devices enable
batter patient care and management
of chronic conditions. Howaver, thair
critical nature makes them prime tar-
gets for attackers.

The 2021 Colonial Pipeline ran-
somware attack highlighted the im-
portance of cybersecurity, critical in-
frastructure vulnerabilities, and the
growing threats This attack was a
stark example of what's at stake as it
disrupted fuel suppliss acrossthe east-
ern United States, causing widespread
panic and economic damage. Such

(EEeek  Phishing Emails
my® © © 0 @ @

Maficious

Downloads
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A Cypioited Vulnerability

incidents reveal the fragility of critical
systems when [IoT devices are compro-
mised. The risks extend beyond opera-
tional downtima to encompass public
safety and national security.

The loT ecosystem

The interconnectadness of the IoT aco-
system magnifies the risks. A compro-
mised consumer router, for instance,
could serve as a launchpad for artacks
on corporate or industrial networks.
Similarly, unsecured IloT devices can
be entry points for attackers targeting
critical infrastructure. The cascading
effects of such volnerabilities under-
score the need for a holistic approach
ta IoT security: one that considers the
entire ecosystem rather than individ-
ual devices.

THE GROWING THREAT
LANDSCAPE

Large-scale botnets and
ransomware synergy

One of the most immediate and visible
threats posed by insecure [oT devicesis
their potential to form botnets. Botnets
are networks of compromised devices
controlled by attackers, often used to
launch distributed denial-ofservice

® o0 0 0 ¢

attacks. The infamous Mirai botnet,
which weaponized IoT devices in 2016
demonstrated the scale of damage such
attacks can inflict; taking down major
waebsites and services globally demon-
strated the scale of damage such at-
tackscan inflict.

The recent Black Kite Ransomware
Report, State of Ransomware 2024: A
Year of Surges and Shuffling,® suggests
that ansomware groups are evolving
strategios, targeting industries with
high sconomic value and weak security
defenses. If attackers can compromise
millions of routers, as seen in the Blue
Pill attack, they could potentially sell
arcess to TATNSOMWALS BTOUPS, cTeating
an entry point for broader cybercrimi-
nal operations. This access-as-a-service
modal could enable ransomwara actors
to conduct multistage attacks: first le-
veraging [oT devices to steal eredentials
or gain footholds and later deploying
ransomware for financial extortion.
Figure 1 illustrates how personal con-
sumer devices can become a part of a
bornet that contributes to a2 ransom-
wara attack. This is shown by the possi-
ble infection methods (thatis, phishing,
malware, vulnerabilities), connecting
to the botnet and helping to distribute
ransomware of launch other attacks.

Rasomware
@ Aflack

FIGURE 1. Aransomware scenario where personal devices contribute fo the spread, execution, of sucoess 0f ansomware

campaigns.
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INTERNET OF THINGS

Data exfiltration and espionage

IoT devices are treasure troves of
data. Compromised devices can leak
sansitive information, from personal
detailsto corporate secrets. The Black
Kite report® highlights that moedern
ransomware actors increasingly use
data theft before encryption, mean-

multiple companies in rapid succes-
sion, suggesting that cybercriminals
ghare intellipence on vulnerable tar-
gots. A Blue Pill-style attack could ex-
pose [oT devices to similar cascading
threats, where multiple attackers ex-
ploit the same vulnerability before it
is patched.

The implications are profound. Stolen personal
data can fuel identity theft and fraud, while
leaked corporate secrets undermine competitive
advantages or compromise national security.

ing IoT devices could become entry
points for espionage or large-scale
data breaches.

The implications are profound.
Stolen personal data can fuel identity
theft and frand, while leaked corpo-
rate secrets undermine competitive
advantages or compromise national
security. Organizations must recog-
nize the importance of securing IeT
devices like traditional IT systems.

Cyberphysical risks and

the national impact

The convergence of digital and physi-
cal systems introduces unigue risks.
When leT devices are exploited, the
consequences often extend beyond cy-
barspace to the physical world. Exam-
pPles include disrupting power grids,
tampering with medical devices, and
manipulating traffic systems.

According to the Black Kite re-
port,® the manufacturing, finance,
and health-care sectors remain top
ransomware targets due to their reli-
ance on [oT and IT systems. The conse-
guences could be life-threatening if a
compromised routerleads to aransom-
ware attack on a hospital's network.
Similarly, a compromised industrial
system could disrupt supply chaing or
cripple transportation natworks.

The rising trend of guick-succes-
sion ransomware attacks further am-
plifies thezs nisks. The report found
that multiple ransomware groups hit

oo COMPUTER

haBlua Pill artack was more than
T_iust awake-up call: it wasa stark

reminder of the vulnerabilities
embedded In our increasingly con-
nected world. From consumer devices
to critical infrastructure, [oT sacurity is
no longer optional, it is a necessity.

The pervasivenass of IoT demands
a unified approach to security. Gov-
ernments, businesses, and individuals
must work together to address vulner-
abilities and protect interconnected
systems. The Black Kite Ransomware
Report® underscores the real-world
consequences of cyberthreats, and the
Blue Pill attack signals the next evolu-
tion of how cybercriminals can exploit
loT weaknesses.

With perzonal devices, vulnerabil:-
ties can be reduced by simply strength-
ening password security and updating
default home router passwords. For
organizations, it's important to reduce
nisk with mitigating expleitable vul-
nerabilitiss (that is, gaining unautho-
rized network access), craedential leak-
age (thatis, gaining access using leaked
username-passwords], server miscon-
figurations {that is, impropetly config-
ured mail servers), and protecting open
access points [that is, unprotected IoT
devices, such as security cameras).

By prioritizing IoT security today,
we can safeguard not just data but alse
lives, economies, and the stability of
national infrastructure: The time to
actizmow. @
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ARTIFICIAL INTELLIGENCE/

MACHINE LEARNING

Why Large
Language Models
Appear to Be
Intelligent and
Creative: Because
They Generate

Bullsh*t!

Danied M. Barryld, Univarsity of Waterioo

This article tries fo explain why so many
perceive farge language modets (LI Ms), such
as ChatGPT, as inteligent and ceative AnLLM
generates convinangly cogent bullsh*t (BS) in
the Frankfurtian sense. This BS s perceived by
humans as infelligent and creative.

Digitn] Ofviect Identifier 10,1 1007 M C_ 2075 547458
Dode of corrend versiom: 25 Moy 2025

OHEE- 26 6 FIL IEEE. A sights resmrens, inehudosg rghis for et o
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hose days, despite the careful expla-
nations by tech-savvy artificial in-
talligence [AI) explainers? many
ara falling for the hype** and are
coming to the conclusion thatlarge language
models (LLMs), such as ChatGPT ara truly
intelligent and creative, 57 for example:

“13 October 2023.*ChatGPT changas
everythingl Thisand other smooth-
talking artificial intelligences will soon
be santient!® Ifthey'ra not alreadyl”

[a posted image that fohn Horgan® saw]

and

“...we'vereached a momentous
point. Largs language models,

or LLMs, can often seam to wiald
somathing close to human intelli-
gence, atleast to us nonaxperts."

*Thix iz the date on which Chat(EFT was released to the world.
G oople Feli that & was necessary to fire an engineer who was
claiming that its Alswere sentient

PLUSLISHED BY PHE IEFF COMPUTER SOCEETY JUNE 2025 a1



ARTIFICIAL INTELLIGENCE/MACHINE LEARNING

Even my own initial reaction on sesing
ChatGPT in operation wasthat, finally,
here's an Al that might actually be in-
telligent] Careful thinking brushed
thatthought aside.

The guestion remains: Why do so
many, even tech-savvy, people per-
ceive LLMs and their chatboxes to be
intelligent and creative?

This article attempts to answer that
guestion by combining two indapen-
dent observations, one about LLMs
and one about bullsh*t (BS). It limits
itzelf to proposing and discussing a
possible answer to this guestion. Until
the answer is known for sure, any sug-
gestions offered in this article about
fixing LLMs: to aveid this phenomenon
would be spaculation.

LLMs AS BS GENERATORS

In recent years, many have cbserved
that generative Al tools based on LLMs
often do not tell the truth, that they
generate plausible text that is sim-
Ply not true. For example, Goghlan,
Randsll, and 0'Boyle asked ChatGPT
to tell them about Percy Ludgats, a
little known early inventor of a com-
puter. They estimated that 48% of
what ChatGPT said about Ludgate
was made up and false *** John Herr-
man, a tech columnist at Intelligencer
deseribes the latest enhancement of
ChatGPT, ChatGFT-40, “o” for "ommni,”
with “ChatGPT is now better than
over at pretending it's something that
it's not” U Simon Willison admitted
that,

“We need to tell people
ChatGPT will lie to them,
not debate linguistics.

ChatGPT lies to people. This

iz a serious bug that has so far
tesisted all attemptsata fix. We
need to prioritize helping people
understand this, not debating
the most precise terminol-

ogy touseto describe it."1<

Some have even taken advantage of
thisbug of an LLM'sbeing ablato speak

nonsense coherently. Evan Ratliff,

oz COMPUTER

who created an AL voice asa prank to
deal with telamarketers for him, after
sesing how friends reacted to talking
with it, observed that, "A.L agents are
already triggering an avalanche of
synthetic conversation, as they are de-
ployed as tireless, unflagging talkers;
rapable of endless invented chatter. ™3

The cause of this phenomenon is
that the LLMs driving the generators
ara built out of the randem data that
areavailable outon the Internet, which
is replete with nonsense. The data for
the LLMs are not vetted for truth, sim-
ply because doing so is neither feasible
nor possibla 1413

Vint Cerf in email communication
with me added that an LLM is trained
on only human discourse, but not hu-
man common sense? for the simple
teason that it is impossible to codify
all common sense. The deficiency of
common sense in the traiming data
leads to fabrications built out of truths,
fabrications that would be ruled out by
common sense. Thus, even if an LLM
is trained on only truthful data, it will
still generate untrues statements.

An early term used to describe the
nonfactual output of the generators
was "hallucination” For example, Hal
Barghel said of the claim by Google's
Bard that the first photographs of
planets outside the solar system ware
taken by the James Webb Space Tele-
scope, "Such nonsense generation is
labaled by those in the know by the eu-
phemism ‘hallucinarion. ™"

Later, after Barghel explains the of
fect of the lack of vetting on the reader
of the generated output, he concludes
that “This is precizely what is wrong
with nonverted recommender sys-
tems: Without knowing the source
of recommendations, there 15 no way
to assign credibility and walue to the
recommendations™> He asks, "Will
AlChat [qua automated bloviation) be-
come a displacing technology?™s

Later, Berghel explicitly called the
nonfactual output of the generators
“bloviation,” a euphemism for “BS"
while giving a succinct description of
thebloviated output.

“The current litter of genarative
Alrools havereached the apex
of automated bloviation. ...
With generative Al itis now
possible to ereate syntactically
well-formed content that,
while it looks and feels like
the product of mature thought
to an unprepared mind, it
actually involves nagligible
cognitive investment."®

Vint Cerf concluded the email cited
previously with the exclamation,
“LLMs are bullsh*trers [sic].”

The use of these terms to describa
the gutput of LLMs has been informal,
bazed on observations backed by com-
mon sense. However, sinca 2005, “bull-
gh't" has been a technical term that
has a definition, that of Harry Frank-
furt, that is accepted by many doing
ragearch into the general phenomenon
of BSing, in literature and in life.)?

Vary recently, Hicks et al. explained
how any LLM, such as ChatGPT, can be
regarded as a machine that generates
eoft BS™ in the Frankfurtian senise.
They use Frankfurt's defining feature
of BS (p. 340)1%:

“a lack of concern with truth,
or an indifference to how things
really are [our emphasis]”

They note that an LLM, such as
ChatGPT, is designed with the goal of
generating cogent text, text that reads
as though it was written by a human
being. Beyond this goal, there iz no re-
guiremant that the text the LLM gener-
ateg bears anyrelation to the truth since
the data from which the LLM learnsare
not vetted for truth. The LLM i= thus in-
different, aven careless, as to the truth.
That the LLM 1s indifferent to the truth
iz froely admitted by the creators of
the LLM, when they say that “ChatGPT
sometimes writes plausible-sounding
but incorrect or nonsensical answers.™

Az such, beyond the intention for
the LLM to produce text that appears
to have been written by a human, thera
iz no intention for the LLM to deceive.
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Thus, say Hicksetal, an LLM generates
atleastsoft BSC and istherafore, a BSerd
Trevisan ot al. provide independent
empirical corroboration that an LLM-
based chatbot, such as ChatGPT, usu-
ally produces Frankfurtian BS because
the LLM is knowingly trained on data
that have not been vetted for truth, 2%
Basically, they show that, with statisti-
cal sipnificance, in two relevant mea-
surable language characteristics,
the pair-wise difference between

» 1000 Noture articles written by
humans and

» 1000 like-sized articles gener-
ated by ChatGPT from the titles
of the Nature articles

isthesame as
the pair-wise difference between

1 45 articles from the BNC written
by humans and

y 45 BSy political-party manifes-
toswritten also by humans

and berwean

¢ 50 articles about non-BS jobs
written by humans and

¢+ 50 articles about BS jobs written
also by humans.

That 15, Trevisan et al. were able to
demonstrate that their LM can reliably
distinguish BS from non-BS in natural
human language. Consequently, they
teason that the distinetion detected by
thair LM between the 1000 Nature ar-
ticles and the 1000 ChatGPT-generated
articles on the same topics must be the
presence of BS in the latter. See "Trew-
isan ot al." for more detail.

EGenerating hard S requires inteni, and it is not clear
that am LI M has eny intent

SHicks et 3l go on toexplain the dangers of regarding
an LL M axhallucinating when it makes misiakes.
Using such an anthropomarphizm leads to ascribing
greater intelligroce and apency to the LLM than it
can possbly hawe. Describmpan LI M asa Bfer givesa
moTearrarate pictune.

*'hey do argue that with a differeat design, training
the LLM on only data thai have been vetied forirath,
an LM hased chatbot can be produced that ixnot
indifferent to truth and, therefore, does nat prodooe
Frankfariian BS.

WHY LLMs ARE PERCEIVED
AS INTELLIGENT

Tarpin et al., using Frankfurt’s definttion
of BS, explain how, hypothesize that, and
prove empirically that, a human's abiliy
to BS convincingly is taken by other hu-
mans as'an honest signal of the [first] hu-
man’s intelligence ¥ Humans evidently
understand instinctively that to be abla to
tell lies or nontruths that appear to be trus
Tequires intellipence.

From Hicks et al."s description of an
LLM' gutput as soft BS, it is clear that
an LLM's putput appears to a human ex-
actly as human-generated BS appearsto
a human. The output reads asthough it
iswritten by a human being, and it may
or may not be true. Therefore, the LLM's
putpuf sarves as an honest sign of the
intelligence of whatever generated the
putput, the LLM, even though in fact,
theLLM has nointelligencewhatscever.
Therefore, anyone who does not under-
stand the reality of an LLM, foels in erf
guts that the LLM iz truly intalligent.

This effect might be compounded by
what appears to be a common misun-
derstanding of the term “artificial intel-
ligence.” It is my cbservation that many
nontechies understand "artificial intalli-
genca” as "an artificial being that is truly
intalligent” rather than as “faked intel-
ligence," which is what the techies whe
coined “artificial intelligence™ meant.
I came to this observation after repeat-
edly seeing how nontechies nse theterm
and the tacit inferences they draw from
it. This misunderstanding of the term
would leave nontechies predisposed to
balieving that LLMs are intaelligent.

Unfortunately, there appear to be
some people, such as those in high
tech, whe, by all expectations, should
understand the reality of am LLM, but
nevartheless behave as though they
ascribe real intelligence to the LLM.
If any of these people iz not deliber-
ately exaggerating the LLMs abilities;
it ‘seems that thiz person’s System
I has decided that the LLM is truly

ME " "em,” and "er” are gender nanspecific thind per
zonsingnlar pronoons in subjective, objective, and
possessive forms, respectively.

intalligent long before er System II is
able to conclude thar it is really a BSer,
and System I's decision provails. 842

While the explanation of this sec-
tion of why LLMs are perceived by
humansas intelligent is fairly compal-
ling, it would be useful to confirm its
validity with an experiment similarto
that described by Turpin et al. using
some of the documents prepared and
tested by Trevisan st al. See “Experi-
ment Datails" for more detail.

WHY LLMs ARE PERCEIVED
AS CREATIVE

Thare are many definitions of creativity
and of creativeideas, such as givenin the
Oxford Handbook of Creativity, Innovation,
and Entreprensurship 2 Almaost all men-
tion innovativeness as a key eloment of
creativity. [ have long considered a cre-
ative, innovative idea as an exception,
from the norm, that is perceived, in ret-
rospect, to be a good 1dea after all. Here,
an exceplion may range

y from an inadvertent failure to
follow a procedure orrules, a
mistake,

¥ toan intentional deviaton
from the current conventions or
styles, a thinking cut of the box.

For example, a composer who decides
to deviate from the prevailing style of
music, tries sequences of notes until E
finds one that sounds good to ar ears.
[fencugh concert goers agroe with em,
the resulting compesition is consid-
ered a creative innovation. Eventually,
this composition becomes part of the
norm, possibly later being the norm
from which an exception leads to yet
another creative innovation. **

In brainstorming, the exceptions
are intentional. In the idea generation
phase, brainstormers are intention-
ally deviating from the norm, that is,

Epxiah explains in Thinkeng, Fost omd Slow,
the oider part ofa human brain, System i, comes to s
instinctive decisions from =stimoki that resemble pass
events much more rapidly than the newer part of the
huoman brain, System I comes to it reasomed, Iogical
decisions from the same stimudi 3
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O

TREVISAN ET AL.

Trevisan et al's work was an attemnpt 1o determine If BS can be
refably detected dsing computational methods 22 They bull
an LM (fearned machine) identifies and measures differences
I twa languaage charactensiics between 1) the contents of
1,000 published articles inNoture and 2) the contents of
1,000 corresponding articies generated by ChatGPT when
prompted with the titles of the Noture arficles with instrec
tions (o memic the stybe of Noture. The two characterisnics
were 1) the frequencies of characterizing words and 2) traces
of characterizing comexts. They found that each of the two
characterstics distinguished the corresponding patrs of articles
with L1009 accuracy with at least 29 84% confidence. The
question 1= whether what distinguishes the corresponding
articles s BS. i 0 is, then this LM could function as 2 BS meter.
Trevisan et al tested whether the distinctions that the
LM sdentifies and measures are BS by running the LM ontwo
constructed samples of BS articles paired with non-BS articles,
all writren by humans.

= ' Based onOrwell's observation that what political parties say
Is B5,71 Trevisan et al. ran the LM 1o compare &5 manifostos
published by LLK. polincal parties from 1845 through 2005
with 45 similarly sized texts from the Brimsh National Corpus
{BNC) of everyday lznguage in the United Kingdom, tTexis
That did not Inchude transcripts of polmical meetings 2nd
newsreports, witlch often include political commerrtany.

The LM showed, with statistical significance, that

the distinciions between the everyday discourse, and
the party manifestos were the same as for the Noture
articies and the ChatGPT-generated artickes.

EXPERIMENT DETAILS

Bulld a collection of lists of, say, 20 articles, from among the:
1,120 articles written by humans and the 1,000 articles gen-
erated by ChatGPT used by Trevisan et al. Each st consists of,
nrandomized order, 1) five non-BS amicles written by humans,
2) five BS articies written by humans, 3) five non-B5 articies
written by ChatGPT, and &) five BS articies written by ChatGPT.
Obtaining the non-BS and BS articles written by ChatGPET will
require vetting the 1,000 articies generated by ChatGPT for
truth.™ in the expartrment, half of the subjects are echsawy

COMPUTER

s Based on Grasbers description of BS jobs,>? Trevisan
et alranthe LM again to compare 50 texts from online
sources that were likely 1o have been written by people
employed insuch BS jobs with S0 stmilariy sized 1oxt
from online sources that were lkely 1o have been writien
by people employed Inother than such BS jobs. Mono of
efthersetof texts were wrttten by sclentists, and none
were deemed after careful examination 1o have been
writien by ChatGPT.

The LM showed, with statistical signtficance, that the
distinctions between the nor-BS-job texts and the BS-
jobtexts were the same as for the Noture articles and the
ChatGPT-generated articles.

Trevisan ot al were thus able to demonstrate thiat the LM
an reliably distinguish BS from non-B5S in natural human
bBnguage.

Therefore, the distinction that the LM detected botween
the 1000 Noture articles and the 1,000 comesponding
ChatGPT-generated articles must have been the presence of
BSin the latter.
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and half are not. Each subjectis asked torate, In a Likert scale,
the inteligence of the author of each of the 20 articles na

list randomily chosen from the collection. it will be nteresiing
to see which authors are rated as more intelligent, humans or
ChatGPT, and it will be interesting to see how the ratings of the
subjects who are tech savwy compare with the ratings of the
subjects who are not

Tyhope thiar some of the Cho1GPT-gEnera e cEc Nave N NS SSenes ntham.
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making exceptions, to rapidly gener-
ate as many ideas as possible; under
the regime of quantity before guality.
Later in the pruning phase, the brain-
stormars evaluate the ideas to keep
only those ideas, the exceptions, that
turned cut to be good ideas after all.

AnLLMisaBSar. A good fraction of
what it produces are exceptions. Some
of these are geen by humans, upon ex-
amination, to be good ideas after all.
Ergo, the LLM is perceivad as creativa.

Others have come to a similar con-
clusion about LLMs and are parlaying
LLMs: to speed up breakthroughs. For
example, Broad obsarves

"Artificial intelligence often
gets criticized becausait
makes up information that
appearsto ba factual, known
as hallucinations. In science,
however, Al hallurinations
ean be remarkably usaful.
Smart machines are dream-
ing up riots of unrealities
that help scientists track
cancer, design drugs, invent
medical devices, uncover
waather phenomena, and
oven win the Nobal Prize."25

He then describes the process of an
Al's hallucinating proteins that do
not exist in nature but are possible ac-
cording tothe data on which the AThas
baen trained. Some of these hallucina-
tions are recognized by human scien-
tists as possibly useful, and are then
tested to verify that they do what they
arethoughtto do.

n LLM 1z designed to gensrate
Atext that appears to have bean

written by ahuman from many
data that may or may not be true, with
no concern as to the truth of whart it
generates. Therefore, an LLM iz a BSer
in the Frankfortian sense. Since hu-
mans perceive the ability to BS con-
vinecingly as a signal of intelligenice, hu-
mans that do not know the true nature
of LLMs perceive an LLM asintelligent.

Since a creative idea can be an axcop-
tion that humans perceive to be a good
idea after all, humans perceive soma of
the possibly false ideas generated by an
LLM as creative. These perceptions are
daspite that the LLM was designed only
to be cogent and not specifically to be
intelligent or creative. Ultimataly, the
intelligence and creativity of LLMs are
entiraly in the eyes of the beholder.
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Computer education is offen as daunting for the
professor as it s for the student, as the subject
matter can be very demanding. This walk-through
shows what it takes fo develop and organize an

advanced computer course from scratch.

was asked to teach a thirdyear computer science

course, Computer Science 411, “Introduction to Compil-

ar Construction,” since the regular instructor was on

an extended medical leave. | had about one month to
prepare the course. [ accepted the challenge. The depart-
ment chairs stated it this way:

“You have been instrumental, in stepping in at
the last minute when cur colleagues noeded halp,
even if it was cutside your area of expertize.”

The content of the course was definitely cutside my
area of expertise. My formal background in the subject
was scant, consisting of a 1963 Algol programming course
in Norway. To further quote, the course was intended to
congist of the following:

1. twenty-six teaching hours where the following
topics were treated: Metalanguage, Backus normal
form, reprasentation of numbers, and soon

Digitnd Dbgect Tdetifier 101100/ MC_ 20253551 1946
Do of currens version: 29 May N26

OHEE- 26 6 FIL IEEE. A sights resmrens, inehudosg rghis for et o
COMPUTER dataminmyg, and trammg ol orhif sy efigenne s imiar fecdmolgies.

Teaching a Compiler

2. demonstration of the electronic
calculator—GIER
3. four obligatory exercises involving writing a pro-
gram, punching the program on a Friden Flexow-
riter, and 5o on.

Further background included writing programs in
computer languages such as: Prolog, Lisp, Mathematica,
PL1, Algol, and C. It turned cut that some knowledge of C
was the mostuseful.

Esszentially compiling a program written in some comput-
er language for a given computer consists of translating the
statements in the compuater languags into 2 new languags
that iz executable by the computer. This is much like trans-
lating textwritten in onehumanlanguageinto ansther. One
advantage of computer languages is that they are genarally
more straightforward and mors rigorously specified than
humanlanguages. Inboth cases, the allowable construets of
the languages are governed by grammars, that is, the rules
specifying the allowable sentences in the languages.

A blog by Stuntz! argues that writing a compiler 15 an
important exercise for software professionals.

Compiler construction is helpful to nearly all software
enginears, especially for those who will not build compil-
ers aspart of their daytime job.
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TEACHING COMPILER
CONSTRUCTION

The first step toward developing a
course in compiler construction was
to search for material on teaching the
subject. One article, ttled "Iz Compil-
er Construction a Dead Subject?™? did
not bode well. However, the article,
which considered the subject from the
point of view in India, turned out to be
thoughtful. Itstated:

SELECTING THE TEXT

When preparing for any course, the
first step is acquiring source materi-
al in books and papers. The first fre-
guently mentionad book for compiler
dezipn was “Compilers: Principles;
Technigues, and Tools™ It has bean
known as the “Dragon Book”™ to gen-
erations of computer scientists, as its
cover depicts a knight and a dragon
in battle, reprosenting a metaphor for

One advantage of computer languages is that
they are generally more siraightiorward and more
rigorously specified than human languages.

“First, compilers are com-
plex programs, and a subject
called "compiler construc-
tion' should ba formally
established. Second, and more
importantly, compilers are
useful software programs that
can revolutionize the art of
computer programming.”

The article also noted that when
a team at IEM led by John W. Back-
us was asked to develop a compiler
for FORTRAN for the IBM 704, the
team expected the work to take six
months. In reality, it took 18 man-
years of effort over 2.5 years. This as-
tablished that developing a compiler
for a programming language was a
nontrivial task.

Therefore; [ had to assume the ax-
pectation of the work required to pres-
ent a compiler course that coverad the
egsentials of compiler construction
would be a significant affort.

Teaching the course turned out tobe
more challenging than expected. First
of all, 1 was not provided any course
materials. The instructor stepping out
of the teaching did not offer any course
material. A previous instructor did
provide me with some slightly usaful
information. Essentially, I felt | was
dealing with a case of tabula rasa.

o8 COMPUTER

conquering complexity™ Howaver,
it; and several other texts, suffarad
from overkill. They had from 800 to
1,000 or more pages of text. While I
could easily “read” 1,000 pages, it was
impossible to abserb the information
and ideas contained in theso pages in
a short time frame.
A blog post summed 1t up:

"Don't tead the dragon book if
you're interested in compilers.
It'slex and parse heavy, and is
not up to date with more recent
bast practices on codegen.
Further, the lex and parse and
of it is forused on the kind of
theory you need to build tools
like lex and yace, rather than
stuff you need to know if you
want to write a compiler.™

This led me to continue the search
for more suitable texts. [ found a list of
63 compiler books.® One of the available
texts seemed teasonable—"Engineer-
ing a Compiler" A second book, that
was not on the list, was “Introduction
ta Compilers and Language Doesign” by
Thain.# Thain'sbook had the advantage
ofbeing much shorterthan the average
compiler text. [t was alsoless expansive
for the students, while still covering the
critical aspects of writing a compiler.

An Internet search for supplemen-
tary materials provided a wealth of
helpful information in the form of
papers and web pages dealing with
varipus subjects applied to compiler
constructon.

Whenreading the books and the in-
formation on the webpagas, it became
clearthat compiler writing was fraught
with two significant deficiencies.

1. Thelanguageused todescribe
objects, concepts, and algo-
rithms in the compiler world
was Inconsistent. This made
it difficult to understand the
exact meaning of what was
written. When discussing the
scanning of input code: “That
process of going character by
character can be wrapped up
into a routine-also ealled a
function, a method, a subrou-
tine, or component.? Little
in computing has a singla,
reliable name, which means
evaryone always argues over
samantics.”

2. Moreimportantly, the lackof
standard notation wasan issua.
Whareas in the established
subjects such as mathematics,
notation is fairly well standard-
ized, in the caze of compilers
2 3+4 could mean anything
depending on the source lan-
guage and the compiler. This
problem iz discussed further by
Iverson. ™

After having absorbed a certain
amount of compiler knowledge, [ de-
cided to use the text by Thain, "Intro-
duction to Compilers and Language
Design,” as the course text. [t was sas-
ily available, not expensive, and had a
froaly available online pdf version.

SELECTING THE LANGUAGE

Moving forwards, there was obvious-
ly a need for some way to implement
the steps of the compilation. Ideally,
it would be using the set of hardware
instructions for a computer. Since, as

WWW . COMPUTER.ORGITOMPUTER



noted previously, this would require
man-years of work, this approach was
clearly impractical. A simple comput-
er language that students could use
to implement the steps of compilation
as part of their assignments had to be
chosen. The assignments would ask
the students to write a set of programs
that would implement the stages of
compilation, starting from source lan-
guage statements to machine execut-
able instructions. It was preferable to
choosealanguagethestudents wareat
least slightly familiar with and where
the knowledge of the lanprage would
be useful in other courses and later in
the workplace. This ruled out the “toy”™
languagesthat seemed to be favored by
some due to the overhead of learning
a new language. Learning the details
of a “voy language” (although Stuncz!
finds it usaful in some contexts) would
also ba a wasted effort since it would
be useless in other courses. The most
teasonable choice therafore seemed to
be a simple subset of C, denoted as C-
as defined in the book "Enginesring
a Compilar."?
The choice was also motivated by:

"Cisasbigadealasyouncan
getin computing. Created by
Dennis Ritchie starting in the
late 19605 at Bell Labs, it's the
principal development lan-
guage of the UNIX operating
gystem. .... And everywhere that
Unix went, C was sureto go™
Furthermore, “C is a simple
language, simple like a shotgun
that ean blow off your foot. It
allows you to manage every
last part of a computer—the
memory, files, 2 hard drive,
which iz great if you're metic-
ulous and dangerousifyou'ra
sloppy. Softwaremade in C
is known for being Fast™

Cwould therefore provide the tools
used to write programs for the various
stages of the compilation procoss. This
meant that the process was started ata
more advanced lavel than the original

developers of compilers, whezre thay
only had the bare bones of machine
instructions as they imitially dewel-
oped compilers.

lalso decided to eschew use of tools
likelex, yace, and thalike. Whilethosze
tools are very useful when construct
ing a compiler as part of a practical
compiler development, they hide some
of the fundamental steps of the com-
pilation process. Tool use also tends to
bloat the final code for a compiler as
well, anissue that isnow coming tothe
foreground for all software develop-
ment as noted by Hobare™: "Why Bloat
is Still Software's Biggest Vulnerabili-
ty. A 2024 plea for lean softwara”

The next gquestion was how to spec-
ify C- precisely so that the compilaticn
of - programs could be implemented
in C. A formal description was neaded.

The tool for describing the most
common computer languages is teg-
ular grammars. 5o, what are regular
grammars? A precise definition was
naaded. First stop on the quest for a
definition was a Wikipedia article.'
This led, at once, to the most familiar
problem with compiler teaching: In
theoretical computer science, and formal
language theory, a regular grammar i a
grammar that is right-regular or left-regu-
lar. While their exact definition varies from
texthook to textbook, they all require that:

All production roles have at
most one nonterminal symbal,
That symbol is either always
attheend, or always at the start,
of the rule’s right-hand side.
Every regular grammar
describes a regularlanguaga.

Note the innocent comment:
"While their exact definition varies
from textbook to textbook." This turns
put to be a core problem with compiler
studies. It iz used with topics that are
described differently depending on
the textbook used, paper written, and
lecture notes constructed. In addition
to this notation, the terminclogy used
can vary from source to source for the
putative same topic.

This meant that the choice of de-
scriptions and motations would, to
some extant, Testrict the material
used for the teaching since for teach-
ing purposes these items should be
consistent to minimize confusion.
For the regular grammars the quo-
tation and description used for this
varsion of teaching compilers was the
one used in the book by Thain,* which
then meant that other source materi-
al could enly bo uzed if it was reazon-
ably consistent with the notation and
description in Thain ®

Generally, the grammars are con-
sidered to have terminal and non-
terminal ‘symbols, operators, and
expressions. The expressions consist
of terminal and nonterminal symbols
joined by operators. The operators are
invoked by precedence rules, which
can be overridden using parentheses.

The grammar for C- was adopted
from Louden™ Appendix A. The nota-
tion used was modified to the notation
used in Thain's book ®

CONSTRUCTING THE
ASSIGNMENTS

The planned assignments for the
COUTSe WETe: SCanner, pArser, seman-
tic analyzer, and code generator for
the G language. The scanner assign-
mant was:

Inthis project, your task is

to create a scanner for the

C- programming language.
You ean refer to the C- lan-
guage specification pro-
vided here for guidance.

Your scanner output should
consistof a list of tokans, each
annotated by its token kind
{such as identifier, keyword,
number, and 50 on) and its
corresponding source code
location (line number}. Print
the corresponding laxeme if
the token is an ID or a NUM.
Ifinvalid input is discoveraed,
your scanner should pro-
duce a warning message and
continue scanning the fils.

JUNE 202C sl
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This project involved taking a C-
program text, scanning the characters
one by one, and then recognizing the
identifiers, keywords, and numbers
occurring in the string and labeling
tham as tokens and lexemaes.

An example input was provided:

void main {void) int x; int y; x: in-
put 0; y: input 0; output (ged(x, yii;

with the expectsd output so that the
scanner could be tested uniformly for
all the submissions. While [ recom-
mended that the students use C to im-
plement the scanner, any other suitable
computar languagewas also acceptable.

The assignment specified that the
student should develop a consistent
sat of initializing tokens in the C defi-
nition. If they did not, one or more er-
ror messages should be cutput.

The second assignment was to cre-
ate a parser for the C- programming
language building on the scanner de-
veloped in assignment 1. The parser
should read in a source file, determine
whether the scanned items have valid
santences according to the G- gram-
mar, and indicate success or failure.
It should be evaluated for ambigu-
ities given the C grammar and work
to resolve problems such as the dan-
gling-olse. They were askead to create a
sat of complete tests to exercize all of
the tricky corner cases.

A discussion of static-versus-
dynamic semantics took place during
the lectures at this point.

The third assignment was the se-
mantic analyzer. Here, the task was
to create a semantic analyzer for the
C- programming language building on
the scanner and the parser previous-
ly developad in assignments 1 and 2.
The semantic analyzer should take the
gutput from the parser and determine if
thesemantics are valid. When theinput
was semantically valid, the program
should print the abstract semantic tree,
with some additional information on
the nodes, incloding types for expres-
gions, and unique identifiers for IDs.

o0 COMPUTER

Otherwise, the program sheuld indi-
cate failure and halt. A set of complete
tests to exercise all of the tricky corner
caseswas to be created.

A fourth azsignment was to take
the output from the semantics analy-
iz and generate low-level code close
to the machine instructions. This was
intended, but not implemented dus to
course tima constraints.

T @aching a compiler course with
minimal background inthe sub-
ject is an emgaging experience.
It exposes the instructor to the var-
ioug stages of compilation, provides
experience in low-level programming
(assuming no compiler-constructicn
special tools are used), and providesa
valuable learning experience for stu-
dents and the instructor.

[t should be noted thatvaluable sup-
port for the course in the form of inter-
active development of assignment and
development of tutorial examples was
provided by three highly gqualified
graduate teaching assistants.
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The Dark Side ot
Computing: Silent
Data Corruptions

Silent data corruptions due fo defective silicon
cause erroneous program results. Yet nobody Praperty F2:-Tue Camputaiion B

fast. Nobody needs a correct result if

knows how severe and frequent the problem is, it comes late. The result must reach

theuser in milliseconds, seconds, an

how much we need to invest in solving it, and hour, or two weeks. In domains with

who should pay the bill

5, omputing is unimaginably beautiful and pow-
* erful. In this essay, we touch on a problem thar
can undermine its beauty and might. We dis-
cuss what is probably the darkest side of com-
puting: silicon defects that corrupt our progroms’ data and we
don't know it.
Both the beauty and the might of computing result
from two properties that all machine users demand.
Property #1: the computed result is correet. Program results
areused totake important decisions and correctness is nonne-
gotiable. Depending on the domain, “correctness” may differ.
The only correct answer may ba “9,753" while in soma cazes
any answar between "9,500" and "9,800" is equally correct.

Digital Diject Identifier I D0ME 2025 1556300
Dair of current version: 29 Moy 2025

DB 6 € 25 IEEE. A nights resorwns, inchud g rights for hest and
COMPUTER dataminmg, and trammy of aricd svlslgenoe o0 Limiar | ecmologes

strict timing requirements, speod

means masting deadlines or lives,

property, money is lost. In other do-

mains speed means "as fast as possi-
ble" or "faster than the previcus product.”

Humankind never stops pushing the limits of comput-
ing engines and always demands correct and fast compu-
tations. Often, computer designers must decide which of
the two matters more—the choice depends on the eritical-
ity of the applications running on the system. Thus; azsin
all engineering disciplines, cost matters. Neither correct-
ness nor spead comes for free. Both incur dramatie costs
during design, manufacturing, and operation.

Correctness of operation is constantly in danger when
we push the limits: from materials imperfections and flaws
of the chip, board, system manufacturing, through the
network errors, all of the way to programmer errors and
arithmetic precision in parallel programs. Dealing with
the aforementioned requires extra timea and resources for
correctness. For silicon chips, correctness is jeopardized at
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design time (hardware bugs), manufac-
turng time {silicon defects, variability
of physical properties), and mission
tima (aging, radiation).

In anm ideal world, the manufactur-
ers of every part and the assembled
whole of a computer would invest re-
sources to deliver flawless products:
this never happens. Verification of a
new design, validation of fow proto-
types, and comprshensgive testing of
avery chip, board, and system, have
tight time and cost bounds. With
products delivared in just six months
or one year, some chips in the man-
ufactured guantities will inevitably
contain defects that are not sereenad
at production. Even the most diligent
manufacturing testing process can
datect betwean 95% and 99% of the
modalad defects. But even if we were
able to scresn overy defective chip at
production, there are new defects that
can appear during chip lifetime due to
aging or operating conditions.

SILICON DEFECTS
AFFECTING PROGRAMS

What is a silicon defect and how it can
affact our programs?

Lot’s take a simple example. Con-
sideratwo-input logic OR gateingidean
integer multiplier of your CPU or GPU
gilicon chip. Dueto imperfect manufac-
turing (2 broken wire or a short circuat)
this gate occasionally gives the wrong
logic OR result when both inputs are
at logic O (the gate output is 1 instead
of the correct 0}; the other three input
combinations give the correct result 1.
This defect, which may be either per-
gistent or may depend on certain rare

physical parameters, will affect our
program execution when all of the fol-
lowing conditicns are valid:

L. Qur program uses multiplication
instructions—the program usad
the defactive arithmetic unit.

2. The operands of some of the
multiplications feed the OR
gate with both inputs at logic
0—the defactive gate will
produce the wrong result:

3. Thersisatleast one path of
logic gates from the defective
gate to the multiplier outputs
that propagates the wrong gate
result—thereisatleast one
wrong multiplication result.

4. Thewrong multiplication result
propagates through subsequent
instructions in a way that
harms execution: the program
hangs, crashes, orraisesan
axception because the wrong
multiplication resnlt affects the
control flow and changes the
values of pointers to memory
or ends with an incorrect resule
because the wrong multiplica-
tion affects the data flow.

When any of the conditions are not
met, the defective OR gate does not
matter for the program. Figure 1 vi-
sualizes the conditions, showing how
a defective gate in a multiplier pro-
duces awrong result which propagates
through to erronecus program cutpat,
Tecognizing a dog instead of a cat:

Similarly to the multiplier, every
single hardware unit inside a silicon
chip of a CPU, GPU, or domain-specific

CPU Progmm
Gate a5 Muiiplisr =] M- Cufput
B D i maov ek, E2
- " [imulebs] o2%
/o e Sovec-oax || ve%om
miow edh, 0
22 et

FIGURE 1. From a silicon gate to the program output. The defective gate must recoive
the inputs that give the wrong output plus the gate's output must propagate Yo the mul-
tiplier output plus the program must contain a multiplication instruction plus the wrong
multiplication must affect the program output.
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accelerator [dynamic random-access
memory chips too) can contain de-
facts: registars, caches, buffers, control
logic, and arithmetic units. Numbers
manipulated by, stored in, and trans-
farred through hardware units may be
wrong dus to silicon defacts.

VISIBLE AND SILENT
EFFECTS OF DEFECTIVE
SILICON

When chips contain defects in their sil-
icon that affect our programs, the first
critical gquestion is: “do we know the
program ran incorrectly?" If defactive
gilicon leads to a program generating
an exception or a system crash (because
hardware or software caught the erro-
necus operation), although we don't
likait, atleast we know it happenad. We
tryagain (hoping that erronecus execu-
tion was temporary), and if it happens
again, we don't trust the computer for
our subsequent wotk, and we either fix
it or buy 2 new one. But such “visible”
errors aranot alwaysthe case.

Inwistble errors [called silent errors or
silent data corruptions (SDCs)] happen
whenaprogram runson a defactivechip,
complates its execution, does not crash
the process or the system, does not raise
any excaption, and does not produce an
output that iz obvicusly wrong. Still the
program’s rasult is incorrect and nobody
knows! No hardware or software detec-
tion mechanisms caught it.

Many readers will, impulsively,
think “then add hardware or software
detection mechanisms!" Correct, but
detection isvery costly, and we need to
think twice before implementing it. For
example, hardware-based error detec-
tion and correction codes for memories
can incur anything between 2% and
125% (1} extra silicon and powar, while
software-based redundant execution
(double or triple redundancy} has a
100% or 200% extra performance and
enargy cost. Who is ready to take this?

SDC DISCLOSURES: PAST
AND PRESENT

Systematic use of the term SDC likaly
started after 2 DEN 2008 pansal where
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panelists weore wondering if it exists
orifit isa myth.! For docades, wa were
convinced that SDCswere amyth, or,in
the worst-case scenario, an SDC might
affact the unlucky user of onein a mil-
lion [or billion) computers. The real-
ity is different according to the major
users of computing chips of cur days:
data center operating companies.

Hyparscalers [Mata,® Googla, Alib-
aba?) have disclosed over the last fow
years an unexpectedly high nomber
of CPUs (1 in 1000) that lead to SDCs—
program executions that produce
wrong results without any observable
indication. Other types of processing
chips [artificial intelligence [AI) ac-
celerators from Google® and Meta®
and NVIDIA GPUs"] are also reportad
to generate SDCs. Reports agree that
the root cause of such SDCs are chips
which are born defective (sscaped
manufacturing testing), becoma de-
fective (aging), or just differ from each
other {variability).

A short note on terminology is
important here. SDCe are neither de-
tected nor corrected. Once the effect
of a dafact 15 detected, it 15 not silent
anymore. An SDC is an eventual (terri-
ble) resule of a defect when a program
runs. It is not detected: that's why
it iz ralled silent (unlike offects like
rrashes which can't be missad). Perthe
fault-tolerant computing terminology
used for decades: We detect defects or
their models: the fanlts) and we correct
their effects—the errors—at different
abstraction layers [circuit, microarchi-
tacture, software) so that the machine
delivers the expected service. Public
statements like “an SDC detection
gcheme” and “the SDC is corrected”
|ewen if the speaker or anthor does

Text about the numbar of CPUs that
preduce SDCs

Interpretation of the text in defective
parts [CPUs) per million [DPPM)

know what they talk about]} den't edu-
cate newcomars to the topic.

What the computing community
needs to do for SDCs iz to minimize
or, ideally, zero their rate. In a perfect
world, the result of a computation
produced by chips should be sither 1)
correct (defect does not mattar or cor-
rection worked), or 2Z) mmcorrect but

+ Which instructions are mors
likaly tolead to SDCs?

¥ Which silicon technology nodes
are mora likaly to generate SDCs?

Without Lknowing which hard-
ware units are likely to generate SD(Cs,
how can one protect them? Without
knowing which instruction classes are

]
For decades, we were convinced that SDCs were a
myth, or, in the worst-case scenario, an SDC might
affect the unlucky user of one in a million {or billion)

computers.

known to ba'so [detection workad but
no correction is possibla). A perfect "ze-
10-SDCs" world is impossible because it
requires unaffordable protection costs.

WHAT COMPANIES REALLY
DISCLOSED?
Despite the hype of the incident's Te-
ports, it is still unclear how severe the
problem 1s and what its specifics are.
Table 1 summarizes what hyperscalers
reported.

Clearly, there are still many open
guestions, such as follows:

y Whatarathe real SDC rates, thatis,
corrupted program outputs over
timewhen real programs run?

# Which chip microarchitectures
are more likely to generate
SDCs?

y Which hardware units (sizes,
counts, designs) are more likely
to generate SDCs when defoective
{Alibaba hinted floating-point
and vactor hardware units)?

TAEBELE 1. Hyperscalers disclosures.

mainly affected by dafects, how can one
harden them? Without knowing which
CPUmicroarchitectures are morelikaly
to genarate SDCs_how canahyperscaler
deride which to purchase, and how can
achip vendor improve future designs?

Meost importantly, how can anyons
(chips vendor, systam integrator, hyper-
sralar] take decisions for protection {and
pay the costs) against SDCs if we don't
know the scale and severity of the problem?
Bottomline: How many SDCs are hap-
pening out there? How many programs
por unit of time (hour, day) complate sx-
ecution with the wrong outputin a data
center and nobody knows?

Thinking more carefully, the gues-
tion does not make sensel "Measure the
onumber of SDCs" i3 a contradiction in
terms. We can't measure something that
we can't observe bacause it is silent. So,
essantially the mandate changes to: "Es-
timate the number of SDCs becauss you
can never measure them.”

The answer to the astimation re-
guest depends on many aspects of

Meta Google Allbaba

* . hundreds of CPUs acrose * _afowmorcurial cores por | . 3.61%: of the CPUs are
hundreds of thousands of several thousand machines | identified

machines..” = tocause 5DCs ..

=1000 <1000 =361
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large-scale ‘systems: their size the
defactivity of the chips, the work-
lead types, the execution times, and
g0 on. A first-order estimation (that
employs microarchitecture-level
fault injection in %86 CPU models)
about the number of SDCs consider-
ing defects in the arithmetic units
{scalar and vector, integer, and float-
ing-point) of data center CPUs, under-
lines the urgency of the matter and
calls for action. ®

Figure 2 shows some examples of
this. first-order estimation for vary-
ing data center size (number of cores),
workload execotion time (minutes),
and chips defectivity [defective parts
par million (DPPM]]. It shows the esti-
mated number of SDCs generated per

The number of incidents in Figura 2
do not refer to visible affects of CPUs de-
facts but to silent ones. When a CPU in
a data center causes crashes (or any vis-
ibla effact], it 1= removed from tha fleat
and does not cause crashes anymore.
Tha flast of CPUs produces hundreds of
erronecus program cutputs deliverad to
the users that have absolutely no ideal
Now, try to answer: How many SDCs
can we afford? Zerol Let's see what we
can doto reach thisideal.

REDUCING SDCs AND THE

COST

There are multiple ways to reduce the

rate of SDCs. Table 2 summarizes them

and the corresponding costs.
Everything costs; who is going

day in the data center. to pay?
354
=l ¥
= 202
T
o]
g 152
2 a7
: I
E
=
2 [
100K Cores 300K Cores 250K Cores 500K Cores 750K Cores
15 Mins 30 Mins 45 Mins B0 Mins 30 Mins
1,008 DPPM 2000 DPPM 750 DPPM 1,250 DPPM 1,000 DFPM

FIGURE 2. First-order estimation using microarchitectural simulation for the rate of
5DCs due to defects in arithmetic units of data center xB6 CPUs. Bars cormespond to dif-
ferent data centor size, workload tirme, and defectivity. These rates can't be measured in
real production systems since the effect of the defects is silent.

MORE DISCLOSURES
FROM INDUSTRY?
We must praise Meta for the first
SDCs disclosure and subsequent ac-
tion to engage with academia® and
Google and Alibaba for confirming.
We must also praise AMD, Intel,
NVIDIA, and Arm for joining hyper-
gcalers in the Open Compute Project
[OCPJ™ and helping awarenass about
the problem and sngagement with
universities.!! Imitial disclosures
waere followed by professional organi-
zation initiatives (the IEEE Computer
Society RAS in the Datacenter Sum-
mit 20242} and panels ™ keynotes,
special sessions !> publications 517
and blog posts 1819

However, beyond the cuarrent
awareness state, it is unlikely that
companies will provide more detailed,
thus useful, information about defec-
tive gilicon chips and the SDC rates
they generate. Two reasons easily ex-
plain this pessimistic expectation.

First, companies make their profit
gut of their produoct features, the prop-
erties that the public percaive as good]
Performance comes first: power and
energy consumption are also import-
ant: reliability (reduced failure rates)
is rarely (neverl) a solling point. The
foar that a machine may fail even once
evary many months, or, even worse,
it may produce an unnoticed cor-
rupted output, iz terrifying. Nobody
talks about the errors their system
generatas.

TABLE 2. Reduring the rate of S0Cs and associated costs.

Highvolume manufacturing test time is
pxponcive; chips cost mors.

Why it adds cost

The production yield i reduced; chips cost

Every hardware redundancy scheme comes
with design,_ verification, area, power,
performance overheads; sysiom cOStS MOTo.

Every software redundancy scheme comes with

Approach Why h reduces SDCs
Bettermanufacturing Fewer manufacturing defects will escape into
tosting production. Fewer SDCsl
Redoced chip variability Marginally nominal chips are not deployed inthe
systoms. Fewer SDCs! mare,
Enhanced hardware defect | Mission mode defects [due to radiation and aging
tolerance for example) are detected or corrected at the
hardware loval Fewer SDCsl
Enhanced software error Erronecus calcuiations are detected and
tolerance corrected. Fewer SDCsl

0% COMPUTER

performance and energy overheads; system

COSIS more.
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Second, failurerates (incloding SDC
rates) are very difficult to define, mea-
gure, and reproduce. When a company
makas claims about its product rating
in speed or power, it is reasonably pos-
gible to reproduce the setup and verify
that the claim is accurate. For failure
rates [or SDC rates) there is no practi-
cal way to reproduce any elaim: If a
company states that its chip generates
one silent data corruption per year in
a population of 1,000,000 chips, how
can one verify the statement?

SDC-AWARENESS IN

COST MODELS

The recent rise of awareness about
the existence of SDCs in cloud com-
puting is very important. Hyperseal-
ers now require better quality chips
from silicon vendors while also fo-
cusing on detecting defective chips
in fleets. The entire industry is look-
ing for solutions.

It iz probably time for hyperscalers
to take the rates of SDCs into consid-
eration in cost models. A data center
user may occasionally receive erro-
neous execution outputs when their
programs run in the cloud. For a po-
tentially “high SDC rate” data center
rental time, users should deal with
the integrity of the program results
themselves {and thus pay less). On the
other hand, a goarantead “low SDC
rate” data center time means that the
provider takes care of the correctness
of the delivered results and, for this
Teason, can charge more.

Itis again a matter of cost and who
takes it. It can be the chip vendor, it
¢an be the hyperscaler, it can be the
usarfrustomer. SDC rates should be
added to the cost equation of data cen-
ters on both the operatorside and the
usersida.

SDCS FROM DATA PARALLEL
ARCHITECTURES

This short essay mainly focuses on
EDCs from CPU chips because disclo-
sures mainly refer to them. But who
expects things to be better in massive
data-parallel architectures like a GPU

oraprogrammable Alaccelararor?2®.2
The data-centric architecture of such
chips and their massive deployment
for machine learning /Al systems in-
tuitively points to huge rates of SDCs.
The discussion of the text so far and

but continuous screening in tha
field can catch complex re-
al-world SDC scenarios that the
shert, focused manufacturing
testing processcan't. After all, in
data centers, what matters is the

Tackling the challenge of SDCs requires
contributions from researchers and practitioners
across the entire computing systems stack.

the rassarch directions that conclude
the essay apply to all different chip
types. If a CPU containg a multiplier
like the one discussed pravicusly, how
many multipliers does a GPU, or acus-
tom Al accelerator, have?

PRACTICAL (COST-
EFFECTIVE) RESEARCH
DIRECTIONS

Dependable computing has always
been an exciting field. In times that
technology is pushed to its limits, sta-
tistics are not on our side. The scale of
computing systemsofourdaysand our
greed for speed challenges our ability
to guarantes correctness of comput
ers operations. A [nonexhaustive) list
of practical (cost-effactive) research
directions that can contribute to our
quest for theholy grail of zero-SDC sys-
tems includes:

y Estimations for the real SDC
rates [not just the number of chips
that occasionally produce SDCs}-
The single defective chipina
thousand may generate zero
EDCs if the defective unit is not
used: it can generate millions of
SDCs per day if workloads use
it massively. [deally, the SDC
rate estimations must correlate
them to instruction or workload
classes to assist software-based
tolaranca.

i Effective periodic scanning of data
eenters fleets: Manufacturing
testing should constantly im-
prove to screen defoctive parts,

detection of defective chips and
their replacement.

v Toleronce at the hardware and
the seftware layers: Tolerance
refers to approaches thataimat
continuing the system oper-
ation despite the existence of
defacts In the case of SDCzin
large computing infrastrocturas
where massive redundancy (the
common denominator of all tol-
arance approachaes) is raraly af-
fordabls, tolerance isnot avery
intuitive option. When a data
center operator knows achipis
defactive, the only responsible
action is to replace it. The only
meaningful alternative would be
the degraded operation of a chip
with a known and contained
defactina hardware unit which
iz not used by workloads.

T;u:kliug the challenge of SDCs
requires contributions from
researchers and practitioners
across the entire computing systems
stack: physical design, logic and mi-
croarchitecture design, instruction
sot architectures, systems software,
compilers, and application software.
While we certainly live in the "Golden
Apo of Computer Architectura" per
John Hennessy's and David Patterson's
words, 22 wa also live in the "Golden
Apgo of Dependable Computing” and
wa all nead to make sure computing
remains as beautiful and as powerful
as it should be.
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Blockchain and

Stablecoins: Driving
the Future of Digital

Finance

Mir Kshetri®, The University of Morth Carclina at Greensboro

Stablecoins have emerged as a transformative digital
asset in global finance. With regulatory standards
evolving and adoption incregsing, stablecoins are
reshaping financial systems, especially in regions
with currency instability, while addressing challenges
related to scalability, fransparency, and trust.

he firse stablecoin was created in 2014 to enable
crypto transactions when banks, wary of ano-
nymity and illicit activity, avoided serving crypto
firms. Asthecryptomarket expanded, trustin sta-
blecoins grew, prompting banks and regulators to engage
and consider digital currencies.' Consequently, in the last
decade, stablecoins have made a notable impact on global
finance by offering a stable and officient means of conduct-
ing transactions and faclitating cross-border payments £
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The stablecoin market was valued at
US5230 billion in March 2024, with
projections suggesting up to USSs
trillion in assets could move into sta-
blecoins by 2030.7

Unsurprisingly, leading finan-
cial imstitutions. are adopting sta-
blecoins. PayPal, Siripe, and Bank
of America are exploring stable-
coin integration.? Likewise, Japan's
major banks—MUFG, SMBC, and
Mizuho—waere teported to be de-
veloping Project Pax, a eross-border
payment system that uses stablecoins instead of correspon-
dent banks, integrating SWIFT messages so that corpo-
rate clients can trigger payments conventionally without
directly handling stablecoins® Likewise, companies such
as Tasla, an electric vehicle and clean energy company,
and Uniswap, a leading decentralized cryptocurrency ex-
change, have started holding stablecoins in their corporate
treasuries to enhance liguidity and operaticnal efficiency *

Stablecoing are especially popular in regions lika Latin
America and Africa, where currency instability is a2 ma-
jor concern.® By expanding financial sarvices to under-
banked populations, they enhance economic inclusion
07
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and strangthen their role in the global
oconomy’. This trend is reshaping the
financial system in the digital era. In
countrieslike Kenya, which have strong
Payment nstworks, stablecoing are
enhancing cross-border transactions.
For instance, Sling Money, powered by
the Pax Dollar (USDF] stablecoin, en-
ables fast global transfors for Kenyane ®
While M-Paga excels domestically, it
lacks efficient international remittance
options. Asaresult, many Kenyans turn
to Sling Money forcross-border transac-
tions. Contrary to common belief, users
geek not just North-South remittances
but alse seamless transfers betwsan
neighboring countries. Sling Money
sarves this purpose, bridging gapsin re-
gional financial flows. Sending money
from Uganda te Fenya traditionally
incurs high foes (5-10% of the transfer
amount), takes days to process, and re-
guires navigating complex banking net-
works. Sling Money's stablecoin-pow-
ered solution reduces fees to near zero,
completes transfers in seconds, and
simplifies the process to resemble do-
Mmestic peer-to-pear payments.”?
Razearch shows that in emerging
economies, accessing stablecoins in-
CUIE 2 premium—averaging 4.7% over
the U.S. dollar (USD) price (up to 30%1n
countries like Argentinal—resulting in
an estimated US54.7 billion premium
in 2024, projected to nise to US525.4 hl-
lion by 2027." Thiz willingnoss to pay
a premium highlights the strong de-
mand for stablacoins as a reliable store
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of value and means of transaction, as-
pecially in economies facing currancy
instability and capital controls.

This article examines the role of sta-
blecoins in the global financial system,
focusing on their impact on cross-bor-
dertransactions and financial stability.
It explores the regulatory challenges,
gpportunities for adoption, and the im-
plications of stablecoing In economies
with volatile currencies.

CURRENT STATE OF THE
STABLECOIN INDUSTRY
AND MARKET
Stablecoins are cryptocurrencies de-
signed to maintain a stable value by
pegping to assets. There are various
types, including fiatbacked stable-
coins tied to governmaent currencies,
asset-backed stablecoins supported by
tangible assets, crypto-collateralized
stablecoins linked to erypto assets, and
algorithmic stablacoins, which use al
gorithms to maintain stability.® For
instance, stablacoins pegged to the USD
maintain a fixed USS1 value, making
their market capitalization closely align
with their total supply. Stablecoins are
private-sector alternatives to central
bank digital currencies (CBDCs) !
Most stablecoins use smart con-
tracts for issuance, collateralization,
and price stability, ensuring decen-
tralized and transparent function-
ality. Others, like those issued
by centralized entities, primarily
depend on off-chain reserves while

2302
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FIGURE 1. The market capitalization of stablecoins (bilion USS). (Data sources: For
2021 and 2024, CoinGecko™™; for 2022 and 2023, Jasperse and HammerlL; for

2025, Cooley!=)
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using smart contracts for transac-
tions and antomation 1

Foresight Ventures suggests that
stablecoins are still in a transitional
phase, functioning more as a bridge
between fiat currencies than a com-
plete replacement. Asdigital payment
infrastructures develop, non-crypto
users are sxpected to gradually adopt
stablacoins ™ The market capitaliza-
tion of stablecoins, expressed in bil-
lionms of USDs, is shown in Figure 1,
reflecting their growth trajectory.

Figure 1 shows the market capital-
ization of stablecoins. As of sarly 2025,
there were more than 200 stablecoins
in circulation. As of 22 March 2025,
the five biggast stablecoins by market
capitalization ware Tether's USDT, Cir-
cle’s USDC, Ethena's USDe (USDE), Dai
{DAI), and First Digital USD [FDUSD)
(https://coinmarketcap.com fviaw/
stablecoin/).

Az illustrated in Figure 2, the val-
ume of transactions anabled by stable-
coins is expanding rapidly. In 2023, sta-
blecoins facilitated USS10.8 tnillion in
transactions, ®which exceeded US5276
trillion in 2024, surpassing Visa and
Mastercard’s combined volumes®
However, this remains small compared
to the USS1.8 guadrillion processad by
the traditional payments industry, as
estimated by McKinzey. Stablocoins are
growing but still represent a fraction of
global transaction volumaes 1

REGULATORY LANDSCAPE
The fragmented regulatory landscape
hasled to inconsistencies in stablecoin
oversight as governments worldwide
struggle to classify and regulate them
effectively.*® For instance, stablacoin
adoption is growing in Africa, but
regulatory frameworks are still de-
veloping. In South Africa, the Finan-
cial Sector Conduct Authornity (FSCA)
clasgsifios crypto assets ag finmaneial
products, though there are no spacific
ragulations for stablecoine yar.14
Howewver, stablacoin regulations
and standards are emerging to ensure
their stability, transparency, and secuo-
rity. These standards focus on key areas

WWW . COMPUTER.ORGITOMPUTER



such az fully backed reserves, transpar-
ency through aundits, clear governance
and issuance pguidelimes, repulatory
compliance [such as anti-money laun-
dering [AML)/combating the financ-
ing of terrorism (CFT}, and Enow Your
Customer], and consumer protection. 22
The goal is to establish a framework
that supports stablecoin rehiability, ac-
countability, and user trust?® Major
economies, such as the European Union
(EU), the United States, the United King-
dom, Japan, Singapore, and the United
Arab Emirates (UAE), are actively de-
veloping regulatory frameworks for
stablecoins to ensure financial stability
and market oversight 3

The EU
The EU's Markets in Crypto-Assets
Ragulation (MiCA), the first compre-
hensive regulatory framework for the
crypto industry, took full offect on 30
December 2024 20 MiCA requires sta-
blecoins to be fully backed by liquid as-
sats, held in separate reserve accounts
to ensure user redemption at any timae.
Issuers must maintain transparency,
tegularly reporting their reserves and
financial health while disclosing sig-
nificant changes.®! Under MiCA, sta-
blecoin issuers are required to hold at
least 60% of their reserve assets in Eu-
ropean banks 2

European regulators mandate ap-
proval for stablecoin operations, en-
forcing strict financial and security
compliance. Noncompliant stable-
coins face delisting and restricted uss,
driving users toward MiCA-approved
alternatives. ! MiCA regulations ban
algorithmic stablecoins, allowing only
asset-backed stablecoins—e-money
tokens {EMTs) and asser-referenced to-
kens [ARTs). EMT= must ba 1:1 backed
by fiat, while ARTs can be pegged to
multiple assets but face stricter scru-
tiny. Issuers must be EU based, obtain
anthorization, and publish a whitepa-
par before offering. Major stablecoins,
go-called “significant” stablecoins,
are subject to enhanced owversight to
ensure financial stability and protect
monetary soveraignry. £2

As of March 2025, 10 firms had re-
ceived asthorization to issue 15 stable-
coins, officially recognized as EMTs
under EU regulations @ As the ElNs
MICA regulations tock effect, Tether
(USDT) and other noncomphant sta-
blecoins were reported to be delisted
from Buropean exchanpges 41

The United States
Thelack of athorough regulatory struc-
ture for stablecoins and digital assets
in the United States has created an en-
vironment of uncertainty. Stablecoins
areviewed as a key tool for expanding
US. monetary influence, with 95%
of stablecoin volume tied to the USD,
promoting dollar use on global decen-
tralized networks 3 Treasury Secretary
Scott Bessent ‘stated that the Trump
administration would priontize using
dollar-pegged stablecoing to maintain
the USD's rasarve currency status 2

It iz being realized that without
swift action, the United States risks
falling behind infinanecial innovation.
A regulated stablecoin market can
bolster the USD's dominance in global
finance. Az digital economies grow,
stablecoins ensure that the dollar re-
mains the praferred currancy

Two legislative proposals aim to
regulate stablecoins with contrasting
approaches: On ¢ February 2025, Sena-
tors Bill Hagerty, Cynthia Lummis; and
Kirsten Gillibrand and House Committee
Chair Tim Scott introduced the Guiding
and Establishing National Innovation for

2019 2020 2021

2022

U.S. Stablecoins [GENIUS) Act,** which
secks a balanced repulatory framework,
allowing smaller issusrs to operate un-
der state oversight while plaring larger
ones under federal supervision. It man-
dates 11 resarves, bans algorithmic sta-
blecoins, and aims to strengthen the
USD's dominance

In contrazt, the Watars Bill, intro-
ducaed by Rep. Maxine Waters, central-
izos oversight, requiring all issuers to
ba federally regulated, prohibiting Big
Tech from issuing stablecoins, tight-
ening restrictions on offshore entities,
and barring individuals with financial
crime convictions from ownership.
Thezabills highlighta shift from debat-
ing whether to regulate stablecoins to
how to do so, with the outcome shaping
the future of digital assets, financial in-
clusion, and U8 leadershipin erypto 5

Global stablecoin standards
and the impact of .5, and
EU stablecoin regulations
Az stablecoin regulations take shape
in both the EU and the United Statas,
the divergence between their ragu-
latory approaches is becoming more
apparent. Bath the EMs MiCA and U.S.
legizlation seek to define stablecoins’
role, highlighting their significancein
digital assers 2®

With U.S. and European regulation
of digital assets, global crypto stan-
dards may emerge, though their or-
igin—U.5. policy or MiCA—vemains
uncertain.?® Similar to previous

276
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FIGURE 2. Transactions facilitated by stablecoins {trillion USS). (Data sources: For
2019, 2020, and 2021, Antonopoulos!’; for 2022 and 2023, Cooley'5; for 2024

Bradley® )

JUNE 2025 109



COMPUTING'S ECONOMICS

generations of innovations, stable-
coin policies in the United States are
more innovation friendly than in the
EU. The head of the European Stability
Meachanism noted that the U.S. admin-
istration has adopted a more favor-
able stance toward cryptocurrencies,
particularly dollar-denominated sta-
blecoins. He highlighted concerns in
Eurcpe that this shift could revive ef
forts by foreign and U.S. tech giantsto
develop large-scale paymeant solutions
based on these stablecoins. #7

The global dominance of USD-
backed stablecoins can be attributad
to the United States's market-friendly
tegulatory approach. As of 12 March
2025, the top 11 stablocoins by market
capitalization were pegpged to the USD,
while the 12th-largast stablecoin, Sta-
giz Euro, was pegged to the Euro. In
terms of market capitalization, Sta-
giz Enro ranked as the 258th largest
cryptocurrency. 48

As of March 2025, the stablacoin
market exceeds US5234 billion, with
Tathar (USDT}), pegged 1:1 to the USD,
helding a dominant 51% market share
(https:/fcoinmarketcap.com/view/
stablecoin/). Its success is largely
due to a reserve strategy focused on
U.S. Treasuries and cther liguid del-
lar-denominated assets, which halps
maintain its peg to the USD and builds
market trust.?® Tether holds around
85% of its reserves in cash and liguid
assets, with U.S. Treasuries making
up the majonty (https://x.com/coin-
bureau fstatus/1850835929221243224).
This strategy is driven by the stability
and ligoidity of Treasuries, which are
backed by the U.S. Government and ac-
tivaly traded in a high-velume market.
This deap liquidity ensures that the sta-
blecoin's value is maintained without
significant price fluctuations, fostering
market confidence inits stability 2

Other stablecoins, such as USD
Coin (USDC), similarly prioritize hold-
ing reserves in highly liquid low-risk
assets, like U.S. Treasuries and cash
in tegulated financial institutions.
For instance, the majority of USDC's
teserve is held in the Circle Raserve

o COMPUTER

Fund (USDXX), a U.S. Securities and
Exchange Commission [SEC)-regis-
tered money market fund containing
cash, shorr-dated U.S. Treasuries, and
repurchase agreements. The reserve,
backed by highly liquid stable assets;
ensures liquidity, even under stross;
with daily third-party reporting via
BlackRock. The rest is held in cash at
top global banks 30

Stablecoins like USDC and USDT
thus maintain their peg by holding re-
serves in highlyliquid assets, primarily
U.S. Treasuries. This strategy ensures
guick conversions to fiat during high
redemption pressure, supporting their
stability. The preference for U.S. Trea-
suries lies in their safety, liguidity, and
market depth: In contrast, using Euro-
pean bonds or EU bank reserves could
introduce higher transaction costs and
systemic risks due to lower liquidity
and potential localized financial insta-
bility. Diversified reserves, likathosein
USDC, help mitigate such risks 2¥

OPPORTUNITIES

AND CHALLENGES IN
STABLECOINS

Stablecoins offer significant opportu-
nities, from enhancing financial in-
clusion to streamlining cross-border
transactions. However, they also pres-
ent challenges, incluoding regulatory
uncertainties and potential financial
stability risks.

Opportunities

Stablecoins offer several advamtapges.
They provide the ability to program
money through smart contracts’ and
enable nearinstant transactions, typi-
cally sottling in less than a second 3 at
almost zero cost. This reduces friction
for businesses and consumers com-
paredtotraditional payment systams 32
Traditional cross-border payments, to-
taling US5150 trillion annually, incur
USs25 trillion in intermediary fees,
offactivaly taxing global commerca 3
By reducing these costs; stablecoins
enhance the efficiency of global trans-
actions, making cross-border payments
faster and more affordable.

Az noted, stablecoins are trans-
forming the global financial system
by enhancing economic inclusion in
developing economies, such as those
in Latin America and Africa, whera
currency instability is a2 major con-
cern. Sub-Saharan African curren-
cies have depreciated significantly
against global currencies like the USD
and the pound, diminishing purchas-
ing power. In countries like Nigena
and Zimbabwe, citizens favor saving
in USDs due te the volatility of local
currencies. While Bitcoin has gained
popularity, stablecoing have become
the preferred digital currency, par-
ticularly after the esconomic chal-
lenges brought on by the pandemic 33
Stablecoins accounted for 43% of
Sub-Saharan Africas total crypto
transaction volume in 2024, with Bir-
coin at 18.1%:.* In Brazil, stablecoins
made up 26% of crypto purchases,
driven by currency weakness and reg-
ulatory discussions. In Colombia, their
useincreased dus to the declining peso
and banking restnictions, rizsing by 17
percentage points in crypto portfolios.
In Mexico, stablecoins gained traction,
reaching 34% of crypto purchases,
driven by remittances and avoiding
high banking foss 3%

Stablecoins act ag a digital alrer-
native to the USD, providing a crucial
solution in economies facing forelign
exchange (FX}shortages: About 70% of
African countries are facing FX short-
ages, making it difficult for businessas
to access the dollars they need. Stable-
coins like USDT and USDC provide an
alternative by offering easy conversion
to hard dollars, bypassing traditional
financial institutions. Platforms such
as Yellow Card help African businesses
access theze stablecoins when banks
can’t meet their demand for USDs ¥

Cryptocurrencies, in genstal, have
baeen facilitating entreprenceurship by
providing faster and more cost-effoc-
tivepayment solutionsforbusinessesin
developing countrizs. Small businessas
in developing countries have found
that using cryptocurrencies for pay-
ments, instead of major international
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currencies like the USD or Euro, signifi-
cantly improves speed and efficiency.
A Nigarian vendeor, sourcing products
from China and the UAE increased his
profits by paying in cryptocurrency,
avoiding the nesd to exchangs naira
for dollars or incur high money-trans-
for fees. This practical advantage has
contributed to Bitcoin's growing use
in these aconomies™® As noted previ-
ously, businesses in Africa are increas-
ingly transitioning from established
names like Bitcoin to stablecomns for
making international payments. In
Fobruary 2025, cryptocurrency plat-
form GlebaChain announced plans to
launch a stablecoin payment platform
to improve cross-border transactions
batwaon Africa, Europe, and other re-
gions. With support from Stellar, the
platform aims to onboard more than
200 businesses and process USS50 mil-
lion in monthly transactions 36

Finally, artificial intelligence (Al] is
becoming a key driver in the rapid ax-
pansicn of stablecoin adoption. Al en-
hances stablacoin stability and security
by dynamically adjusting collateral re-
sarvas based on market conditions and
using algorithmic auto-balancing to
maintain the peg. Predictive risk man-
agement, such as sentiment analysisand
transaction survaillance, allows for the
early detaction of potential de-pegging
risks or destabilizing whale activity. Ad-
ditionally, Al-driven fraud prevention
measures identify wash trading and
suspicicus transactions, whils Alled
smart contract apdits detect and miti-
gatevulnerabilities, ensuring secure sta-
blacoin operations and reducing risks*
GlobaChain leverages blockchain, Al
optimization, and Circle products to
aliminate delays and high fees in inter-
national paymants® For companies
such as GlobaChain, Al-powered FX op-
timization helps remittance providers
hedgeapainst FX volatility and optimize
stablecoin-to-fiat conversions, reduc-
ing costs, while automated compliance
checks streamline AML processes and
accelerate business-to-business settle-
ments.* Al and blockchain converged to
enhance financial management, with

Al apants integrating stablecoins for op-
timized payments and savings. Az of 11
February 2025, USDS was the third-larg-
est stablecoin, maintaining a USS1 peg
and offering an 8.75% savings rate, man-
aged by Al-driven collateral dacisions 37
Likewise, Al trading agents like Buzz,
which handled US$5.46 tnillion in sta-
blecoin transactions in 2024, are driving
automated demand for programma-
ble stablecoins.®

Challenges
The main challenges facing stablecoins
can be understood through the Sta-
blecoin Trilemma, which highlights
the difficulty of achioving decentral-
ization, scalability, and stability si-
multaneously. Achieving all three is
difficult, often reguiring tradeoffs.
Decentralization involves distrnibuting
control among multiple partiss, scal-
ability ensures that the coin can handle
high transzaction volumes, and stability
enszures that the coin's value remains
pegpged to an asset like tha ST 34

Regarding scalability, during CEDC
testing, the Federal Reserve Bank of
Boston demonstrated that nonblock-
chain payment technology can process
10 times more transactions per second
than a high-performance blockchain
as the necessary crdering of transac-
tions to prevent double-spending cre-
ates bottlenecks that limit scalability
and hinder fast payments. ¥ Etheraum
hosts major stablecoins, like USDT,
USDC, and DAI, but its scalability is-
sues lead to high pas fees, especially
during peak demand. In 2021, conges-
tion caused transaction fees to excead
US550, making Ethersum impracti-
cal for small payments. For exampla,
South American freelancers receiv-
ing USDT faced US540 feos, sovercly
reducing their earnings and delaying
access to essential funds. 3¢

Looking at ‘specific examples of
stablecoins, the tradecff batween de-
centralization, scalability, and stabil-
ity becomes clear. Tether (USDT), for
example, prioritizes scalability and
stability through centralization. How-
aver, this approach raizes concerns

about trust in the management of its
rasaerves by the issuing entity3® The
American watchdog Consumers' Re-
sgarch eriticized Tether for lacking
transparency on USDT reserves *! The
watchdog expressed concerns owar
Tather's failure to conduct indepen-
dent audits despite promises made
since 2017, with the company repeat-
adly postponing them 32

Like USDT, other major stablecoins
have struggled to gain customer trust
because their centralization limits
transparency. Many investors have re-
duced their stablecoin holdings due to
CONCErns over transparency and rising
intarest rates offering higher returns
from tradirional assets. This shift has
led to a decline in stablecoins’ mar-
kat capitalization from 2021 to 2023
{Figurae 1.9

DAT, deoveloped by MakerDAD,
emphasizes decentralization while
ensuring stability through its overcol-
lateralized model. Unlike fiat-backed
stablecoins, DAI is secured by a bas-
kot of cryptocurrencies, like Ether
{ETH), locked in smart contracts. This
approach offers a leval of decentral-
ization that centralized stablecoins
cannotachieve, butit faces challenges.
DAl's need for overcollateralization
can result in inefficiencies and volatl-
ity, particularly during sharp market
declines, impacting scalability 3%

In addition to the Stablecoin Tri-
lemma, there are other challenges that
stablecoins face. Az mentionad aarliar,
the regulatory landscape for stablecoins
is evolving quickly and differs signifi-
cantly around the world. Many coun-
tries lack regulatory clarity regarding
digital money, and in some, such as the
United Kingdom, regulated companies
are prohibited from issuing stablecoins,
leaving the market vulnerabla to unrag-
ulared ovarseas operators. ¥

Regulators are also concerned that
stablecoins could be oxploited for
money laundering or terrorist financ-
ing, necessitating stringent AML and
CFT measures by issuers.#? Mlicit ad-
dresses received US540.9billion in eryp-
tocurrency in 2024, with Chainalysis
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projecting that the total could surpass
1IS551 hillion as more criminal wallets
are identified. Stablecoins accounted for
63% of all illicit tranzactions, a signifi-
cant increase from pravious years **

tablecoins combine the spead

of tokenized transactions with

price stability, making them
a compelling choice for crypto pay-
ments. Stablecoins have thus rapidly
ovolved over the past decads, making
a significant impact on global finance
by enabling efficient cross-border pay-
ments and offering a stable digital al-
ternative to traditional currencies. As
adoption grows, particularly in emerg-
ing markets, stablecoins are reshaping
financial systems, with applications
in regions facing currency Iinstabil-
ity, such as Sub-Saharan Africa and
Latin America. Howewver, the regula-
tory landscape remains fragmented,
with various global jurisdictions im-
plementing different frameworks,
guch as MiCA in the EU and proposed
legislation in the United States These
tegulations aim to ensure stability,
transparency, and security in stable-
coin operations, but challenges such
as the Stablecoin Trilemma and con-
cerns over transparency and illicit ac-
tivity remain. Despite thesa obstacles,
stablecoins continue to gain traction,
and their future rols in global finance
will depend on how effectively these
challenges are addressed and how the
regulatory landscape evolves. [@
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STANDARDS

Shaping the Future
Through Artificial

Intelligence
Standardization s st s

tered in rolling out automated driving
technology highlight the wital need
E ff O r-i' S to emphasize safety at every stage
of progress. Addressing nisks in the
complex realm of diverse functional-
Jyotika Athavalel), Synopsys ities in real-wotld scenarios requires
Richard Tong, MEOLAF Inc harnessing cutting-edge solutions

and reaching consensus across the in-
dustry on the best safety practices. As

At the IEEE Computer Society, we see firsthand 2 result, considerabla effort has been

7 s e devoted to defining safaty standards
the challenges and opportunities that artificial i AT o veliiché- fneriscs und
intelligence presents, and are partnering with sutomated driving systemsas awhole.
_ Az wo know, the [EEE Computer
industry stakeholders, academia, and government Sociaty, in collaboration with the IEEE

] . Standards Association, iz a global
bodies fo create consensus-based standards. leader in setting standards for engi-

neering and technology. It partners
ur article in the April 2025 issue® forused on koy  with indusiry stakeholdars, academia, and government
standardization initiatives related to functional  bodies to create consensus-based standards. Within the
safety across application domains. Today, atti- context of standards development related to Al technal-
ficial intalligence (Al) technologios are making  ogy topics, two key committees are involvad:

1 Functional Safety Standards Commuttes (F55C): This
Digitnl Ofrject Idenrifier 10,1100/ MC. J075. I65 7485 B fety B} ef 1 !
Date of carrent version: 20 Moy 2025 committee focuses on functional safaty in areas
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OR JYOTHOA ATHAVALE
SYNOPSYS: yotike@synopsys.com

like automotive, industrial, and
avionics. It develops standards
related to Al safety architec-
tures, methodologies, and tools
for automated driving functions,
such as [EEE P2851 and others.

v Artificial Intelligence Stan-
dards Committes [C/AISC): This
committee develops standards
for Al governance, machine
learning, algorithms, and data
usage: ltswork includes creating
guidelines for evaluating the
explainability and robustness of
Al models, particularly in areas
like image recognition.

Thea pace of innovation in Al is stag-
gering, and wa want to share how AISC
is helping shape this future. We've seen
firsthand the challenges and oppor-
tunities that Al presents, and we are
convinced that a balanced approach to
standardization is key to ensuring that
these tachnologies are both ground-
breaking and responsibly managed.

INTRODUCING AISC AND

ITS PORTFOLIO

Established in 2020, AISC has rapidly
become a pivotal force in creating robust
standards that guids every azpect of Al
from foundational models and agents to
domain-specific applications. AISC has
assombled a global network of experts
from academia, industry, and govern-
ment. Qur leadsrship team is committed
to transforming how Al iz standard-
ized and deployed. Our officers inclade:
Chair Richard Tong, Vice Chair Jeanine
DoFaleo, Secretary Randy Soper, and
Program Manager Chnsty Bahn. QOur
portfolio covers more than 60 standards,
guidaelines, and recommended practices
and spans several erucial areas:

v Foundation Stondords: Thase
establish the fundamental archi
tectures and terminologies as-
sential for building Al systems.

+ Governance Standards: These
are focused on nisk, safety,
trustworthiness, and athical
considerations.

i Technology Stack Standards: Thesa
target the technical underpin-
nings that enable seamlessim-
plementation and integration.

i Agent and Domain Application
Standards: These address the rap-
idly evolving field of Al agents
and sector-specific use cases.

Our vision is not only to facilitate
wide deployment, adoption, and appli-
carion of Al, but also to ensure that Al
innovaticn happens in an equitabla,
rasponsible, and trustworthy manner.

INTEROPERABILITY: THE
ENGINE OF INNOVATION

One of the cornarstones of our work at
AISC is enhancing the intaroperabil-
ity, afficiency, and interconnectedness
of Al systems. Today, Alisn't a mono-
lithic entity: It’s a dynamic ecosystam
where foundational models, Alagents;
and specialized applications interact
continuously. Without a unified ap-
proach to implementation, these sys-
tems risk becoming isolated silos that
inhibit progress.

Take, for example, cur afforts around
[EEE3552.1 Federatad Machine Learning
(published] and the P3394 LLM Agent In-
terface Standard (being developed). IEEE
3652.1 defines a framework for federated
machine learning that enables collabo-
rative model development on distributed
data, while safeguarding privacy, secu-
tity, and compliance. P3394 is designed
to define the protocol for Al agents to
communicate seamlessly with one an-
other and with external systems. Stan-
dards like these ara crurial because they
allow diverse Al components—from
health-care applications to edurational
platforms—to work together, fostering
an environment whers innovation isn't
hinderad by technical fragmentation.

We beliove that a cohesive, interop-
erable Al ecosystem is the bedrock upon
which future advancements will be
built. When wae standardiza the ways
in which Al systems interact, we lay the
groundwork for a collaborative techno-
logicallandscape. Thismeansthatwhen
anew Al innovation emerges, it doesn't
have to reinvent the whaal in terms of
integration; it can plug into a presxist-
ing, reliable framework. The result iz a
more efficiont development process and
a faster path to real-world applications
that benefit society as a whole.

GOVERNANCE: BALANCING
RISK AND REWARD
While technological interoparability
drives inmovation, robust governance
ensures that such progress is sustain-
able and responsible. The conversation
arcund Al is often polarized, caught be-
tween the excitement of iInnovation and
the fear of unbridled technological risk.
Thisdichotomy is particularly evidentin
regulatory environments. The European
Union's Al Art, much like the General
Data Protection Legislation (GDPR} in its
early days, sarves as a stark reminder of
how overregulation can inadvertently
stifle thevery progress itseaksto protect.
Ar AISC, our governance initiatives
focus on establishing standards that
help define and mitigate risks with-
out imposing draconian restrictions.
For instance, our P33%96 standard om
Al nisk, trostworthiness, safety, and
responsthility provides a framework
that not only evaluates potential risks
but also offers clear guidelines for ad-
dressing them and helps Al developers
and operators to be protected from
unnecessary burden. Alongside this,
standards like P3417 for differential
privacy and P3445 for privacy engi-
neering empower ofganizations to
integrate robust security and ethical
practices right from the design stage.
We advocate “first-principles think-
ing" in Al povernanece. Instead of
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STANDARDS

lotting fear drive regulatory overreach,
wa ghould focus on distilling the essence
of risk: identifying its core elements and
addressing them directly. This approach
not only encourages innovation but also
builds public trust. It's about ensuring
that Al systams are developed with a deep
understanding of both their potential
and their limitations, o that they can be
safaly integrated into our daily lives with-
outsacrificing ethical or societal values.

BRIDGING THE TWO PILLARS:
A UNIFIED STRATEGY FOR Al
Tha real challenge—and opportunity—
lies in harmonizing these two pillars of
interoperability and governance. It's not
enough to devalop standards that allow
Al systoms to interact seamlassly; we
must also ensure that this interaction
happens within a framework of account-
ability and sthical responsibility. Thaul-
timate goal of Al standardization should
be to create a landscape where innova-
tion is encouraged, risks aremanaged at
their core, and regulatory measures are
proportionate and thoughtful.

This balanced approach is what sats
AJSC apart: It's about ereating a synergy
betweonthetechnicalandtheregulatory,
betwesn innovation and responsibility.

OUR CALL TO ACTION

The work of AISC is not just about de-
signing, writing, and promoting stan-
dards; it's about fostering a global dia-
logue on how we want our future with
AT o look. We are at a pivotal momant
whaere our decisions canshapethetrajec-
tory of Al development for generations.
Weurge industry leaders, policymakers,
researchars, and the broader public to
engage with our efforts. Whether you're
providing feedback on draft standards,
collaborating on research, or simply
staying informed about the latest devel-
opments, your participation iscrucial.

change, our commitment at AISC is
to ensure that Al is both a catalyst
for innovation and a tool for socistal
good. By embracing interoperability,

In the face of rapid technological

wa unlock the full potential of AL By
enabling informed and balanced gov-
ernance, we build a foundation of trust
and accountability. Together, these
efforts will pave the way for a future
whera Al is seamlessly integrated into
every aspect of our lives: efficient, re-
sponsible, and truly transformative
for the benefit of humanity. [
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Compliance and
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This article analyzes how agentic artificial
infelligence is revolutionizing human resource
management through automated workflows,
enhanced decision making, and improved
employee experiences while addressing
implementation challenges like security risks,
regulatory compliance, and workforce adoption.
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gentic artificial intelli-
gence (Al} is revolution-
izing human resource
management (HEM) by
automating routine tasks such as
recruitment, thereby streamlining
workflows, minimizing bias, and
enhancing overall efficiency.! Addi-
tionally, it uses pradictive analytics
to asgess turnover risks, enabling
proactive intarvention and cost sav-
ings. Thistechnologyisalsolikaly to
boost employee satisfaction and im-
proves retention strategies ! Agentic
Al thus enables strategic HRM with
tailored, goal-oriented services.?
Agentic Al allows users to define
a task, which the Al autonomously
breaksinto steps, designs workflows,
and selects appropriate Al or IT ser-
vices for execution® As an illustra-
tive case, wa can consider a task to
improve employoe retention. An
AT HR agent autonomously stream-
lines HR processes by identifying
improvement strategies, generating
task lists, and collecting relovant
data from analyzing exit interviews
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DATA

to benchmarking industry best prac-
tices. It systematically stores insights
in a centralized knowledge base, refin-
ing its approach through iterative foed-
backloops. Forinstance, after conduct-
ing employee satisfaction surveys, the

HR functions. In talent acquisition,
Al agents can autonomously screen
resumes, evaluate candidate qualifi-
cations, and generate shortlists of top
applicants, thereby expediting the
Tecruitment process and minimizing

Agentic Al solutions benefit not only large
enterprises but also small and medium-sized
enterprises, enhancing operaticnal efficiency

and competitiveness across the board.

agent cross-references findings with
turnover metrics, updates retention
strategies, and adapts future actions
based on outcomes. This closed-loop
antomation enhances both operational
efficiency and evidence-based deci-
sion-making in HR.*

Apgentic Al solutions benefit not
only large enterprizes but also small
and medium-sized enterprisas (SMEs],
enhancing operaticnal afficiency and
competitiveness across the board.
EME: can enhance their HR opera-
tions by implementing agentic Al
which automates and refines varions

manual effort. Additionally, agen-
tic Al can streamline onboarding by
guiding new hires through necessary
documentation and training modules;
ensuring a smooth integration into
the company.?

Agentic Al not only automates tasks
to boost employee productivity but also
offers job seckers personalized caroar
guidance, enhancing thair empower-
ment beyond what generative Al pro-
vides. Generative Al assists by gener-
ating a cover letter based on 3 provided
résumé and job description. In contrast,
agentic Al autonomously creates a

LinkedIn account, drafts applications,
appliesto all suitabla jobs, and provides
asecured record of its actions.®

This article explores how agentic
Al iz revolutionizing HR, automat-
ing workflows, enhancing decision
making, and improving employee ax-
periences, while addressing key chal-
lenges like security, bias, and adoption
resistance. It highliphts real-world
implementations, regulatory impacts,
and future-ready strategies for ethical
Alintegration in HRM.

AGENTIC Al SOLUTIONS
FROM LEADING HR
TECHNOLOGY COMPANIES
HR technology vendors are increas-
ingly integrating agentic Al into their
solutions to enhance various human
resource functions and streamline
operations (Table 1). This trend signi-
fies a major technological shift in HR
practices. These innovations include
Al agents that coordinate tasks across
various systems and departments,
manage Al apents throughout the
enterprise, and auntomate routine HR
tasks, allowing professionals to focus
onmora strategic work.

TABLE 1. Agentic Al and Al agents developed by leading HR technology companies and their applications.

Company Agentic AlfAl agents HRM function
SorviceNow | InmAlAgent Studio, the Al Agent Cnboarding
Orchesirator serves ac the contral
coordinator, managing workflows
across muliiple Al agenic and
enterprise systems. 7
Workday Recruiting Agent Recruitment
UKG Bryie A{A_gmb'. Empluynetrauﬂng
and development
Oracle Career Planning Guide, Career development,
Parformance and Goals Agsictant performance
management, learning
and development

1200 COMPUTER

Functionaiity

Automatically delivers pertinent information
to new emplovees and addresses their inquiries,
streamlining the onboarding process. =

Enhances talent acquisition by automating
tasks such as job description creation, candidate
eonrcing, and interview scheduling: integrates
with platforms like Microsoft Teams for
streamlined communication. @

Proactively solve problems and make
recommendatione through multistep procescos
that leam and improve over time, aszistingin
managing promotions and identifying impacts of
new tax regulations.?

Recommends career paths tailored to employees'
ckillz and experience; monitors goal progrezsion,
offering timely suggestions to ensure employees
remain aligned with their performance objectives

ahead of evaluations 39
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ServiceNow has launched the Al
Apant Orchestrator to coordinate spe-
cialized Al agents across tasks, sys-
tems, and departments, along with
thousands of prebuilt agents for HE,
plus the AT Agent Studic for creating
custom agents.” The recruitment sec-
tor iz at the forefront of leveraging
advanced Al agents.® Workday offars
Alpowered agents to improve HR
processes, including recruiting and
succession planning, and has intro-
duced the Agent System of Record to
manage these agents effoctively.” Or-
acle has developed Al agents within
its Cloud HCM to streamline HR pro-
cessos, assisting employses with ca-
reer development, time-off requests,
and workforce analytics, while pro-
viding HR teams with centralized
data insights.?

Traditional HR systems, primarily
databases for payroll and compliance,
are thus evolving into integrated tal-
ent intellipence systems through the
incorporation of intellipent agents
into core human capital management
platforms. ™ Beyond the HR technol-
ogy providers highlighted in Table 1,
numerous other enterprises have de-
pPloyed agentic Al solutions to auto-
mate and optimize HREM functions.
NEC launched agentic Al to automate
talent management decisions. The
system conducts comprehensive in-
ternal and external data searches to
optimize these processes.? Linkadin's
2024 release of the Hiring Assistant
marked a shift toward Al-driven auto-
mation in talent acquisition.®

ENHANCING HR SELF-
SERVICE AND EMPLOYEE
EXPERIENCES

Employee experience covers all work-
pPlace interactions, from onboarding
to daily work and advancement, im-
pacting engagement and retention. ™
Fragmented HR systems often lead to
employee frustraticn, but integrat-
ing HR selfservice can enhance the
employee experience by providing
accessible information and empower-
ing employees.)? Modern employeas

expect user-friendly technologies
and tend to reject those they dislike.
Demonstrating a dedication to en-
hancing employee experience, B87%
of HR managers aim to raise their HR
tech budgets in 202416

basic guestions like awvailable vaca-
tion days. In contrast, Al agents not
only provide this informationbut also
guide employees through time-off re-
guests and assist in booking travel ar-
rangements. Seamlessly integrating

In general, Al-driven systems enable employees
to swiftly access information via simple queries,
eliminating the need to navigate mulliple platforms
or submit service requests.

In general Al-driven systems en-
able employees to swiftly access in-
formation via simple gueries, alimi-
nating the need to navigate multiple
platforms or submit service requests.
This enhances satisfaction and re-
duces operational costs, streamlining
HR processes while improving usar
pxperienca.’® Building upon earlier
Al agentic Al automates tasks and
streamlines workflows, providing a
smoother, more engaging technolog-
ical experience® Al agents such as
Galileo, Microgoft Copilot, Workday
Agsistant, and Eightfold's Al agent
streamline HR operations by auto-
mating tasks, improving employee
experiences, and reducing integraticn
efforts for HR teams. Integrating Al
agonts into HR systems will eliminate
the nesd for employees to navigate
multiple platforms, significantly en-
hanring tha HR tech expariance 1

Additionally, Al agents enhance
employee experiences by personaliz-
ing training and career development
recommendations, assigning role-spe-
cific modules to new hires to eguip
thom with necessary skills! For in-
stance, ZBrain's Training Module As-
sipnment Agent analyzes job roles and
employee data te deliver customized
and efficient learning experiences

Apgentic Al also enhances em-
ployee experiences by ensuring em-
ployees maximize theirbenefits, such
as paid vacation. This personalization
fosters a positive employes oxperi-
ence. Traditional HR chatbots answar

into HR systems, these agents offer a
dynamic and proactive approach to
workforce management. ¥

BOOSTING OPERATIONAL
EFFICIENCY AND
PRODUCTIVITY

Agantic Al is transforming business
operations by automating complex
tasks and integrating Aldriven
processes across multiple systems,
leading to significant efficiency
and productivity gains across vari-
ous industries'® Accenture deploys
Al-powered scheduling assistants
(Agentforce) to optimize smployes
productivity through automated
work planning, priority identifica-
tion, and office time uwalization.®
Agentic Al tools also automate com-
pliance processes by monitoring poel-
icy adherence, flagging wiolations,
and providing realtime guidance,
dramatically reducing manual over-
sight while improving accuracy. For
instance, ZBrain's compliance agent
autonomously audits financial trans-
actions against corporate policies,
detecting noncompliant activity with
precision to mitigate risks and opera-
tional inefficiencies.

Al-powared chatbots have trans-
formed HR by streamlining em-
ployee queriex and reducing routine
tasks: Now, Al agents promise even
greater autonomy and operational of
ficiency.’” For instance, Chipotle cut
hiring time by 75% using Paradox's
Al agent, enabling fully automated
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hiring; some new hires even mistake
the bot {"Amelia") for a human.®

Al agents with generative capabil-
ities enhance HR modules; improving
decision making and operational ef-
ficiency. This transformation enables
HR systems to proactively offer deeper
insights and automate functions
like talent management and recruit-

leading to increased injuries, decreased
job satisfaction, and higher turnover
rates. ' HRM's intagration of safory cul-
ture into organizational policies shapes
employec values and behaviors toward
proactiva safoty practices 18

Diespite sngineering advancements
that have reduced workplace hazards;
employee safety remains a significant

Agentic Al also enhances employee experiences by
ensuring employees maximize their benefits, such
as paid vacation.

ment. ! Al-powered scheduling tools
can boost efficiency, with some lead-
ers predicting they will enable wide-
spread four-day workwaals.1®

WORKPLACE SAFETY

AND COMPLIANCE

HRM researchers have found that em-
Ployes outcomes in high-tisk worlk-
Places lacking safety measures and
compliance are adversely affacted,

concern. While the physical environ-
ment plays a role, human behavioriza
critical factor in most workplace acci-
dents and injuries. Risky actions, fail-
ures in detecting hazards, and a lack
of proactive safety measures contrib-
ute to these incidents. Implamenting
behavior-based safety programs can
addrass these issues by systematically
obzerving and medifying unsafe be-
hawiors, thereby enhancing owarall

workplace saferyV In 2023, private
industry employers reported approxi-
mately 2.6 million nonfatal workplace
imjuries and illnesses. Additionally,
thera wera 5,283 fatal work-related in-
juries across all sectors '

Al boosts workplace safety by pre-
dicting hazards via eal-time data
analysis, monitoring compliance, and
preemptively mitigating risks [“Ex-
hibit ¥: From Detection to Achon—
vilct's Integrated Artificial Intelli-
gence System for RealTime Construe-
tion Risk Management”). In construc-
tion, Al apents analyze video feeds to
daetect unsafe behawviors (for example,
missing personal protective equipmant)
and historical data to forecast dangers,
while adaptive learning improves re-
sponses over time. For example, safety
Al agents use the Internet of Things
{IoT) and cameras to automate incident
reporting and enforce protocols, ensur-
ing a safer, compliant worksita 19

Occupaticnal safety Al agents sur-
pass basic chatbots by operating as
adaptive, intalligent systems. Lever-
aging large language models [LLMz)

EXHIBIT 1: FROM DETECTION TO ACTION—vViAct’S
INTEGRATED ARTIFICIAL INTELLIGENCE SYSTEM FOR
REAL-TIME CONSTRUCTION RISK MANAGEMENT

Iact's artificial intelligence (Al)-powered safety sysiem
Vfur construction sites implements a three-phase evo-
lution: predictive Al detects hazards throwagh data analysis,
generative Al formulates customized risk solutions, and
agentic Al (viGent) executes autonomous safety Interven-
tions. This integrated approach progressively transforms
passive morEtoring into proactive protection, enhandng both
worker safety and worksite efficiency through intelligent
automation. The syslem's adaptive capabilities enable con-
tinugus improvement in hazard prevention and compliance
enforcement. 25

viAct's Integrated agentic Al system (viGent) trans-
forms construction safety through multilayered protection:
computer vision detects accldents and unsafe behaviors

COMPUTER

[=lips, falls, and personal protective equipment violations),
wiille Al video analytics enable real-1ime monioring via
existing CCTV. The system's predictive capabilities analyze
historicalireal-time data to preempt risks: during emergen-
cles, It autonomously maps evacuation routes and alerts
personnel. For vehicle operations, viGent prevenis colil-
sions by dynamically adjusting Torklift paths and logaing
near-miss data to optimtze traffic flow. In confined spaces,
It monitors environmental thresholds and worker duration,
triggering automaric evacuations when hazards exceed
limits. This centralized platform provides safety afficers
with comprehensive oversight while enabling immediate
Al-driven inferventions that surpass human response
capablinies. 35
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and loT integration, they dynamically
analyze real-time data to pradict haz-
ards and enact proactive rasponses,
like instantly alerting workers of
slippery floors near machinery while
rerouting foot traffic and notifying su-
parvisors Y In the construction indos-
try, for instanee, agentic Al serves asa
valuable toel for risk management by
antonomously analyzing site hazards,
optimizing workflows, and facilitat-
ing human-like decision making. This
technology enhances safety protocols
and operational efficiency, leading to
more secure and productive construc-
tion environments. <!

CHALLENGES AND

WAYS FORWARD

Tha rize of Al agents offers significant
automation benefits in HR, but it also
introduces saveral challenges. The apid
proliferation of agentic Al without ad-
squate governance can lead to incon-
sistent behaviors and decision making,
complicating regulatory compliance
and alignment with business objectives.
Forinstance, the EU Al Act regulates all
Al applications, including agentic Al by
risk lovel to ensure sthical, transparent,
and aceountable deployment. The EU Al
Act mandates strict data protection for
agentic Al requiring data minimiza-
tion and user control over personal data.
High-nisk applications mmust undergo
bias assessments, fgorous testing, and
external review before deployment

Agentic Al risks enabling adaptive
“smart malware” that autonomously
ovades sacurity defonsesZ In HRM,
agentic LLMs handling sensitive am-
pPloyee and candidate data present
major security risks. Their extensive
access to perscnal information and
gystem controls makes them attractive
targats for cyberattacks 2%

Employee resistance to Al adop-
tion persists, particularly in HR and
administrative roles, where fears of
job displacement remain provalent.27
Some employses remain hesitant to
adopt Al agents, concerned about po-
tential role displacement.)® Despite
proposals to integrate Al agents as

“colleagues” HR professionals have
largely rejected this approach. For ex-
ample, Lattice's 2024 attempt to incor-
porate virtual workers into org charts
sparked immediate backlash, forcing
the company to abandon the initiative
within days 25

Apgontic Al's success hinges on
high-guality, unbiased data: inaecu-
racies can lead to biased outcomes and
ercde trust. Ensuring data integrity is
crucial to prevent reinforcing exist-
ing biases and to support effective Al
adoption in HRM.46

Te address these challenges, or
ganizations must implement strong
safeguards, such as clear governance
frameworks, rigorous data controls;
and enhanced ecybersecurity mea-
sures. Human oversight remains es-
sential to ensure Al aligns with ethical
standards and business objectives.

gentic Al is transforming HR
Aby automating workflows,

enhancing decision making,
and improving employee expariences,;
from recruitment to safety compli-
ance. While it boosts efficiency and
productivity, challenges like data se-
curity, bias, and employea resistance
Tequire robust governance and hu-
man oversight. By balancing innova-
tion with ethical safeguards, organi-
zations can harness agentic Al's full
potential to create strategic, adaptive,
and human-centric HR systems for
the future. @
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